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1. Introduction and preliminaries
First of all we give a summary of subject areas taught in the context of cyber security:
•
•
•
•
•
•

Guidelines and standards to organize cyber security in organizations
Technological skills in network protection
Technological skills in protecting against hacking and malware
Formalising systems: simulations and optimisation of defence
Cryptography and its applications
Cyber forensics: finding evidence and tracking bad guys

Second, we give a summary of a question whether well-defined standards exist for cyber
security edication:
•
•
•

•
•

We have found no existing standards for cyber security education.
The process to create these is on the way in U.S.
The responsible organizations in Europe have organized meetings and published small
guidelines.
There exists a fairly good book on the subject.
The existing cyber security study programs are still the best source.

Next we give a brief overview of the educational standards activities, to be followed by a long
detailed list of cybersecurity study programmes and courses.

2.1 Educational standards actitivities in Europe

There exist two cybersecurity standards bodies, which, however, do not focus focus on
cybersecurity education
•
•

CEN/CENELEC: making standards for Europe
CEN-CENELEC Focus Group on Cybersecurity in 2016

The cybersecurity educational questions are handled by ENISA: European Union Agency for
Network and Internet Security. The following website contains a roadmap and several reports:
https://www.enisa.europa.eu/topics/cybersecurity-education
We will give an ovweview of the main There are several

2014 ENISA Roadmap for NIS education programmes in Europe:
•
•

https://www.enisa.europa.eu/publications/roadmap-for-nis-education-programmesin-europe
Contains very broad suggestions, not focused on higher education
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•

Suggests concrete courses (with some details) for specific audiences:
o Schoolteachers
o Health care
o SME-s
o Data protection officers
o Digital forensics

ENISA roadmap suggestions:
•

•
•
•
•
•
•

Creation of a Europass for NIS skills for the general public, very much in line with the
model from CEDEFOP;
Deploying better continuing education programmes for teachers for enhancing the
multiplier role they have. Solutions offered in scenario “Continuing Education for
teachers”.
European organisations and authorities should start developing NIS MOOCs. Section on
MOOCs with examples.
Developing a NIS course for health practitioners. Examples accessible in “Healthcare
scenario”.
Developing a Data Protection Officers (DPOs) course directed at lawyers and digital
security specialists. Structure presented in “Data Protection Officers scenario”.
Development of an EU information assurance training/education solution for the
working realities of SMEs. Presented in “Small and Medium Enterprises scenario”.
Development of an EU-based academic recognition for continuing professional
development in digital forensics. Solutions accessible in “Digital Forensics scenario”.

NIS: network and internet security:
•
•
•
•

2012 ENISA report: https://www.enisa.europa.eu/publications/nis-in-education .
Mostly about primary/secondary schools, social networks, etc
2015 ENISA report: Status of privacy and NIS course curricula in EU Member States
https://www.enisa.europa.eu/publications/status-of-privacy-and-nis-coursecurricula-in-eu-member-states
o Focus on privacy
o Brings some examples and ideas

2014 ENISA Brokerage model for Network and Information Security in Education:
•
•

https://www.enisa.europa.eu/publications/brokerage-model-for-network-andinformation-security-in-education
Case studies and suggestions for
o Awareness campaigns
o Public-private partnerships

2.2 Educational standards actitivities in U.S.
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There is a strong perceived need for cybersecurity competence and specialists. The general
perception appears to be that top U.S. universities are failing at cybersecurity education:
•

•

See both
o http://www.cio.com/article/3060813/it-skills-training/top-u-s-universitiesfailing-at-cybersecurity-education.html
o https://blog.cloudpassage.com/2016/04/07/universities-fail-cybersecurityeducation/
The general findings of the study:
o Cybersecurity requirements for undergraduates are lacking
o Cybersecurity courses – if they exist – are only elective
o Universities are slow to change

The process to create cybersec educational standards has started, but there are no standards
so far. However, ACM promises to give an example curricula in 2017:
•
•

•

2015 ACM joint task force launched: ACM, IEEE, IFIP. See http://www.csec2017.org/
Purpose: to develop comprehensive curricular guidance in cybersecurity education that
will support future program development and associated educational efforts.
2016 Cybersec summit presentation: Global Cybersecurity curricular standards: is it
time? Plan: publish curricular guidelines CSEC at the end of 2017. For details see:
o http://www.nationalcybersummit.com/wp-content/uploads/2016/06/3WED-educ-1330-Diana-Burley-Cybersecurity-Curricular-Standards.pdf

Useful materials:
•

•

2013 ACM Report of a Workshop on Cybersecurity Education and Training: Toward
Curricular Guidelines for Cybersecurity, see
https://www.acm.org/education/TowardCurricularGuidelinesCybersec.pdf
2016 A Guide to the National Initiative for Cybersecurity Education (NICE)
Cybersecurity Workforce Framework (2.0), see
https://books.google.de/books?id=ig_YCwAAQBAJ&pg=PA219&lpg=PA219&dq=cybe
rsecurity+education+standards&source=bl&ots=A6Z0frBb8S&sig=QWnalqI2WkCrN3
190OYT2r3b8s&hl=en&sa=X&ved=0ahUKEwiGlvCIpq_PAhWGtRQKHSZjDpE4ChDoAQgiMAA#v=
onepage&q=cybersecurity%20education%20standards&f=false

2.3 Existing overviews of cybersecurity study programs
Before presenting our detailed list of study programs and courses we give pointers to
analogous, less detailed lists:
•

•
•

20 MSc Programs in Cyber Security in Europe 2016/2017, see
http://www.masterstudies.com/MSc/IT/Cyber-Security/Europe/
5 IT Security Master's degrees in Germany, see
http://www.mastersportal.eu/study-options/268615965/it-security-germany.html
Guardian 2016 Cybersecurity Higher Education: The Top Cybersecurity Colleges and
Degrees (82), see
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https://digitalguardian.com/blog/cybersecurity-higher-education-top-cybersecuritycolleges-and-degrees

2. University level cyber security education in Montenegro

University level cyber education in Montenegro is currently carried out by two private
universities, both of which are participants in our program.
•
•

University of Donja Gorica (UDG) has a special master program for cyber security.
Mediterranean University (UNIM) does not have a special program for cyber security:
instead, there are several courses used by ordinary study programs.

University level education in the field of cyber security: all levels
In Montenegro, there is no Bachelor study program in cyber security. Although, EU
practice and experience show that it is not necessary to include the whole study
program at Bachelor level, in cases where existing study programs contain courses
Bachelor study

about multidisciplinary aspects on cyber security.

programs

However, only few courses exist at Montenegrin HEIs aimed on cyber security issues
and they are included only for students at technical faculties, which thus cover only
issues of technical cyber security of computing systems; and also at faculties of legal
sciences aimed on legal aspects of cyber security.
Only one HEI, University of Donja Gorica has established Master study programs in
cyber security, giving multidisciplinary approach for different groups of future experts in

Master study
programs

this area. They established the following Master study programs:
- Cyber security master program at Humanistic studies
- Data protections and information systems security – graduate and master study
programs at Faculty of information systems and technologies
There does not exist any PhD program in cyber security. EU practice and experience

PhD study
programs

show that it is not necessary to include the whole study program at PhD level, in cases
where existing study programs contain courses about multidisciplinary aspects on cyber
security.

2.4 University of Donja Gorica
UNIVERSITY OF DONJA GORICA (UDG) is a leader in the area of education and scientific
research in cyber security in Montenegro. They recognized importance of multidisciplinary
cyber security education at all educational levels, from undergraduate, to Master level, and
implemented through different courses and programs at several faculties.
In the following we provide overview list with more detailed presentation of existing Master
study programs as mostly related to ECESM project.
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Faculty

Study program

Course

Semester

National security

IV

Undergraduate level
Humanistic studies (HS)

Security

Humanistic studies (HS)

Security

Cyber crime

VI

Faculty of Information Systems
and Technologies (FIST)

Management of
Information systems

E-business
security

VIII

Faculty of Information Systems
and Technologies (FIST)

Data protection and
information systems
security

Graduate level

Master level

International
terrorism

IT Security basics
Cyber law

IT Security basics
E-business
security
Cyber law

IV

VII

VIII
VII

VIII
VIII

Faculty of Information Systems Data protection and See below
and Technologies (FIST)
information systems
security
Humanistic studies (HS)

Cyber security

See below

Humanistic studies (HS): Master study program- Cyber security
(http://mastercybersecurity.me/ )

Since 2013 the University offers a multidisciplinary master programme in cyber security whose
main aim is to educate new generations of professionals in the field of cyber security, foster the
development of specialized labour force and to set up the overall system of cyber security in all
organizations and institutions, both in private and public sector and therefore, take the national
security and safety to the next level.
Postgraduate Master programme in Cyber Security is designed in accordance with similar
master programmers taught by leading universities in the USA and Europe.
The programme focuses on several important issues of cyber security:

- global aspect and multidisciplinary approach to cyber security,
- a variety of different forms of cyber attacks and a wide range of potential cyber attack
targets.
- a comprehensive understanding of the notion of cyber security and its implications.

This program covers certain areas of research such as ICT, security, economics and
international law that will allow the prospective candidates to specialize in these aspects of the
cyber security. After the student has finished his/her studies, he/she will be able to:
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- analyze the threats in cyber space adequately and identify the risks leading to potential
cyber attacks successfully;
- establish, conduct and restore the appropriate system of cyber protection against cyber
attacks, and
- manage cyber security system so that there are no disruptions to the proper functioning of
the businesses both in private and public sector supporting the continuity of their operations.

The teaching process has been carried out by the leading experts coming from Montenegro and
the region, as well as distinguished scholars in this area of expertise coming from the
prestigious European and top-ranking world Universities.
Semester

Course

ECTS

Status

National and International Security

6

Cyber Security Management

6

Cyber crime

6

Introduction to Cryptography and
Security Mechanisms

6

Methodology of Writing a Scientific
Paper in Academic Settings

6

Elective subject

6

Elective subject

6

MASTER THESIS

18

Contemporary Cyber Security Challenges and Modern
Technologies

6

Digital Forensics

6

International Terrorism (theory and practice)

6

Legal and Ethical Aspects of Cyber Security

6

IX

X
ELECTIVE SUBJECTS

Faculty of Information Systems and Technologies (FIST):
protection and information systems security
(http://www.udg.edu.me/fist/master/predmeti/ )

Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
ELECTIVE

ELECTIVE

Mandatory
ELECTIVE
ELECTIVE
ELECTIVE
ELECTIVE

Master study program- Data

Study programs at FIST are focused on basic principles of building information systems
applications in economics and business. Market economists lack the knowledge in the field of
information technology, or IT specialists who will be able to immediately apply their knowledge
in economics and business. To this end, the study program in Data protection and information
systems security is aimed on providing specialized knowledge in project management with
special focus on IT security and standards.
Semester

IX

Course

Digital forensics
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ECTS

Status

8

Mandatory

X

International IT standards

6

Risk management

8

Project management

6

Academic writing II

2

Master thesis

30

Mandatory
Mandatory
Mandatory
Mandatory
Mandatory

2.5 Mediterranean University

There is no program for cyber security at Mediterranean University. Only Faculty of
Information Technology has a master study concerning IT.
The same Faculty has one course covering cyber security at undergraduate level. The course is
Security and protection of information systems.
At after graduate level there are several optional courses regarding cyber security:
•
•
•
•

Modern concepts of information systems protection,
High technology criminal,
Digital forensics,
Modern concepts of computer networks protection.

Network security course

NETWORK SECURITY (ADVANCED CONCEPTS)
GENERAL INFORMATION
Course code:

Course status:

Elective

Study year:

5.

ECTS/CSPK:

6

Semester:

SCHEDULE

IX (winter)

Lectures

Professor:

Prof. Ranko Vojinović, PhD

Office hours:

By appointment

Teaching
Assistant:

Study
programme:
Seminars

28 (2 times per week)

STUDENTS’ WORKLOAD

Weekly

28 (2 times per week)
During
the
semester
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Total:

Master studies

Information Technology
Labs

14 (1 time per week)

Lectures

2 hours

28 hours

Labs

1 hour

14 hours

Seminars

2 hours

Individual work and
utilizing office hours
Total:

3 hours
8 hours

COURSE DESCRIPTION

28 hours
42 hours
112 hours

Classes and final exam:

120 hours

Preparation for and taking exams in
additional exam term

50 hours

Required preparation for enrolment and
semester verification

Total:

10 hours

180 hours

The context of the course within the Faculty’s Curriculum and Syllabus:

The course covers security of today’s most used computers and networks. Technologies for data and IS protection fr
unauthorised access, damage, modification or destruction are also outlined.
Prerequisites:
N/a

Objectives:

The aim of the course is to provide students with knowledge and competences necessary for dealing with netwo
security. The aim is also to get students acquainted with threats to IS security, and ways of protection, as they would
able to get involved into implementation of security techniques in modern business system..
Teaching and learning methods:

COURSE CONTENT (LECTURES)
Preparation week

Preparation and enrolment

II week

Basics of certification. Understanding and use of cryptography. Components of public k
infrastructure. CA trust model.

I week

III week
IV week
V week

VI week

VII week

VIII week
IX week

Introduction to network security. Basic terms: threats, attacks, security and protection metho
Basic principles of security.

Network infrastructure security. Security of network cables and connection devices. Study
security topologies. Network resources surveillance. Network devices enhancement.
Communication security. Secured remote access. Wireless standards and protocols.

Application security. E-mail security. Web security. Data transfer. Server application enhanceme

User security. Authentication. Access control models. Preventing from and responding to inciden
Mid-term exam I

Attacks and malicious codes. Intrusion detection system.
Dangers for IS. System vulnerability.
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X week

Components of IS integrated protection. Security measures at installation, exploitation a
maintenance of hardware and software components.

XII week

Recovery plans.

XI week

XIII week
XIV week
XV week

Final week

IS protection strategies. Risk management.
Mid-term exam II

Basics of network forensics.

Trends in IT security development.
Final exam

STUDENTS’ RESPONSIBILITIES

Attending classes regularly, doing all homework, passing mid-term exams, and doing and presenting seminar paper
prerequisites for doing final exam.
LITERATURE

1.Bruce Schneir: Appliied Cryptography, 1996. Wiley Publishing, Inc.

2. D. Pleskonjić, B. Đorđević, N. Maček, M. Carić: "Sigurnost računarskih mreža", Viša elektrotehnička škola, Beograd, 200
ISBN 86-85081-16-5, knjiga – udžbenik
3. Ranko Vojinović: Osnovi bezbjednosti računarskih mreža, Univerzitet Mediteran 2009.
4. www.cryptotool.org

5.www.iso27001security.com
6.www.cryptotool.org

ASSESSMENT

The exam is taken through doing seminar paper. The topic is decided in consultation with the professor.
Special Remark for the Course:

The teacher who has prepared the
course data:

Prof. Ranko Vojinović, PhD

Study program: Information technology
This research oriented program on master studies allows to student to identify, analyse and
comprehends science-research problems and to conduct creative solutions for them. In this
master study program accent is on independent research work of the candidate, which will
be verified through following science-research projects which will be finalized in master
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thesis. By obtaining title of master, candidates poses all necessary knowledge and skills to
design and manage information projects, and to conduct and coordinane necessary
development activities.
Duration: 1 year – 60 ECTS
Title: Master of Information Technology
Subject

# of ECTS

Mandatory/Optional

Management of IT Projects

6

Mandatory

Engineering of requests

6

Business strategies for IT 6
systems development
Software prototype

Software processes
software maintenance
Software
management

6

and 6

configuration 6

Software engineering tools 6
and methods
Quality
insurance
software testing
Data warehouses

and 6

Internet marketing

Wireless computer systems

Advanced database systems
Security
networks

of

6
6
6
6

computer 6

Mandatory
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional

Only subject Security of computer networks is from cyber security area. Subject covers the most
used security technologies of computers and computer networks. It also covers technologies of
data protection and protection of Information systems from unauthorized access, damaging,
modification or destruction.
The aim of the subject is that students gain knowledge in network security, to be introduced to
information systems security threats, with means of protection, to be prepared to conduct
security measures in modern business system.
Main topics that are covered are:

- introduction to network security
- basics of certification

- network infrastructure security
- communication security
- application security
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- users security

- attacks and maleficent codes
- Information system threats

- components of integrated information system protection.
- information system protection strategies
- recovery plans

- basics of network forensics

- IT security developing trends.
Name of the course

Security of computer networks

Aims, objectives

The aim of the subject is that students gain knowledge in network
security, to be introduced to information systems security threats,
with means of protection, to be prepared to conduct security
measures in modern business system.

Credits (ECTS)

Learning outcomes
Description

Form of grading

6

Subject covers the most used security technologies of computers and
computer networks. It also covers technologies of data protection
and protection of Information systems from unauthorized access,
damaging, modification or destruction.

Additional comments

3. Overview of the master level cyber security programs elsewhere

3.1 Italy

University

Sapienza University of Rome – Department of Computer Science

Credits (ECTS)

120

Description

Computer networks and security are at the core of today's Internet
world. This curriculum provides the foundational and technological

Name of the study Networks and Security
program
Duration of the study

2 Years
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Learning outcomes

background to prepare future innovators and researchers in systems,
networking, cryptography, and security. It also prepares
professionals in emerging fields such as design, development and
management of smart city systems and applications, developers of
Future Internet and cloud computing systems, experts of computer
and cyber security, and application and service developers. The
curriculum nicely combines fundamental courses and hands on lab
experiences with cutting edge systems and technologies, seminars
with leading experts in the field, and opportunities to perform
internships in leading research labs and companies.

List of compulsory 5 of the following:
courses
• Advanced Networks
•

•
•
•
•
•

Computer Networks Performance
Cryptography

Data and Networks Security
Distributed Systems

Elective in Networking Systems
Wireless Systems

4 of the following:
•

•
•
•
•
•
•
•
•
•
List
of
courses

Advanced Software Engineering
Computability and Complexity
Intensive Computation
Information Theory
Machine Learning

Multimodal Interaction
Network Algorithms

Security in Software Applications
Software Systems Verification

Web Interaction

optional 4 of the following:
•

•
•
•
•

Advanced Algorithms
Network Algorithms
Machine Learning

Advanced Parallel Architectures

Elective in Networking and Systems
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•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
Requirements
graduation

Big Data Computing

Intensive Computation

Foundations of Data Science
Topics in Physics

Computational complexity

Cryptography

Natural Language Processing
Cloud Computing

Fundamentals of Computer Graphics
Advanced software engineering
Multimodal Interaction

Human Computer Interaction on the Web

Mathematical Logic for Computer Science
Automatic Software Verification Methods

Formal methods in software development
Models of Computation

Computer Network Performance

Network Design and Management
Internet of Things

Data and Network Security

Security in software applications
Biometric Systems

Concurrent Systems

Distributed Systems

Information Systems
Wireless Systems
Graph Theory

Information Theory

Computer Vision

Web and Social Information Extraction

for Admission to the Final Exam only after completion of all credits. Final
Exam consists in writing and discussing a thesis with original
contributions

Additional comments
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University

Sapienza University of Rome – Department of Computer Science

Credits (ECTS)

60

Description

The master is structures in two parts:

Name of the study Systems and Networks Security for Enterprise and Public
program
Administration
Duration of the study

1 Years
•
•

Learning outcomes

List of compulsory
courses

An applicative part, focused on a project work, aimed at
applying all acquired knowledge

A series of seminars and/or conferences promoted by the master will
constitute a fundamental part of the educational path. Additionally,
the Dept. will promote research, studies and collaborations with
industry, public and private bodies and universities.
•
•
•
•
•
•
•
•
•
•

List
of
courses

An educational part, with courses held by professors and ICT
experts

Introduction to Information Security
Cryptography and Access Control
Elective in Information Warfare

Legal Aspects of Information Security
Computer Networks

Secure Networks Lab

Secure Networks Architecture
Network Security

Analysis of Compromised Systems

Applications Security

optional

Requirements
graduation

for Completion of all credits, including the project work, and at least 80%
attendance.

Additional comments
University

Sapienza University of Rome – Department of Computer Science

Name of the study Information Security Management for Enterprise and Public
program
Administration
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Credits (ECTS)

60

Description

The master is structures in two parts:

Duration of the study

1 Years
•
•

Learning outcomes

An applicative part, focused on a project work, aimed at
applying all acquired knowledge

A series of seminars and/or conferences promoted by the master will
constitute a fundamental part of the educational path. Additionally,
the Dept. will promote research, studies and collaborations with
industry, public and private bodies and universities.
•

List of compulsory
courses

•
•
•
•
•
•
•
•
•

List
of
courses

An educational part, with courses held by professors and ICT
experts

Introduction to Information Security

Principles of Company Structure and Human Resources
Management
Computer Networks

Information Systems Audit – Theory and Practice

Project Planning and Management

Legal Aspects of Information Security
Elective in Information Warfare

Information Security Management Systems
Elective in IT Governance

Company Information System Implementation

optional

Requirements
graduation

for Completion of all credits, including the project work, and at least 80%
attendance.

Additional comments
University

Sapienza University of Rome – Department of Computer Science

Credits (ECTS)

60

Description

The master is structures in two parts:

Name of the study Information Systems Governance and Audit
program
Duration of the study

1 Years
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•
•

Learning outcomes

An applicative part, focused on a project work, aimed at
applying all acquired knowledge

A series of seminars and/or conferences promoted by the master will
constitute a fundamental part of the educational path. Additionally,
the Dept. will promote research, studies and collaborations with
industry, public and private bodies and universities.
•

List of compulsory
courses

•
•
•
•
•
•

List
of
courses

An educational part, with courses held by professors and ICT
experts

Principles of Company Structure and Human Resources
Management
Project Planning and Management
Elective in Information Warfare
Elective in IT Governance

Legal Aspects of Information Security

Information Systems Audit – Theory and Practice

Audit and Governance of Information Systems for the
Enterprise

optional

Requirements
graduation

for Completion of all credits, including the project work, and at least 80%
attendance.

Additional comments
University

Università degli Studi di Modena e Reggio Emilia

Credits (ECTS)

60

Description

The master is intended to form two professional figures:

Name of the study Information Security and Legal Regulations
program
Duration of the study

1 Years
•

•

Information Security Specialists - the master provides
thorough training in technologies and tools for the security of
networks and information systems

Legal Informatics and Security Specialists - the master
provides thorough training in methodologies for assessing
and improving companies security in accordance with laws
and regulations ement technologies and tools for the security
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Learning outcomes

of

networks

and

information

Learning outcomes are different for the two curricula:
•

•

systems

Information Security Specialists – networking systems and
services;
vulnerabilities
and
cybercrime;
defence
methodologies and techniques; information security
management; notions of security regulations and standards
Legal Informatics and Security Specialists - ulnerabilities and
cybercrime; information security laws, regulations and
forensics; information security management;

List of compulsory Not specified
courses
List
of
courses

optional Not specified

Requirements
graduation

for Not specified

Additional comments
University

Ca'Foscari University of Venice

Credits (ECTS)

120

Description

The curriculum aims at training specialists in software engineering
with advanced skills in software correctness verification, in design of
secure and privacy aware systems, and their performance evaluation.
Highly distributed software and data ubiquitousness (such as those
arising in cloud computing) challenge nowadays software engineers
with new requirements that involve the capability of designing
systems which are both coherent with their specifications and satisfy
important properties regarding data protection and cyber security.
Moreover, the coordination of the resources in order to have high
performances becomes of pivotal importance. For these reasons the
study program for this profile allows students to acquire skills in
system modelling, in evaluating and verifying software requirements
in terms of correctness, scalability and performance, in secure
programming and cyber security.

Name of the study Software Dependability and Cyber Security
program
Duration of the study

Learning outcomes

List of compulsory
courses

2 Years

•
•
•

Advanced Algorithms and Programming Methods
Advanced Databases
Security
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•
•
•
•

Formal Methods for System Verifications

Software Correctness, Security and Reliability
Logic and Structures for Computer Science
Calculus and Optimization

3 of the following:
•

•
•
•
•

Cloud Computing and Distributed Systems
Cryptography

Network Science

Performance Evaluation

Software Performance and Scalability

1 of the following:
•

•
•
List
of
courses

Data Design and Nature-Inspired Computing

Numerical Algorithms

Statistics for Spatio-Temporal Data

optional 12 ECTS from all courses of University, or the following:

Requirements
graduation

•
•

Advanced Computational Linguistics
Compilers

for Admission to the Final Exam only after completion of all credits. Final
Exam consists in writing and discussing a thesis with original
contributions

Additional comments

3.2 Northen Europe
3.3 Ireland, UK, US, Canada, Australia

3.4 Rest of Europe
University

EURECOM and INSTITUT MINES TELECOM [1]

Credits (ECTS)

120

Name of the study Master Degree in Digital Security
program
Duration of the study

2 years
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Description

Learning outcomes

The Master in Digital Security, co-delivered by EURECOM and
INSTITUT MINES TELECOM is designed for those wishing to become
experts in the growing field of computer security in a comprehensive
range of applications (System and Software Security, Embedded
systems Security, Forensics, Biometrics...)

The Master aims at providing a solid background in the design and
management of security in major areas of communications and
computer science. The graduates will thus be able to tackle security
problems encountered in networking, distributed software
applications and in image processing. Various technical areas ranging
from cryptographic mechanisms to intrusion detection and practical
countermeasures against network attacks through watermarking of
images and biometric identification techniques will be addressed in
several courses and laboratories.
The paid 6-month internship provides you with a cutting-edge
professional experience and a future competitive asset.

List of compulsory None
courses
List
of
courses

optional Introduction to Computer Networking and Internet
Secure Communications

System and Network Security
Operating systems

Computer architecture

Software development methodologies
Information Theory
Game Theory

Network Modeling

Image and Video Compression and Processing
Introduction to Management

Personal Development and Team Leadership
Entrepreneurship and Capital Venture
Innovation and product development
Intellectual property Law
Sustainable ICTs

Cybercrime and computer forensics

Security applications in networking and distributed systems
Hardware security

Imaging for security applications: biometrics & watermarking
Distributed software and middleware
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Digital systems, hardware - software integration
Mobile networking

Wireless access technologies

Introduction to semantic Web Technologies
Multimedia technology
Business Simulation

Sociological approaches of Telecom Technologies

General Introduction to Law: contracts, setting up business
Project Management

Distributed systems and cloud computing

Statistical data analysis

Machine learning and intelligent systems
Multimedia indexing and retrieval
Mobile communication systems

Mobile applications and services
Network Modeling

Network Economics

Introduction to Management

Personal Development and Team Leadership
Entrepreneurship and Capital Venture
Innovation and product development
Intellectual property Law

Requirements
graduation

Sustainable ICTs

for Achieve 120 ECTS credits

Additional comments

Students need to validate a certain amount of credits per Teaching
Unit each semester. It means students can design their own
curriculum by choosing the most relevant courses in the list below.
Each semester is worth 30 ECTS for a total of 120 ECTS.

University

EPITA Graduate School of Computer Science, Paris, France [2]

Credits (ECTS)

120

Description

This program aims at providing a solid background in the design and
management of the systemic engineering and architecting of security

Name of the study Master Computer Security
program
Duration of the study

1,5 years
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for today's work environment. This specialization extends beyond
computer security, network security, or cryptography, although it
provides in-depth elements of each of those disciplines.

Learning outcomes

The CS specialization is a disciplined approach to understanding the
management, technical, and legal issues associated with the security
of information from a multi-phased approach, resulting in optimal
security within risk tolerances.

List of compulsory CS Harmonization Semester *
courses
Technical Skills
•
•
•
•
•

Advanced Algorithmic & Data Structures
IT Language Theories
Object Modeling
Network Architecture
Operating Systems Overview

Culture Integration
•
•
•
•
•

Overcoming the Cultural Shock
Introduction to Interpersonal Communication
Intensive French Seminar
French Courses
French Culture

* The Harmonization Semester (30 ECTS) is mandatory only for
candidates with an insufficient background in Computer Science. All
applicants are evaluated on an individual basis. Equivalence requests
are subject to approval from the Admissions Committee.
CS Fundamentals Semester
Technical Skills
•
•
•
•
•
•

Algorithmic
Object-Oriented Programming
Operating Systems: Windows & Unix
Corporate Networks
Networking Technologies
IT Overview

Cultural Integration
•
•
•
•

Getting Over the Cultural Shock
Intensive French Seminar
French Courses
French Culture

Business Skills
•
•
•

Financial Analysis
Marketing of Free Software
Business Writing
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Management Skills
•
•

List
of
courses

Project Management
Team Management

optional CS Specialization Semester
Core Skills
•
•

Career Project Elaboration
French Courses

Systems & Network Security
•
•
•
•
•
•
•
•
•
•

Unix & Windows System Administration
Advanced Network Security
Cloud Computing Security
Virtualization
Software & Transaction Security
Applied Cryptography
Public Key Infrastructure
Software Security Assurance
Web Security
Security Policy

Advanced Management
•
•
•

Change Management
Cross-border Management
Knowledge & Innovation Management

CS Internship Semester

The internship with an international company will allow you to be
exposed to the latest technologies while gaining a valuable
professional experience and earning a monthly stipend.

Feedback from the internship host companies has been
overwhelmingly supportive of our programs and trainees. Our oncampus Career Services and recruiting event provide ample support
to our interns.
Requirements
graduation

for Achieve 120 ECTS credits

Additional comments
University

University of Applied Sciences Upper Austria

School of Informatics, Communications and Media, Austria [3]

Name of the study Master of Science in Engineering (MSc)
program
Credits (ECTS)

120
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Duration of the study
Description

Learning outcomes

2 years

In-depth know-how in and specialization across IT security topics

Trust and security are the key components of the Information Society.
Security experts with up-to-date know-how across IT, management,
and law are in great demand. Especially in view of the need for
enhanced security as rapid technical advances pose greater threats to
the safety of data transfer, storage, and archiving. Our full-time
degree program majors on in-depth study and specialization across
IT security. Topics include information management, digital
identities, secure software engineering, network security, law, and
ethics. The main focus of this degree program is on practical training
as well as independent and systematic work with an emphasis on the
development of communication skills.

List of compulsory
courses
List
of
courses

optional

Requirements
graduation

for Achieve 120 ECTS credits

Additional comments
University

University Carlos III of Madrid, Graduate School of Engineering and
Basic Sciences, Madrid, Spain [4]

Credits (ECTS)

60

Description

The Master in Cybersecurity offers students a clearly-defined
technical and hands-on program (with obvious differences from
Master in information security also focused on organizational,
administrative and legal aspects), and during the course the teaching
methodology is based around on-campus classes, specialized
seminars, lectures, case studies, practical sessions in computer labs,
tutorials, and independent learning and study.

Name of the study Master in cybersecurity
program
Duration of the study

1 year

The curriculum for the Master in Cybersecurity provides two
different graduate routes: one for secure systems engineers and one
for cybersecurity analysts. These are made available through two
elective subject routes, although students may also choose to set out
their own elective study pathway.

The first route is oriented towards the design and development of
components and systems in which security plays an important role.
Its primary market niche is in software development departments
(software factory) and architectural design. This route will
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familiarize students in depth about all aspects of threats to networks,
their implications for systems engineering lifecycles (including
software engineering), and the inner workings of defense
mechanisms, as well as participating in the development of new
mechanisms to counter constantly arising new challenges.
The second is aimed towards organizations that need to protect
themselves from cyber threats. These organizations require staff to
identify attacks and weaknesses in their systems and networks and
deploy the most appropriate measures to secure them during the
safety lifecycle. This route is based around attack and defense
mechanisms, tests and computer audits. In this area there are a
growing number of companies in key sectors (financial, energy, the
telecommunications or transport sectors) or public sectors (the
government, armed forces or state security bodies).

Both routes require adept use of a combination of tools and
knowledge, common in cyber-attack and defense, put into practice in
the core subjects, representing a large percentage of their total
credits.
For admission, students must have an engineering degree, Bachelor's
Degree or five-year course (Licenciatura) related to ICT or in the case
of other advanced degrees, they must demonstrate professional
experience in these technologies.
Learning outcomes

The Master in Cybersecurity will allow students to gain access to Ph.D.
studies, according to the terms and conditions established by the
Ph.D. Program Academic Committee.

The Master's Degree curriculum aims to provide students with
advanced scientific and technological knowledge about
Cybersecurity. Its main objective is to teach students skills, abilities
and knowledge in advanced Cybersecurity, in a solid yet flexible
manner, to facilitate their adaptation to an environment as rapidly
changing as this one.
The curriculum is structured around three main blocks:
•
•
•

Cyber-Attack Techniques
Cyber-Defense Techniques and Secure Communications
Cybersecurity Management

The program makes it possible for students to select electives
depending on the route they wish to take:
"Systems Security Engineering" Route (I1): This route is intended for
students who wish to improve their training in matters related to the
specification, design and development, implementation and
maintenance of secure systems. The electives associated with this
route are:
•
•
•

"Systems Security Engineering"
"Secure Architecture"
"Mobile Security"

544088-TEMPUS-1-2013-1-SI-TEMPUS-JPHES

"Cybersecurity Analyst" Route (I2): This route is designed for
students who want additional training as systems security analysts.
The electives associated with this route are:
•
•
•

List of compulsory •
courses
•
•
•
•
•
•
•
•
•
List
of
courses

optional •
•
•
•
•
•
•
•

Requirements
graduation

"Malware Analysis and Engineering"
"Persistent Threat and Information Leakage"
"Computer Forensic"

Secure Communications
Software Systems Exploitation
Data Protection
Cyber Defense Systems
Cyber Attack Techniques
Seminar I
Identification and Authentication
Cyber Security Management and Administration
Seminar II
Master Project
Cybercrime, Cyber Terrorism, and Cyber War
Risk Analysis and Systems Certification
Systems Security Engineering
Secure Architecture
Mobile Security
Malware Analysis and Engineering
Persistent Threat and Information Leakage
Computer Forensic

for Achieve 120 ECTS credits

Additional comments
University

Universitat Rovira I Virgili, School of Engineering, Tarragona Spain [5]

Credits (ECTS)

90

Description

This master's degree has a dual objective: first, to provide advanced
training in computer engineering and cover the syllabus required for
this degree; and second, to use the expertise of the URV's research
groups in Computer Security and Intelligent Systems to provide
advanced training of the highest quality in these areas. Graduates can
choose to pursue a career in one of these fields of specialization or to
continue their academic training by undertaking a doctoral thesis in
Computer Engineering and Mathematics of Security at the URV.

Name of the study Master's Degree in Computer Engineering: Computer Security and
program
Intelligent Systems
Duration of the study 2 year

Learning outcomes
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List of compulsory •
courses
•
•
•
•
•
•
List of
courses

optional •
•
•
•
•
•
•
•
•
•
•
•
•
•

Requirements
graduation
Additional
comments

Research and Entrepreneurship in Computer Engineering
High Performance Architectures
Software Architecture
Visualization and Interaction Systems
Numerical Methods in Engineering
Management of Information Systems
Architectures for Distributed Systems
Cryptology and Information Security
Work Placement I
Work Placement II
Biometric Identification
Privacy Protection
Forensic Informatics
Introduction to Multi-Agent Systems
Artificial Vision and Pattern Recognition
Multi-Criteria Decision Support Systems
Multimedia Security
Ubiquitous Computing
Neural and Evolutive Computing
Complex Networks
Knowledge Representation and Engineering
Planning and Approximate Reasoning

for Achieve 90 ECTS credits
YEAR

COMPULSORY
SUBJECTS

OPTIONAL
SUBJECTS

FINAL
PROJECT

2nd

3

15

12

1st

TOTALS
University

45
48

15
30

TOTALS

-

60

12

90

30

International Hellenic University (IHU), Thessaloniki, Greece [6]

Name of the study MSc in Communications and Cyber Security
program
Credits (ECTS)

Duration of the study
Description

14 months

Every modern organization faces security risks that threaten their
valuable assets; therefore, it is imperative to design secure
information and communication systems to protect against these
threats. What’s more, security and threats have been evolving handin-hand, making the burden of security and information assurance a
continuous challenge that only highly skilled professionals can
handle.
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This program offers a rich curriculum that emphasizes on
communication networks and the underlying technologies and
vulnerabilities, while at the same time covering critical topics such as
information security, forensics, legal and ethical issues etc. The
lecture series by leading academics from Greece and abroad, along
with projects and dissertation work, ensure that students graduate
equipped with state-of-the-art scientific knowledge and modern
practical skills, on their way to become highly competitive at
international level.
This program is designed for University graduates of
Telecommunications, Informatics/Computer Science, and Electrical
Engineering but also of Natural Sciences and Economic and Business
Departments, with a strong background in ICT and a strong
motivation to pursue a career in Communications and Cyber Security
related domains.
The Structure

The MSc in Communications and Cyber Security (full-time) is a 14month program taught over three terms. Lectures mainly take place
on weekday evenings. It is also available in part-time mode over 26
months for those who cannot commit to a full-time program either
for work or other reasons.

Learning outcomes

Upon arrival at the IHU all students attend foundation courses in Java
and SQL, that aims to bring all incoming students to the same level
with respect to some of the programming knowledge that is required.
During the first term, all students are required to follow five (5)
mandatory core courses. During the second term, all students follow
a further three (3) required courses combined with two (2) elective
courses. Finally, during the third term, work is dedicated exclusively
to the Master's dissertation.

List of compulsory
courses

•
•
•
•
•
•
•
•

List
of
courses

•
•
•
•
•
•

optional

Computer Networks
Web Programming
Information Systems Security
Data Protection and Cryptography
Information Assurance
Software Development Methodologies
Cyber Crime and Computer Forensics
Wireless Communications & Networks

Embedded programming and Sensor Networks
Knowledge Management in the Web
Multimedia Compression and Processing
Green ICT
Intrusion Detection and Event Management
Legal and Ethical Foundations of Privacy and Security
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Requirements
graduation

for

Additional comments
University

UAS Technikum Wien, Vienna, Austria [7]

Name of the study Information Management and IT Security master’s degree program
program
Credits (ECTS)

Duration of the study
Description

2 years

The part-time Information Management and IT Security master’s
degree program produces highly qualified professionals for the
exchange, processing, and security of data in companies. The main
focus is on handling information as a resource, as well as protecting
it while taking into account technical aspects, organizational factors,
and social conditions. This degree program is taught in German.
Students learn to:
•
•

•
•
•
•

•
•

•
•

Learning outcomes

Design ICT architectures as well as plan and realize the safe
introduction and integration of information systems
Develop solutions for the safe exchange of information and the
safe processing of data across company boundaries, and
implement these solutions by means of suitable processes and
technologies
Identify, analyze, and find solutions for weaknesses in
information systems and ICT architectures
Select and implement the requirements for appropriate security
technologies
and
structures,
and
coordinate
their
implementation
Perform security checks on systems and define suitable
guidelines and set up security structures for protection
Always take into account technical aspects, organizational
factors, and social conditions as well as compliance guidelines
when analyzing, designing, and implementing data security
measures
Integrate new systems into existing infrastructures by technical
means while taking into account IT security factors
Identify weaknesses in company processes, and analyze and
assess the major technical threats to information security within
a company, as well as plan and implement appropriate
countermeasures
Put into practice standardized methods and processes for the
implementation of information security
Prepare and assist with the introduction of information security
management while taking into account the risk management
processes at the particular company

Graduates of the Information Management and IT Security degree
program are highly sought-after on the job market:
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•

•
•

List of compulsory •
courses
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
List
of
courses

optional •
•
•
•
•
•
•

Thanks to their knowledge and skills, they are perfectly qualified
for various sectors, such as the energy, information and
communication technology, and financial and insurance services
sectors, and for the development of computer software.
For example, they work as IT or information security specialists,
Web developers for secure Web platforms, IT project managers,
EDP managers, and IT risk managers.
Their typical tasks include the implementation of company-wide
security management, the identification of and defense against
potential internal and external threats, and the planning of
security architectures within companies, as well as conducting
risk analyses.
Selected Topics in Information Management and Security 1
Data Management
Leading Project Teams
Information Management
Intercultural Communication
IT Security
Project 1
Project Management 1
Security Structures
Advanced English Communication
Selected Topics in Information Management and Security 2
Applied Information Security
Information Security Management
Information Systems and IT-management
IT Law
Project 2
Project Management 2
System Integration
Current Topics in Information Management and Security
Applied Corporate Management
Business Continuity & Disaster Recovery
Governance & Audit
Specialization
Scientific Work
Communication in IT-Projects
Master's Thesis
Master's Thesis Seminar
Scientific Writing

Introduction to Quantum Cryptography (Elective Course)
Computer Forensics (Elective Course)
Requirements Engineering (Elective Course)
Security Architectures with Firewall Technologies (Elective
Course)
White Hat - Offensive Security 1 (Elective Course)
Big Data and Data Retrieval (Elective Course)
CISSP Introduction (Elective Course)
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•
•
•
•
•
•
•
•
Requirements
graduation

for

Detection and Prevention of Cyber Attacks (Elective Course)
ITIL Foundation (Elective Course)
Security aspects of Cloud Computing (Elective Course)
Web Application Security (Elective Course)
White Hat - Offensive Security 2 (Elective Course)
Cost Estimate and Feasibility Study of SW and ICT Projects in
Practice (Elective Course)
Reverse Engineering and Malware Analysis (Elective Course)
White Hat - Offensive Security 3

Additional comments

3.5 Rest of the world

University

Ben Gurion University of the Negev (Israel) – Department of
Information Systems Engineering

Credits (ECTS)

36 Academic Credits (probably not equivalent to 36 ECTS)

Description

Studies in Information Systems Engineering with specialization in
Cyber Space Security, is designed to provide researchers and
professionals a very high level of training in the field of Information
Security in Cyberspace. The program includes a variety of issues, such
as network security methods for identifying attacks, cryptography,
and secure systems development. Studies are primarily intended for
graduates with a bachelor’s degree in Information Systems
Engineering, Computer Science, Software Engineering, and
Communications Systems Engineering. Requirements for completion
of studies include writing a research thesis in the field and eight
required and elective courses, including at least six courses in
Information Security. The course studies focus on meeting the current
market needs which have become a part of our daily life, with far
reaching implications on future quality of life in addition to a wide
range of opportunities for scientific and industrial related domains.
Among other areas, our studies answer the needs of the Defense
Industry in regards to cyber threats to the State of Israel. The
curriculum was planned in coordination with security personnel.

Name of the study Information Systems Engineering with Specialization in Cyber Space
program
Security
Duration of the study

Learning outcomes

List of compulsory
courses

Not clear (should be 2 years but number of courses seem to small)

•

Cryptography
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•
•
•
•
•
•
List
of
courses

Network security

Operation systems security

Methods for attacks detection
Systems security engineering

Security aware development

Research methods in information systems

optional One elective course among all available in the Dept.

Requirements
graduation

for Other than completing the 8 courses, each student is required to
perform research and write a thesis under the guidance of a faculty
member in the department.

Additional comments

The research proposal must be approved by the student’s academic
supervisor and the teaching committee. The thesis will undergo a
process of evaluation according to faculty procedures. The thesis
should be in the field of Cyber Security or a related field.

University

Auckland University of Technology (New Zeland)

Credits (ECTS)

180 Points (not sure if equivalent to 180 ECTS)

Description

Security of computer systems and networks is a major concern for
organisations and individuals.

Name of the study Information Security and Digital Forensics
program
Duration of the study

1.5 years full-time / 3 years part-time

With the rapid expansion of the Internet, cybercrime and malicious
software deployments are on the increase. There is a need for security
professionals who can protect assets and information by securing
networks and computer systems. The MISDF also develops skills in
discovering and recording digital forensic evidence of crimes and
malicious behaviour by extracting data from networks, hard drive,
cell phones and other digital devices.
The Master of Information Security and Digital Forensics covers the
critical aspects of information security and digital forensics:
Protecting computer and network systems

Critically analysing current security threats and planning mitigation
strategies
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Seizing and securing IT and other digital equipment used for criminal
activity
Interpreting and analysing the content of hard disks and other
electronic media to build an understanding of the processes
underpinning possible criminal activity

Gathering evidence from electronic media and other sources of
potential criminal activity in a systematic and rigorous way
Presenting such evidence in a court of law in a way that is intelligible
to non-experts

Learning outcomes

The programme is a mix of academic study and practical labs
supported by workshop sessions. Dedicated specialist hardware and
software is provided for students’ use in these sessions and is
available to them for the research component of the qualification.
•

List of compulsory
courses

•
•
•

List
of
courses

Research Methods I

Information Security

Cryptography and Cryptanalysis

Digital Forensics Tools and Techniques

optional 2 of the following
•
•
•
•
•
•

Requirements
graduation

Next Generation Networking
Autoidentification

Intelligent Surveillance

Cybercrime and IT-Governance

Network Security and Forensics
Research Readings

for Other than completing the 4 compulsory courses and 2 of the elective
courses, each student is required to choose between:
•
•

Additional comments

A 90-points thesis

2 more elective courses + a 60-points project

University

Hacettepe University (Turkey)

Credits (ECTS)

60

Name of the study Information Security
program
Duration of the study

1.5 years
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Description

Information Security Graduate Program offered in The Informatics
Institute at Hacettepe University aims at producing graduates who
have theoretical and practical knowledge in regard to effectively
analyze, design, develop and manage information security systems.

Learning outcomes

The official language of the program is Turkish.

List of compulsory
courses

•
•
•
•

List
of
courses

Introduction to Information Security
Operating Systems

Data Communication and Computer Networks
Cryptography : Algorithms and Applications

optional (at least) 3 of the following
•

•
•
•
•
•
•

Requirements
graduation

Computer and Network Security

Advanced Topics in Network Security
Database Security

Wireless Network Security
Secure Programming

Malware Analysis : Tools and Techniques

Cybersecurity: Ethics, Laws and Human Aspect

for Other than completing the courses, each student is required to
complete a 30-credits research work.

Additional comments

4. Professional courses
4.1 A INTRODUCTION
In Europe and worldwide there are a lot of Institutions dealing with information/cyber security
courses. In the meanwhile, we are describing here one course, probably another course is born
in a part of the world. For that reason also, we would not be helpful with you, just listing all the
Institutions and courses available. Universities, private and public centers, academies and also
private company provide courses on governance, processes and technologies. Here below, we
just want to give you an overview of 3 entities, delivering courses or materials useful to improve
the skills of professionals. The choice of the course or program should be done on the basis of
the needs of the individual. Before starting to look at the courses around, it is essential that the
person assesses his competencies and verify his gaps . Only after that assessment, the course
could be chosen, verifying that it’s align to fill the gap and acquire the right capabilities.
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In the chose of the courses, it should be considered also the “put in practice”. Theoretical
courses are good just for a first layer of preparation. For working in the information security
field, it’s better to look at courses with practical activities or explanations of real case studies.
Only in that way, the knowledge could be transformed in concrete capability.

4.2 SANS INSTITUTE

SANS institute is one of the most important training provider in the World. SANS certifications
are recognized worldwide as a confirmation of capabilities acquired by the candidate. In 1999,
SANS founded GIAC (the Global Information Assurance Certification). This system of
certifications tests the candidate knowledge but also the knowledge into practice.
They provide several typologies of services and training programs. The list of courses is
exhaustive from Introduction to Information Security , Audit IT, Hacker tools, Social
Engineering, Mobile Device Security and so on. Some examples of courses are reported with the
original description of SANS Institute in the appendix 1.
SANS Institute courses participate to the Continuing Professional Education system of credits.

4.3 ENISA

ENISA also provides a series of material for training. The aim is to provide to Incident
Responders, above all, useful handbook to improve capabilities in operational security.
The material covers four main areas: technical, operational, building up a CSIRT and Legal and
Cooperation.
In the appendix we provide a description of some courses of ENISA 2.

4.4 ISACA

ISACA (Information Systems Audit and Control Association) is an independent, non-profit,
global association, funded in 1967 form a group of individuals. Its constituency is based on
more than 140.000 members, in more than 180 countries and covers a variety of professional
IT-related positions. In the information security field, they are recognized for the CISM
Certification (Certified Information Security Manager). “The management-focused CISM is the
globally accepted standard for individuals who design, build and manage enterprise
information security programs. CISM is the leading credential for information security
managers. The recent quarterly IT Skills and Certifications Pay Index (ITSCPI) from Foote
Partners ranked CISM among the most sought-after and highest-paying IT certifications 3. Some
courses delivered by ISACA are:
• Data Analytics: Utilizing Data Analytics to Manage Enterprise Risk
• Cybersecurity Fundamentals
• Foundation of IT Risk Management
• Information Security Essentials for IT Auditors
• Network Security Auditing
• Introduction to Information Security Management
https://www.sans.org/find-training/index/8482537/search/#results (list of all the courses of SANS
institute)
2
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-trainingmaterial/technical-operational#artifact
3 http://www.isaca.org/CERTIFICATION/Pages/default.aspx
1
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In the appendix, some courses are listed, for the entire programs look at the link in the
footnote 4.

5. Conclusion

Appendix: Description of the courses

5.1.1

SANS Institute Courses

Name of the course

SEC301: Intro to Information Security

Aims, objectives

Course designed for students without prior knowledge of security
and limited knowledge of technology

Description

Security’s Foundation, Computer Numbers and Cryptography,
Networking and Network Security, Host Security, Protecting Assets

Credits

Learning outcomes
Form of grading

Additional comments

Certification GISF: GIAC Information Security Fundamentals
Delivered Live or Online, 5 days

Name of the course

SEC401: Security Essentials Bootcamp Style

Aims, objectives

Provide an excellent overview of security fundamentals delivered by
experienced industry professionals

Credits

Learning outcomes
Description

Form of grading

Additional comments

4

Fundamentals of information security

46 CPEs

Steps to prevent attacks and detect adversaries
Networking concepts,
Technologies, Secure
Unix/Linux Security

Defense In-Depth, Internet Security
Communications, Windows Security,

Certification GSEC: GIAC Security Essentials
Delivered Live or Online, 6 days

http://www.isaca.org/Education/Training/Pages/e-learning.aspx
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Name of the course

SEC440: Critical Security Controls: Planning, Implementing &
Auditing

Aims, objectives

Help to master specific, proven techniques and tools needed t0
implement and audit the Critical Security Controls as documented
by the Center for Internet Security (CIS)

Credits

Learning outcomes
Description

Form of grading

12 CPEs

Learn about the actual attacks that a professional will be stopping or
mitigating
Introduction and Critical Controls 1-9, Critical Controls 10-20 and
Conclusion

Additional comments

Delivered Live or Online, 2 days

Name of the course

SEC480: Top 4 Mitigation Strategies: Implementing & Auditing

Aims, objectives

Provide capabilities to mitigate risks

Credits

Learning outcomes
Description

Form of grading

18 CPEs

Professionals will learn to effectively implement and audit the Top 4
mitigation strategies in their own environment

Application Whitelisting, Patch Applications, Patch Operating
System, Minimise Administrative Privileges

Additional comments

Delivered Live, 3 days

Name of the course

SEC501: Advanced Security Essentials – Enterprise Defender

Aims, objectives

Provide capabilities to detect, analyse and respond to the threats on
your network

Credits

Learning outcomes

Description

Form of grading

36 CPEs

Identify network security threats against infrastructure and build
defensible networks, access tools for analysing network to prevent
attacks, decode and analyse packets, understand how adversaries
compromise system, apply the six-step incident handling process,
use various tools to identify and remediate malware, create a data
classification program and deploy data-loss-prevention solutions at
both a host and network level
Defensive Network Infrastructure, Packet Analysis, Pentest, First
Responder, Malware, Data Loss Prevention
Certification GCED: GIAC Certified Enterprise Defender
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Additional comments

Delivered Live or Online, 6 days

Name of the course

SEC502: Perimeter Protection In-Depth

Aims, objectives

Provide skills to defend the perimeter of your network

Credits

Learning outcomes
Description

Form of grading

Additional comments

36 CPEs

Apply perimeter security solutions, deploy and utilize multiple
firewalls, use built-in tools audit, utilize techniques to compromise
and protect against application layer attacks, utilize tools to evaluate
packets, use tools to evaluate the risks related to Cloud Computing

IP and Packet Decoding, Network Security, Protecting the EndpointHost Security, Logging, Wireless, Encryption and VPN
Certification GPPA: GIAC Certified Perimeter Protection Analyst
Delivered Live or Online, 6 days

Name of the course

SEC503: Intrusion Detection In-Depth

Aims, objectives

Deliver the technical knowledge to defend your network with
confidence

Credits

Learning outcomes

Description
Form of grading

Additional comments

36 CPEs

Configure and run open-source Snort and write Snort signatures,
configure and run open-source Bro. Understand TCP/IP component
layers, use open traffic analysis tools, use wireshark, write tcpdump
filters, synthesize disparate log files to widen and augment analysis,
use the open-source network flow tool SiLK

Fundamentals of Traffic Analysis, Application Protocols and Traffic
Analysis, Open-Source IDS: Snort and Bro, Network Traffic Forensics
and Monitoring, IDS Challenge
Certification GCIA: GIAC Certified Intrusion Analyst
Delivered Live or Online, 6 days

Name of the course

SEC504: Hacker Tools, Techniques, Exploits andIncident Handling

Aims, objectives

Understand how to design, build, and operate the systems to
prevent, detect, and respond to attacks

Credits

Learning outcomes

37 CPEs

Apply Incident handling processes including preparation,
identification, containment, eradication and recovery to protect
enterprise environments, analyse the structure of common attack
techniques, utilize tools and evidence to determine the kind of
malware used, use built in command-line tools, such as Windows
tasklist, wmic and reg, analyse router and system ARP tables, use
memory dumps and memory analysis tools, Gain access to a target
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Description

Form of grading

Additional comments

machine using Metasploit, run the Nmap port scanner and Nessus
vulnerability scanner to find openings on target systems, aaply the
tcpdump sniffer to analyse network traffic generated by a covert
backdoor to determine an attacker’s tactics, employ the netstat and
Isof tools to diagnose specific types of traffic-flooding denial-ofservice techniques, Analyze shell history files to find compromised
machines, attacker-controlled accounts, sniffers, and backdoors
Incident Handling Step-by-Step and Computer Crime Investigation,
Computer and Network Hacker Exploits, Hacker Tools Workshop
Certification GCIH: GIAC Certified Incident Handler
Delivered Live or Online, 6 days

Name of the course

SEC505: Securing Windows with PowerShell and the Critical
Security Controls

Aims, objectives

Provide knowledge to secure Microsoft Windows clients and
servers, including technologies such as PKI, IPSec, Dynamic Access
Control, Group Policy, RADIUS, BitLocker and PowerShell

Credits

Learning outcomes

Description

Form of grading

Additional comments
Name of the course
Credits

36 CPEs

Use Group Policy to harden Windows and applications, deploy
Microsoft EMET, do AppLocker whitelisting, apply security
templates, and write your own PowerShell scripts, Implement
Dynamic Access Control (DAC) permissions, file tagging, and
auditing for Data Loss Prevention (DLP),
Windows PowerShell Scripting, Windows Operating System and
Application Hardening, High-Value Targets and Restricting
Administrative Compromise, Windows PKI, Smart Cards, and
Managing Cryptography, Server Hardening, IPSec, and Critical
Protocols, Dynamic Access Control and Hardening DNS, Use Active
Directory permissions and Group Policy to safely delegate
administrative authority in a large enterprise to better cope with
token abuse, pass-the-hash, service/task account hijacking, and
other advanced attacks, Install and manage a full Windows PKI,
including smart cards, certificate auto-enrollment, and detection of
spoofed root CAs., Harden SSL, RDP, DNS, and other dangerous
protocols, Deploy Windows Firewall and IPSec rules through Group
Policy and PowerShell, Learn how to automate security tasks on
local and remote systems with the PowerShell scripting language
and remoting framework
Certification GCWN: GIAC Certified Windows Security Administrator
Delivered Live or Online, 6 days
SEC506: Securitn Linux/Unix
36 CPEs

544088-TEMPUS-1-2013-1-SI-TEMPUS-JPHES

Aims, objectives

Learning outcomes

Description

Form of grading

Additional comments

Provide the skills to use freely available tools to handle security
issues

Reduce the number of vulnerabilities in the average Linux/Unix
system, protect your systems from buffer overflows, denial of
service, and physical access attacks by leveraging OS configuration
settings, configure host-based firewalls to block attacks from
outside,
Deploy SSH to protect administrative sessions and leverage SSH
functionality, use sudo to control and monitor administrative access,
create a centralized logging infrastructure with Syslog-NG and
deploy for monitoring tools to scan for significant events, Use
SELinux to effectively isolate compromised applications from
harming other system services, securely configure common
Internet-facing applications such as Apache and BIND. Investigate
compromised Linux/Unix systems with Sleuthkit, Isof and other
open source tools, understand attacker rootkits and how to detect
them with AIDE and rkhunter/chkrootkit
Hardening Linux/Unix Systems, Application Security, Digital
Forensics for Linux/Unix
Certification GCUX: GIAC Certified UNIX Security Administrator
Delivered Live or Online, 6 days

Name of the course

SEC511: Continuous Monitoring and Security Operations

Aims, objectives

Provide a new proactive approach to enhance the capabilities of
organizations to detect threats

Credits

Learning outcomes

Description
Form of grading

46 CPEs

Analyze a security architecture for deficiencies, Apply the principles
learned in the course to design a defensible security architecture,
Understand the importance of a detection-dominant security
architecture and Security Operations Centers (SOC), Identify the key
components of Network Security Monitoring (NSM)/Continuous
Diagnostics and Mitigation (CDM)/Continuous Monitoring (CM),
Determine appropriate security monitoring needs for organizations
of
all
sizes,
Implement
robust
Network
Security
Monitoring/Continuous Security Monitoring, Determine requisite
monitoring capabilities for a SOC environment, Determine
capabilities required to support continuous monitoring of key
Critical Security Controls, Utilize tools to support implementation of
Continuous Monitoring per NIST guidelines SP 800-137

Current state assessment, security operations centers, and Security
Architecture, Network Security Architecture, Network Security
Monitoring, Endpoint Security Architecture, Automation and
Continuous Security Monitoring, Capstone: Design, Detect, Defend
Certification GMON: GIAC Continuous Monitoring Certification
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Additional comments

Delivered Live or Online, 6 days

Name of the course

SEC524: Cloud Security Fundamentals

Aims, objectives

Provide knowledge about cloud computing service and risk
associated and methodology to secure it

Credits

Learning outcomes

Description

Form of grading

Additional comments

12 CPEs

Build a risk-based assessment program for cloud providers'
controls, Understand the key areas to focus on in cloud contracts,
Evaluate the various layers of cloud infrastructure, Develop a cloud
disaster recovery and business continuity plan, Perform
vulnerability assessments in a cloud environment, Integrate
encryption and identity management services in a cloud
environment, Improve your incident response and monitoring
capabilities in the cloud
Introduction to Cloud Computing, Security Challenges in the Cloud,
Infrastructure Security in the Cloud, Policy and Governance for
Cloud Computing, Compliance and Legal Considerations, Disaster
Recovery and Business Continuity Planning in the Cloud; Risk, Audit
and Assessment for the Cloud, Data Security in the Cloud, Identity
and Access Management, Intrusion Detection and Incident Response
n.a.

Delivered Live or Online, 2 days

Name of the course

SEC542: Web App Penetration Testing and Ethical Hacking

Aims, objectives

Enable students to assess a web application's security posture and
convincingly demonstrate the impact of inadequate security that
plagues most organizations.

Credits

Learning outcomes

36 CPEs

Apply a detailed, four-step methodology to your web application
penetration tests: reconnaissance, mapping, discovery, and
exploitation, Analyze the results from automated web testing tools
to validate findings, determine their business impact, and eliminate
false positives, Manually discover key web application flaws, Use
Python to create testing and exploitation scripts during a
penetration test, Discover and exploit SQL Injection flaws to
determine true risk to the victim organization, Create configurations
and test payloads within other web attacks, Fuzz potential inputs for
injection attacks, Explain the impact of exploitation of web
application flaws, Analyze traffic between the client and the server
application using tools such as the Zed Attack Proxy and Burp Suite
to find security issues within the client-side application code,
Manually discover and exploit Cross-Site Request Forgery (CSRF)
attacks, Use the Browser Exploitation Framework (BeEF) to hook
victim browsers, attack client software and the network, and
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Description
Form of grading

Additional comments

evaluate the potential impact that XSS flaws have within an
application, Perform a complete web penetration test during the
Capture the Flag exercise to bring techniques and tools together into
a comprehensive test.

Web Penetration Testing and Ethical Hacking: Introduction and
Information Gathering, Configuration, Identity, and Authentication
Testing, Java Script and XSS, CSRF, Logic Flaws and Advanced Tools
Certification GWAPT: GIAC Web Application Penetration Tester
Delivered Live or Online, 6 days

Name of the course

SEC546: IPv6 Essentials

Aims, objectives

The course covers various security technologies like firewalls and
Intrusion Detection and Prevention Systems (IDS/IPS). It also
addresses the challenges in adequately configuring these systems
and makes suggestions as to how apply existing best practices to
IPv6. Upcoming IPv6 attacks are discussed using tools like the THC
IPv6 attack suite and others as an example.

Credits

Learning outcomes
Description

Form of grading

Additional comments
5.1.2

12 CPEs

Students will learn how to detect IPv6 and defend against threats
unintentional IPv6 use may bring

This course will introduce network administrators and security
professionals to the basic concepts of IPv6. While it is an
introduction to IPv6, it is not an introduction to networking
concepts. You should understand and be aware of the basic concepts
of IPv4, and networking in general. It is an ideal refresher if you took
SEC503 Intrusion Detection in Depth.
n.a.

Delivered Live or Online, 2 days

ENISA Courses

Name of the course

Artifact Analysis

Aims, objectives

The aim is to understand all the cycle of artifact management

Credits

Learning outcomes

Building artifact handling and analysis environment
Processing and storing artifacts
Artifact analysis fundamentals
Advanced artifact handling

Common framework for artifact analysis activities
Developing countermeasures
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Introduction to advanced artefact analysis New
Dynamic analysis of artefacts New
Static analysis of artefacts New
Description

Form of grading

Additional comments

Artifact handling involves receiving information about and copies of
artifacts that are used in intruder attacks, reconnaissance, and other
unauthorised or disruptive activities. This course covers the topics
of building an artifact handling and analysis environment, the
fundamentals for artifact analysis as well as advanced artifact
analysis and a common framework for artifact analysis activities.
Certificate
8 days

Name of the course

Mobile Threats and Incident Handling

Aims, objectives

The aim is to provide knowledge of mobile threats and potential
countermeasures to contain it

Credits

Learning outcomes
Description

Form of grading

Additional comments

n.a.

Mobile threats incident handling

With more and more people using smartphones and tablets,
cybercriminals are increasingly targeting mobile devices. This
course addresses the current issues and threats in the realm of
Mobile technology, and provides investigators with a set of tools and
skills that can assist in identifying and containing Mobile Threats.
Certificate
2 days

Name of the course

Digital forensics – Identification and handling electronic evidence

Aims, objectives

The aim is to understand the principles of the digital forensics
activities

Credits

Learning outcomes
Description

Digital Forensics

Identification and handling of electronic evidence

This course covers the principles of digital forensics and evidence
gathering. The process and tools used in evidence gathering are
described as well as the methods used to identify malware
characteristics.
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Form of grading

Certificate

Name of the course

Triage and basic incident handling – Incident handling procedure
testing

Aims, objectives

The aim is to provide students with experience of real-life incident
reorts, their ambiguity and complexity

Description

Incident handling refers to the response and the process followed to
countermeasure an attack. In this course, students will be presented
with real-life incident reports, their ambiguity and complexity. The
initial phases of incident handling are simulated including the
verification, interpetation, classification and prioritization of an
incident. Students will learn on what to focus during initial analysis,
how different factors may affect priorities and how to communicate
with reporters as well as third parties.

Additional comments

Credits

Learning outcomes

Form of grading

4 hours

Additional comments

2 hours

Name of the course

Cybersecurity Fundamentals

Aims, objectives

The aim is to provide basic knowledge of cybersecurity
• Explain the core information assurance (IA) principles
• Identify the key components of cybersecurity network
architecture
• Apply cybersecurity architecture principles
• Describe risk management processes and practices
• Identify security tools and hardening techniques
• Distinguish system and application security threats and
vulnerabilities
• Describe different classes of attacks
• Define types of incidents including categories, responses and
timelines for response
• Describe new and emerging IT and IS technologies
• Analyze threats and risks within context of the cybersecurity
architecture

5.1.3

ISACA Courses

Credits

Learning outcomes

CPE
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•
•
•

Description

Form of grading

Appraise cybersecurity incidents to apply appropriate
response
Evaluate decision making outcomes of cybersecurity scenarios
Access additional external resources to supplement
knowledge of cybersecurity

The Cybersecurity Fundamentals Online Course will provide learners
with principles of data and technology that frame and define
cybersecurity. Learners will gain insight into the importance of
cybersecurity and the integral role of cybersecurity professionals. The
interactive, self-guided format will provide a dynamic learning
experience where users can explore foundational cybersecurity
principles, security architecture, risk management, attacks, incidents,
and emerging IT and IS technologies.

Additional comments

Delivered online, 8 hours

Name of the course

Information Security Essentials for IT Auditors

Aims, objectives

The aim is to provide basic knowledge of information security such
as management, access systems, application security and so on
• Access systems
• Access to data
• Information security monitoring
• Application security
• Operations security
• Cryptography
• Physical security
• Layered defense model
• Business continuity planning
• Data network overview
• Network protocols
• Network access
• Remote access
• Wireless networks
• Vulnerability management
• Virtualization
The Cybersecurity Fundamentals Online Course will provide learners
with principles of data and technology that frame and define
cybersecurity. Learners will gain insight into the importance of
cybersecurity and the integral role of cybersecurity professionals. The
interactive, self-guided format will provide a dynamic learning
experience where users can explore foundational cybersecurity
principles, security architecture, risk management, attacks, incidents,
and emerging IT and IS technologies.

Credits

Learning outcomes

Description

CPE
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Form of grading

Additional comments

4.1.1

Delivered online, 8 hours

Name of the program (UR3)

Name of the course
Credits (ECTS)

Aims, objectives

Introduction to information security
6

Learning outcomes

•

Description

•
•

Form of grading

Definitions, threats, vulnerabilities, attacks, statistics
Access control

Security architecture and design

Additional comments
Name of the course
Credits (ECTS)

Aims, objectives

Learning outcomes
Description

Elective in Information Warfare
6

•
•
•
•
•
•
•
•
•
•

Form of grading

Communication Security Devices

Intrusion Detection e Security User Side

Mobile Devices and Smartphones – Attacks and Threats
Business Analytics and Intelligence
Anonymity Online

Data Mining and Business Analytics

Company, Social and Technological Processes Aimed at
Retrieving and Analysing Strategical Information
Social Networks and Topologies

Web Mining and Social Network Analysis

Cyberwarfare, Criptography and Access Control

Additional comments
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Name of the course
Credits (ECTS)

Aims, objectives

Legal Aspects of Information Security
6

Learning outcomes

•

Description

•
•

Form of grading

Laws and Investigations

Security Legislation in Italy

Digital Administration Regulations

Additional comments
Name of the course
Credits (ECTS)

Aims, objectives

Computer Networks
6

Learning outcomes

•

Description

•
•

Form of grading

Network Topologies

Layered Architectures and ISO/OSI Layers

Network components, bridge, switch, router, firewall

Additional comments
Name of the course
Credits (ECTS)

Aims, objectives

Learning outcomes
Description

Secure Networks Lab
6

•
•
•

Form of grading

Router and Firewall Configuration

Learning Areas of CISCO Certifications Exploration 1 and 2
Course Completion
Clavister Certification + IDS (Snort)

Additional comments
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Name of the course
Credits (ECTS)

Aims, objectives

Secure Networks Architecture
6

Learning outcomes

•

Description

•
•

Form of grading

Network Infrastructure Design

Security of ISO/OSI Layers, IEEE 802.1x, VLAN

Security Areas and Perimeters, DMZ, Firewall, DNS Security

Additional comments
Name of the course
Credits (ECTS)

Aims, objectives

Network Security
6

Learning outcomes

•

Description

•
•
•

Form of grading

Network Vulnerability Assessments
Network Surveying

Port scanning, Services and System identification

Password cracking, tools, Internet web application testing

Additional comments
Name of the course
Credits (ECTS)

Aims, objectives

Learning outcomes
Description

Analysis of Compromised Systems
6

•
•
•
•
•

Form of grading

Email Security: Protocols and Functioning, Header
MIME and S/MIME, Counterfeit Messages

Attack Techniques to PGP and GNUPG, Remailer of I and II
Generation
Ext2 (Linux) and NTFS (Windows) File Systems
Events Logging, Windows Registry
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Additional comments
Name of the course
Credits (ECTS)

Aims, objectives

Applications Security
6

Learning outcomes

•

Description

•
•

Form of grading

OWASP Principles

Client Side and Server Side Threats, Sql Injection Attacks
XSS (Cross-Site-Scripting) Attacks

Additional comments
4.1.1

Master Degree in Digital Security [1] (UM)

Name of the course

Introduction to Computer Networking and Internet

Aims, objectives

This course provides a broad overview of computer networking,
covering the application layer, transport layer, network layer, and
link layers.

Credits (ECTS)

5

It covers basic concepts in computer networking as well as the
prominent Internet protocols.
Learning outcomes
Description

It is intended for students who have had no previous course in
computer networking.
Overview of computer networks: Packet switching, delay and loss
concepts, physical media, protocol layering, Internet peering
structure.

Application layer: Web, E-mail, DNS, introduction to socket
programming
Transport layer: Principles of reliable transport: UDP and TCP,
principles of congestion control

Network layer and routing: Link-state routing theory, distancevector routing theory, hierarchical routing, IPv4, addressing and
CIDR, RIP
Form of grading

Link layer: Error detection and correction techniques, multiple
access protocols, LAN addressing and ARP, Ethernet.
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Additional comments
Name of the course

Secure Communications

Aims, objectives

This course provides a broad introduction to cryptography and
communication security mechanisms based on cryptography. The
course covers fundamental aspects such as security evaluation
criteria and the mathematical constructs underlying cryptographic
primitives as well as applied aspects like the design of major
encryption and hashing algorithms, details of security mechanisms
relying on cryptography such as data encryption, integrity, digital
signature, authentication,
key management, and public-key
infrastructures.

Credits (ECTS)

Learning outcomes
Description

5

Security Basics:

Policy, model, security services, security function placement in
layered communication systems
Cryptography:

Classical ciphers, security evaluation, entropy, key equivocation
function, unicity distance, perfect secrecy, one-time pad
Encryption Algorithms:

Symmetric algorithms, Feistel cipher, DES, Number Theory, IDEA,
AES, Cascade of ciphers, stream ciphers, RC4, asymmetric
algorithms, one-way functions, Diffie-Hellman, RSA, El Gamal,
Elliptic Curve Cryptography
Data Encryption and Integrity Mechanism:

Statistical attacks, operational modes (CBC, CFB, OFB, CTR), hash
functions and data integrity, MAC and MDC, security properties of
hash functions, alternatives for MAC implementation
Digital Signatures and Non-Repudiation:

El Gamal signature algorithm, Digital Signature Standard, nonrepudiation mechanisms
Authentication and Key Management:
Form of grading

Additional comments
Name of the course
Credits (ECTS)

Authentication protocols, passwords, personal devices, key
generation, symmetric key distribution, Kerberos, public-key
certification and PKI systems, law enforcement.
Secure Communications
5
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Aims, objectives

Learning outcomes
Description

This course provides a broad introduction to cryptography and
communication security mechanisms based on cryptography. The
course covers fundamental aspects such as security evaluation
criteria and the mathematical constructs underlying cryptographic
primitives as well as applied aspects like the design of major
encryption and hashing algorithms, details of security mechanisms
relying on cryptography such as data encryption, integrity, digital
signature, authentication,
key management, and public-key
infrastructures.
Security Basics:

Policy, model, security services, security function placement in
layered communication systems
Cryptography:

Classical ciphers, security evaluation, entropy, key equivocation
function, unicity distance, perfect secrecy, one-time pad
Encryption Algorithms:

Symmetric algorithms, Feistel cipher, DES, Number Theory, IDEA,
AES, Cascade of ciphers, stream ciphers, RC4, asymmetric
algorithms, one-way functions, Diffie-Hellman, RSA, El Gamal,
Elliptic Curve Cryptography
Data Encryption and Integrity Mechanism:

Statistical attacks, operational modes (CBC, CFB, OFB, CTR), hash
functions and data integrity, MAC and MDC, security properties of
hash functions, alternatives for MAC implementation
Digital Signatures and Non-Repudiation:

El Gamal signature algorithm, Digital Signature Standard, nonrepudiation mechanisms
Authentication and Key Management:
Form of grading

Additional comments

Authentication protocols, passwords, personal devices, key
generation, symmetric key distribution, Kerberos, public-key
certification and PKI systems, law enforcement.

Name of the course

Secure Communications

Aims, objectives

This course provides a broad introduction to cryptography and
communication security mechanisms based on cryptography. The
course covers fundamental aspects such as security evaluation
criteria and the mathematical constructs underlying cryptographic
primitives as well as applied aspects like the design of major
encryption and hashing algorithms, details of security mechanisms

Credits (ECTS)

5
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Learning outcomes
Description

relying on cryptography such as data encryption, integrity, digital
signature, authentication,
key management, and public-key
infrastructures.
Security Basics:

Policy, model, security services, security function placement in
layered communication systems
Cryptography:

Classical ciphers, security evaluation, entropy, key equivocation
function, unicity distance, perfect secrecy, one-time pad
Encryption Algorithms:

Symmetric algorithms, Feistel cipher, DES, Number Theory, IDEA,
AES, Cascade of ciphers, stream ciphers, RC4, asymmetric
algorithms, one-way functions, Diffie-Hellman, RSA, El Gamal,
Elliptic Curve Cryptography
Data Encryption and Integrity Mechanism:

Statistical attacks, operational modes (CBC, CFB, OFB, CTR), hash
functions and data integrity, MAC and MDC, security properties of
hash functions, alternatives for MAC implementation
Digital Signatures and Non-Repudiation:

El Gamal signature algorithm, Digital Signature Standard, nonrepudiation mechanisms
Authentication and Key Management:
Form of grading

Authentication protocols, passwords, personal devices, key
generation, symmetric key distribution, Kerberos, public-key
certification and PKI systems, law enforcement.

Additional comments
Name of the course

System and Network Security

Aims, objectives

Internet security has become part of everyday life where security
problems impact practical aspects of our lives. Even though there is
a considerable corpus of knowledge about tools and techniques to
protect networks, information about what are the actual
vulnerabilities and how they are exploited is often not well
understood. The course aims to make the students gain a basic
understanding about real world security issues and
countermeasures. Another of the goals of this course is to teach
students to think as an attacker, this state of mind will later help to
design secure systems and avoid common pitfalls.

Credits (ECTS)

5
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The course introduces the students to all the basic concepts of
system security in the areas of host, network, and web security. The
class has a very practical spin. A number of challenge-like homework
assignment are used to force the student to practice on the low level
aspects of the concept presented during the lectures. Therefore,
prior experience in basic programming (C) as well as knowledge of
basic concepts in operating systems and networks is recommended.
The following topics are covered in this course:
•
•
•

•
•
•
•
•
•
•
Learning outcomes
Description

Form of grading

Additional comments

Windows and Unix Security Basics
Race Conditions
Memory Corruption, Exploitation and Modern
Countermeasures
Trusted Computing
Web Security
Wireless Security
Network Security
Testing for Security
Smartphones Security
Introduction to Malware

The course introduces the students to all the basic concepts of
system security in the areas of host, network, and web.

The class has a very practical spin. A number of challenge-like
homework assignment are used to force the student to practice on
the low level aspects of the concept presented during the lectures.
RECOMMENDATION for Engineers TelecomParisTech 24 months:

It is recommended to have attended the following courses in FALL1
•
•
•

OS
NETW_I
Comparch

or have acquired the equivalent knowledge before attending this
class.
Name of the course

Operating systems

Aims, objectives

This course tackles both fundamental and practical key aspects of
operating systems for real-time embedded applications
(applications performing video, managing mobile phones, etc.).

Credits (ECTS)

5

At first, the course focuses on operating systems fundamental issues.
More specifically, the use of hardware architectures on which
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operating systems run shall be explained: use of memory, use of hard
drives, use of USB ports, etc.
Learning outcomes
Description

Secondly, timing issues inherent to embedded applications are
addressed: how can an operating system offer a support to help
applications producing their computations at given dates.
Architecture and main concepts of operating systems

Presentation of main operating systems (Windows, Linux, Solaris,
etc.). Then, introduction to processes, threads, synchronization
techniques, scheduling policies, and to the management of memory,
interrupts and devices.
Real-Time Operating Systems (RTOS)

Presentation of issues related to real-time embedded systems, and
how they are addressed by RTOS (timers, interruptions, etc.). Then,
overview of real-time scheduling theory and techniques, and
programming interfaces such as POSIX. At last, architecture and
features of Real-Time Linux are explained.
Kernel and system call: practical issues
Form of grading

Programming using operating systems' services, and programming
various extensions to Linux.

Additional comments
Name of the course

Computer architecture

Aims, objectives

This course presents a global view of the architecture of
microprocessor-based systems:

Credits (ECTS)

5
•
•

•
•
•

The various types of microprocessors, from the simplest to the
most powerful, their instruction sets, the interactions between
hardware and software.
The peripherals (memories, interconnects, inputs-outputs,
graphic engines...), the interfaces between peripherals and
microprocessors, how the peripherals are seen and used by the
different software layers.
Data representation, how data are accessed, memory
organization.
The mandatory hardware components to run an Operating
System (OS) and those that improve the performance of the
system
Instruction Set Architectures (ISA), representation of
instructions, relationships between instruction set and
programming language, the MIPS instruction set.
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•
•
•

Learning outcomes
Description

Memory hierarchy, from internal, fast and small caches to large
external memories. Cache management algorithms, coherence
between caches and memories in multiprocessor systems
The interconnects that allow all components to communicate,
from the simplest buses to multidimensional, packet-switched
networks.
The lectures are complemented with lab sessions to illustrate
the interactions between hardware and software (processor
simulators, debugging, step by step execution...)

One or several mini-conferences given by industrials bring face to
face the theory and the reality of a specific domain (high
performance computing, Internet of Things - IoT...)

Introduction: Presentation of the course, general introduction to
computer architecture
Binary data: How various kinds of data can be represented with 0s
and 1s?

Data types: How data types are represented, stored and handled by
computer programs?
Hardware support for Operating Systems (OS): What is needed to
build a true computer system?

Instruction Set Architectures (ISA): The essentials of CPU functional
specification

Memory hierarchies and caches: How do processors quickly access
large amounts of data?
Form of grading

Interconnects: How do all these components communicate?

Additional comments
Name of the course

Software development methodologies

Aims, objectives

The course aims at providing students with a common knowledge
about the concepts of programming and software development in a
Unix-like environment. In particular, the course will focus on
practical techniques of program development for small-scale
projects produced by individuals or small groups.

Credits (ECTS)

Learning outcomes
Description

5

At the end of the course, students will learn "how to use a computer"
from a programmer’s and engineer's point of view. In particular,
they will learn how to install the required components, use the
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existing tools, and design and implement a program to solve a given
problem.

This is a "hands on" class, where students have to complete a certain
number of practical homework that contribute significantly to the
final grade.

During the lectures, the teacher will present the various topics,
discussing practical examples and common programming patterns.
The course will not cover basic programming algorithms and data
structures, but it will focus on writing applications to solve practical
problems. For example, there will be no assignments such as "write
a C program that implements a binary tree..." but, instead, something
like "write a simple HTTP proxy that supports user-defined
rewriting rules."
The topics covered in the course focus around four main points:

Form of grading

the Unix environments, tools and techniques for software
development under Unix, scripting languages, and programming
techniques.

Additional comments

Basic C programming Knowledge of simple algorithms and data
structures

Name of the course

Information Theory

Aims, objectives

Since 1948, the year of publication of Shannon's landmark paper "A
mathematical theory of communications", Information theory has
paved the ground for the most important developments of today's
information/communication world.

Credits (ECTS)

5

Information theory studies the ultimate theoretical limits of source
coding and data compression, of channel coding and reliable
communications via channels, and provides the guidelines for the
development of practical signal-processing and coding algorithms.

This course covers Information theory at an introductory level.
Learning outcomes
Description

The practical implications of theoretical results presented are put
in evidence through examples and case studies.
Entropy, divergence and mutual
elementary relations, inequalities.

information:

Definitions,

Lossless Source Coding: Source coding theorems, Huffman codes,
universal data compression and Lempel-Ziv coding.
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Channel coding: Channel coding theorems, reliability function and
error exponents.

Gaussian channels: Capacity of discrete-time Gaussian channels,
correlated noise, intersymbol interference.

Rate-distortion theory: Compression of Gaussian sources, vector
quantisation.
Form of grading

Topics in multiterminal information theory : the min-cut maw-flow
outer bound on the capacity region of a general multiterminal
network, the multi-access, the broadcast channel.

Additional comments

Basic MATLAB knowledge

Name of the course

Game Theory

Aims, objectives

This course is an introduction to game theory. Game theory studies
interactions of "agents" whose objectives depend on others actions
and not only theirs. It permits to model and understand many realworld strategic interactions, e.g., in economics.

Credits (ECTS)

3

This course introduces the main concepts of game theory (Nash
equilibrium, etc.) and illustrates them with examples from
economics, political sciences, computer science, engineering, etc.

The goal of this course is to present the basics of game theory in
sufficient details to enable students to (i) feel the relevance of game
theory to understand real world interactions and (ii) apply game
theory to their own applications.
Learning outcomes
Description

This course is followed by the Network Economics course which
introduces more advanced game theory concepts and develops in
details applications to economics of the Internet.
The course will cover the following topics:
-

Form of grading

Games in normal form, dominance, best response, Nash
equilibrium
Mixed strategies and Nash equilibrium, existence theorems,
computation
Evolutionary stable strategies, correlated equilibrium, minimax
strategies
Sequential move games, extensive form, backward induction,
subgame perfect equilibrium
Repeated games, stochastic games
Games of incomplete information, Bayesian equilibrium

Each class will end with an exercise session for students to practice
the material learned.
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Additional comments
Name of the course

Network Modeling

Aims, objectives

The goal of this course is to teach student how to model, analyze,
and optimize the performance of different Networks using simple
theoretical tools. The end goal is to highlight the common
underlying properties, develop a strong high-level insight on the
network parameters affecting network performance, and
understand how to optimize a networked system.

Credits (ECTS)

Learning outcomes
Description

5

Each class will be a mix of some necessary theoretical tools, and
their application to real-world networks. We will consider
examples from modern cellular networks (e.g., offloading and load
balancing), capacity planning, MAC protocols, scheduling in
computing clouds and web server farms, security (e.g. virus
infections), measuring large social networks like Facebook and
Twitter, search engines (e.g. Google's PageRank algorithm), and
many others.
-

-

-

-

The topics that will be covered in the class include:
Markov Chains: Markov chains are one of the simplest and most
applied analytical tool to model a very large range of networks
and networking problems. We will introduce discrete-time and
continuous-time Markov chains and discuss their application to
solve problem like web search engines, MAC protocol
performance, and mobility modeling.
Queueing theory and Scheduling: We will use Markov chains to
analyze simple queueing models for systems with single and
many servers, and then discuss how to optimally schedule
computing jobs, or communication traffic, using a range of
examples from web server farms and cloud computing, mobile
network planning, traffic offloading, cognitive networks, etc.
Social and Complex Networks: Some of the most interesting
systems in today's cyber-world are large networks with complex
structure and dynamics. Some examples are the Internet, online
social networks (e.g. Facebook, Twitter), peer-to-peer networks
(e.g. Skype, BitTorrent), etc. We will introduce some key random
graph models and properties, such as Poisson graphs, scale-free
graphs, small-world graphs, preferential attachment,
community structure etc., and learn how to model and
understand processes and dynamics like searching such
networks, measuring them, how rumors or malware spreads
over these networks, etc.
Applications and Exercises: Most of the above topics will be
presented along with some important applications drawn from
areas like, Internet measurement, searching in peer-to-peer
(P2P) networks, sampling of social networks, etc. The class will
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include homework sets to practice the material learned, handson labs using datasets from real networks, and in-class group
problem solving.

Form of grading

Additional comments
Name of the course

Image and Video Compression and Processing

Aims, objectives

This course presents progressive coverage of Image and Video
Compression and Processing.

Credits (ECTS)

Learning outcomes
Description

5

-

Form of grading

Basic Processing Tools: Filtering, Histogram, Edge Detection and
Segmentation, Motion estimation, Hough transform,
mathematical morphology, colors.
Compression: Because multimedia data (in particular image and
video) require efficient compression techniques in order to be
stored and delivered, image and video compression is a crucial
element of an effective communication system.
Still Images: Fax and JBIG included techniques: Huffmann, RLC
GIF and JPEG included techniques: LZW and DPCM, DCT, SQ
Video H.261 and H.263 included techniques: Block Matching
MPEG-1, MPEG-2 and MPEG-4
Emerging Techniques: Vector Quantization (DVI) Introduction
to Fractal Coding Introduction to Subband Coding and Wavelets
(JPEG 2000) Implementations, applications and uses of
compression systems. Introduction to multimedia signal
processing on compressed image data.

Additional comments
Name of the course

Introduction to Management

Aims, objectives

Most graduates aspire to enter management; other find
management thrust upon them. This course will introduce
participants to the role and practice of management from the
perspective of the new manager. Through lectures, exercises and
case studies, participants will understand and experience some of
what it is to be a manager today..

Credits (ECTS)

Learning outcomes
Description

5

The Managers' role: management vs technical activities, myths &
reality, X, Y & Z, Pareto, prioritizing
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Why businesses exist: strategy, objectives, and return on
investment; balancing stakeholders' demands
Measuring
and
controlling
accounting/finance/budgets; balanced
making tools
Marketing and sales

business
scorecards;

activity:
decisions-

Operations management: business processes, PERT/CPM, MRP to
ERP, TQM, Six Sigma
Form of grading

Human capital management

Additional comments
Name of the course

Personal Development and Team Leadership

Aims, objectives

The overall aim of the program is to enable the student to achieve
their potential and increase the performance of both themselves
and their team members, both now and in the future. The
objectives are to gain the essential awareness and skills necessary
to fulfill responsibilities as a member of a team and potential team
leader. By the end of the program the participant will: Become
more aware of personality types, peoples' preferences, needs,
motivations, and strengths Understand you own preferences &
needs, and develop multi-step career/life goals Appreciate cultural
diversity within teams; understand the role of a team member and
team leader Have received a range of tools to help the participant
to perform well within a team, and in their life Get a bigger picture
of how organizations and people learn and develop Develop a
career/life plan that combines your strengths, needs, to create
credibility to achieve goals.

Credits (ECTS)

Learning outcomes

5

Description

Form of grading

Additional comments
Name of the course

Entrepreneurship and Capital Venture

Aims, objectives

This course is designed to familiarize students with the practices
and underlying issues surrounding the founding and funding of
entrepreneurial ventures. This involves learning about the key
decisions to be made by the entrepreneur and the relationship
between the venture capital provider and the entrepreneur. How

Credits (ECTS)

3
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Learning outcomes
Description

Form of grading

do they come to a deal? What are their respective strategies? What
is the process?
-

Starting your own business
Product and business plan analysis
Sources of capital
The venture capital environment
Investment criteria
Financial modelling
Growth and funding strategies
Delivering Pitches
Valuations and exits
Understanding terms and conditions
Shareholders and Subscription Agreements
Negotiations

Additional comments
Name of the course

Innovation and product development

Aims, objectives

This course will present the management frameworks and tools
used in the product development process. It is intended to give
students the understanding of the processes that they will be
exposed to as they take up responsibilities associated with the
development of technology, product or services.

Credits (ECTS)

Learning outcomes

3

Description

Form of grading

Additional comments
Name of the course

Intellectual property Law

Aims, objectives

This course provides a solid introduction to intellectual property
law from a managerial and strategic perspective taking an
international and comparative approach.

Credits (ECTS)

3

The course is the study of how companies protect innovations in
order to create value for the company.
After having taken these course participants will be able to:

To manage intellectual property (I.P.) in a knowledge-based
society;

To understand value of innovation and value of protection and
traditional and strategic use of I.P; competitive advantage and I.P.
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Learning outcomes
Description

To develop skills of Managing I.P. and technology in an
international context: various topics
Protecting innovation through secrecy: managerial issues in dealing
with trade secrets
Protecting innovation through patents: economic justification for
patent protection Principles of patent law (national, European,
international) Getting access to patent protection (substantive
issues); strengths and weaknesses of patent protection
Computer software and I.P. protection; internet and business
methods
Aesthetic creations and I.P. protection

Design and trademarks, principles of trademark law: managerial
issues in dealing with trademarks; merchandising and the fashion &
luxury industry
Form of grading

Transfer of technology by contract, License agreements and
assignment

Additional comments
Name of the course

Intellectual property Law

Aims, objectives

This course provides a solid introduction to intellectual property
law from a managerial and strategic perspective taking an
international and comparative approach.

Credits (ECTS)

3

The course is the study of how companies protect innovations in
order to create value for the company.
After having taken these course participants will be able to:

To manage intellectual property (I.P.) in a knowledge-based
society;

To understand value of innovation and value of protection and
traditional and strategic use of I.P; competitive advantage and I.P.
Learning outcomes
Description

To develop skills of Managing I.P. and technology in an
international context: various topics

Protecting innovation through secrecy: managerial issues in dealing
with trade secrets
Protecting innovation through patents: economic justification for
patent protection Principles of patent law (national, European,
international) Getting access to patent protection (substantive
issues); strengths and weaknesses of patent protection
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Computer software and I.P. protection; internet and business
methods
Aesthetic creations and I.P. protection

Design and trademarks, principles of trademark law: managerial
issues in dealing with trademarks; merchandising and the fashion &
luxury industry
Form of grading

Transfer of technology by contract, License agreements and
assignment

Additional comments
Name of the course

Sustainable ICTs

Aims, objectives

Sustainable development is today an increasingly strategic issue for
many companies. In the field of Information and Communications
Technologies, Green-IT must play an important role in the
collective attention spans to preserve the environment, to control
energy consumption and ensure their own sustainable
development.

Credits (ECTS)

3

The expected benefits are sufficiently significant so that the
principal actors attack the subject. For manufacturers and
operators in the sector, this issue is reflected by specific concerns
about
the fate of equipment, terminals and services expected to be
developed and marketed. To address these concerns, companies
today require engineers and managers with a culture of

sustainable development and knowledge of innovative methods for
designing products and services that integrate the ecological
constraint.
The course Sustainable ICT's focuses on Green IT that’s to say ICT
which the design or usage can reduce the negative effects of human
activities on the environment. Two main goals characterize this
course:

Enable students to develop a culture of sustainable development so
that they can put into practice and decision criteria of their future
careers as engineers or managers. This is a first level of training
(general), corresponding to awareness sessions and knowledge
acquisition on all issues of sustainable development and corporate
social responsibility.

To propose a specific module on the Green IT and eco-design. This
is a second level of training: through case studies, it aims to provide
conceptual and methodological tools to integrate the constraints of
sustainable development in innovation.
544088-TEMPUS-1-2013-1-SI-TEMPUS-JPHES

Learning outcomes
Description

A.

Awareness of a culture of sustainable development

Description:

Awareness of a culture of sustainable development

1- Introduction to Sustainable Development

-Issues, history and general

2- Institutionalization of the Environment

-«Spectacular» accidents and political action
-The Precautionary Principle

-The Extended Producer Responsibility
3- ICT & Sustainable Development: regulatory framework and
sectorial issues
B-The Green IT

1- ICT as a solution (coupling ICT and transportation,
communication and telecommuting, wireless technologies for waste
management, Smart Grids)
Rebound Effect

2-ICT as a problem

-The Life-Cycle of ICT’s

-Ecological risks, health risk, privacy risk

3-Eco-design: to integrate the ecological constraint in innovation

-Starting a business in eco-design (the case of a start-up)
-Feedback on tools for eco-design (the case of a SME)

Form of grading

-Eco-design and transversality of innovation (large group case)

Additional comments
Name of the course

Cybercrime and computer forensics

Aims, objectives

This course serves as a continuation of System and Network
Security. The idea is to present different approaches to analyze and
detect malware and to deal with compromised machines.

Credits (ECTS)

5
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Learning outcomes
Description

Form of grading

Because the class will feature a number of programming exercises,
students are required to have programming experience.
This class builds upon the basic concepts presented in the "system
and network security" class to present students the current situation
(from both a technical and a research perspectives) of the fight
against cybercrime. The "system and network security" class
focused on vulnerabilities and the way they can be exploited.

This class present instead large scale problems and the way security
experts cope with them.

Additional comments
Name of the course

Security applications in networking and distributed systems

Aims, objectives

This course presents the main applications of secure
communication mechanisms in the area of computer networks and
distributed systems.

Credits (ECTS)

Learning outcomes
Description

3

The course covers network security approaches based on firewalls,
cryptographic security protocol suites designed for the data
exchange and network control components of Internet, wireless
security protocols, and security solutions for cellular and mobile
network architectures.
-

Form of grading

Access Control:
Access control models, role-based access control, attribute
certificates, simple public key infrastructure, XACML
Network Access Control and Firewalls:
Packet filtering, application gateways, circuit gateways, NAT,
firewall configurations
Cryptographic Security for Internet:
IPsec, Oakley/ISAKMP, TLS/SSL, VPN/SSL, cryptographic
security in DNS, routing and SMTP
Mobile Network Security:
EAP, Radius, Diameter, wireless security, security features in
GSM, 3GPP, DECT and Mobile IP.

Additional comments
Name of the course
Credits (ECTS)

Hardware security
3
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Aims, objectives

Embedded applications with strong security requirements use
sophisticated cryptographic algorithms and protocols. These
algorithms and protocols are usually considered resistant against
cryptanalysis. Inside the complete system they are implemented
either in software or hardware form. Unfortunately, at least for the
designers of such systems, any computation is eventually
performed by a piece of hardware (microprocessor or hardware
dedicated accelerator) and every hardware device leaks symptoms
of its activity (power consumption, electromagnetic emanations,
computation time, etc.) An attacker can use such side channels to
retrieve embedded secrets. She can also inject and exploit faults by
modifying the power supply, the clock frequency, using a laser or
even by modifying the structure of the device. Other attack classes
target communication busses on electronic board and have already
been successfully used against game consoles and other consumer
equipment.
This course offers a survey of several known hardware attacks. For
each of them the conditions of success are explained and some
counter measures are proposed.

The main goal is to initiate the students into such threats, give them
hints about the possible counter measures and prepare them to
design more secure systems.

Learning outcomes
Description

Form of grading

Additional comments

Lectures are complemented by two lab sessions dedicated to
timing and power consumption attacks. During the labs the
students will experiment the impressive efficiency of these attacks
and will try to protect the security target with counter measures.
-

Timing attack
Simple power attack
Differential power attack
Electromagnetic attacks
Fault injection
Destructive attacks
Active and passive bus probing

During the two labs some C programming is required. But a very
basic knowledge of the C language (or a good knowledge of any other
imperative language) is sufficient.
Being able to work under a GNU/Linux environment

Knowledge of a text editor (vim, emacs, nano, gedit, Notepad...)
Name of the course

Distributed software and middleware

Aims, objectives

Middleware consists of the software and services on which a
network application programmer relies that are provided on top of

Credits (ECTS)

5
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the network layer. The knowledge of distributed software design
and the appropriate use of middleware are recognized as part of
the software engineering culture in the industry, especially for
Internet applications.
The goal of this course is to provide a broad overview of
engineering techniques for the development of distributed
software based on classical bare socket programming and on
today's state-of-the-art middleware.

The course first describes how distributed software can be
modularly designed using object-oriented techniques and design
patterns. Object-oriented middleware platforms like CORBA, Java
RMI, and EJB are then thoroughly described. Mobile code platforms,
which provide a new form of middleware, are also introduced.
Services and interfaces required for the deployment of these
platforms are finally addressed.

Learning outcomes
Description

The course will be accompanied by some significant design and
programming labs.

Object-Oriented Software Development: Software life cycle, objectoriented design, unified modelling language notations and diagrams,
software architecture and design patterns.

Client-Server Software: Socket based networking, Communication
and client-server patterns reactor, active object, acceptorconnector. Multithreading and client-server concurrency models.

Distributed Objects: CORBA: Interface Definition Language, InterORB Protocol architecture, ORB and server implementation. Java
RMI (remote Method Invocation): registry, comparison and
interoperability with CORBA. EJB (Enterprise Java Beans): 3-tiered
applications, transaction processing, component model and servers.
Mobile Objects: Mobile code, agent platforms.

Form of grading

Middleware Services and Interfaces: Naming and trading services:
LDAP, JNDI. Security services and interfaces: CORBA, RMI.
Communication models : event-driven communication, XML
formats.

Additional comments

Preferably knowledge of Java (or an object programming language)

Name of the course

Digital systems, hardware - software integration

Aims, objectives

This course provides an overview of software and hardware design
for smart objects.

Credits (ECTS)

5

It is mandatory in the "Smart Objects" track.
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Software and hardware aspects, system integration, design and
validation tools are studied.

The main goal is to reach a sufficient level of understanding to
design alone a prototype system embedding one or several
hardware operators for the processing and a micro-processor, plus
its peripherals, for the control. A hands-on approach is taken, with
the aid of state-of-the-art laboratory equipment.

Learning outcomes
Description

During the final project the students design an actual prototype on
a FPGA-based prototyping board, design the embedded software,
connect the board to a host PC and test their application. Examples
of past projects: hardware accelerator for a cryptographic
enciphering algorithm, or for an image processing one, ...

VHDL / Verilog: Hardware description languages, design methods
and logic synthesis of hardware accelerators, simulation, formal
verification by model checking, design of simple processing devices.
Integrated circuits: design of hardware accelerators, estimation of
silicon area and maximum reachable clock frequency.

Form of grading

FPGA : design and rapid prototyping of micro-processor based
systems, design of embedded software applications, performance
evaluation, design of hardware co-processors to speed up the
software processing, system integration, performance evaluation

Additional comments

Being able to work under a GNU/Linux environment

Name of the course

Mobile networking

Aims, objectives

This module addresses the mobility management in IP Networks
(Internet or private networks). In particular, the various mobility
schemes based on IPv6 are detailed. Application to 3GPP / WiFi IP
Flow mobility is presented.

Credits (ECTS)

Learning outcomes

Knowledge of a text editor (vim, emacs, nano, gedit, Notepad...)
3

-

Basic IP Mobility concepts: Mobile IPv4
Basic IPv6 mechanisms
Host based Mobility: Mobile IPv6
Network based Mobility: Local mobility management
ProxyMIP
Network mobility (NEMO)
Aplication to 3GPP (LTE R13 and above) IP Flow Mobility
IPv4 to IPv6 transition mechanisms (depending on course
pace)
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Description

This module addresses the mobility management in IP Networks
(Internet or private networks). In particular, the various mobility
schemes based on IPv6 are detailed. Application to 3GPP / WiFi IP
Flow mobility is presented.
-

Form of grading

-

Basic IP Mobility concepts: Mobile IPv4
Basic IPv6 mechanisms
Host based Mobility: Mobile IPv6
Network based Mobility: Local mobility management
o ProxyMIP
o Network mobility (NEMO)
Aplication to 3GPP (LTE R13 and above) IP Flow Mobility
IPv4 to IPv6 transition mechanisms (depending on course pace)

Additional comments
Name of the course

Wireless access technologies

Aims, objectives

This module teaches the state-of-the art techniques for wireless
access.

Credits (ECTS)

3

This module will address wireless access issues in the context of
vehicular communication for Intelligent Transportation Systems
(ITS).
The interested students will learn the challenges of accessing a
wireless network, how to address the impact of mobility, how to
differentiate various types of message and deal with the QoS,
understand the impact of distance, transmission policies or the
environment on the communication quality, and finally how
wireless access technologies could improve the future ITS.

Learning outcomes
Description

Form of grading

This module puts experimentations to the center and will schedule
3 lab sessions for 4 lectures.
-

Introduction to Wireless Issues
Wireless Access for Intelligent Transportation Systems (ITS)
IEEE 802.11 standard
Wireless Vehicular Access: IEEE 802.11p
QoS Management: IEEE 802.11e
Transmission policies, such as coding rate, transmit power or
rate or packet size.
Introduction to other wireless access technologies (WiMAX,
ZigBee)

Additional comments
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Name of the course

Introduction to semantic Web Technologies

Aims, objectives

The Semantic Web is an evolving extension of the World Wide Web
in which the semantics of information and services on the web is
defined, making it possible for the web to understand and satisfy
the requests of people and machines to use the web content. It
derives from W3C director Sir Tim Berners-Lee's vision of the Web
as a universal medium for data, information, and knowledge
exchange. This course is a guided tour for a number of W3C
recommendations allowing to represent (RDF/S, OWL, SKOS, RIF),
query (SPARQL) and extract (RDFa, GRDDL) knowledge on the
web.

Credits (ECTS)

3

It aims at presenting the underlying logical formalisms of these
languages, their syntax and semantics.
We will also present the problems of modelling and aligning
ontologies on the web.

Learning outcomes
Description

Form of grading

Finally, we will show how the linked data movement contributes to
the so-called Web 3.0 vision.
-

Description logics and conceptual graphs
An introduction to RDF and RDFS
An introduction to SPARQL
An introduction to SKOS, OWL and RIF
Modelling an ontology: methodologies and tools
Aligning ontologies
Put the semantic web back in the web (RDFa and GRDDL)
Join the Linked Data movement

Additional comments
Name of the course

Multimedia technology

Aims, objectives

The aim of this course is to provide an overview of the audio/video
acquisition, storage and display systems, which are main
components of multimedia systems.

Credits (ECTS)

Learning outcomes
Description

3

-

Pick-up equipment: video cameras and CCD technology
Analog video signal coding
Display of video images
Magnetic recording of video signals, camcorders and VCR
Digital recording tools on microcomputers and hard disks
Audio/video storage on CD and various CD formats
Case study
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Form of grading

Additional comments
Name of the course

Business Simulation

Aims, objectives

Through the use of a complex interactive business simulation in
which teams manage virtual companies in a high-tech business
arena, students will gain practical insights into the realities of
running a business. Unlike single subject courses, this simulation
requires to students to make decisions within the context of
interacting disciplines. Student will also come to understand the
interdependence of companies through buy/sell and risk-sharing
negotiations within a changing supply chain model.

Credits (ECTS)

Learning outcomes
Description

5

•
•
•
•
•

Form of grading

•

Practical application of management disciplines in an integrated
and interactive environment
Further exposure to basic management techniques (strategy,
accounting/finance, operations, etc.) through the decisionmaking process
Interpretation of the economic environment and its impact on
future company performance
Practical application of the Organizational Behavior course skills
Understanding of the importance of business processes
especially as relates to decision-making
Experience of competition and ‘coopetition’

Additional comments
Name of the course

General Introduction to Law: contracts, setting up business

Aims, objectives

•
•
•

To acquire basic legal knowledge
To have an overview about company set up
To learn about the majors principles of contract law

•

PART 1: General Introduction to contract law
I- General Introduction Overview of contract law Essential legal
definitions
II- Types of contract Overview of various contracts Contract
rules Primary clauses Frequent clauses and their consequences

Credits (ECTS)

Learning outcomes
Description

3

•

PART II: Setting up a business
I- Introduction to corporate law Overview of corporate law
Overview of corporate structures – advantages/disadvantages
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II- Creating a business Legal aspects Financial aspects Fiscal
aspects
III- Introduction to industrial property Protecting your brand
Protecting your domain name Overview of patent and software
law

Form of grading

Additional comments
Name of the course

Project Management

Aims, objectives

In all areas, professional activities are often formalized into
Projects. This trend in even stronger and more evident in today's
environment, which is increasingly international with off-shoring
and which develops new inter-enterprise dependencies withouttasking and outsourcing. Communication within and outside the
enterprise also becomes key. In order to better manage and control
those Projects, Enterprises often evolve from a Functional
organization to a Matrix organization. The Project Management
Profession becomes a key element of the new Enterprise Model.
This course aims at introducing the different Project Management
concepts and techniques. For the students, it is an opportunity to
increase their efficiency when joining a Project Team. This course
should also allow an improved understanding of the business
aspects, and may trigger some thinking on future career choices.

Credits (ECTS)

Learning outcomes
Description

Form of grading

5

•
•
•
•
•
•
•
•
•
•

Introduction: IT and Networking market trends
Concept of Project
Ingredients of Project Management
Different types of Business Requests
Communication in Business Environment
Organizational models
Project Scope
Project Costs
Project Schedules
Quality Management
• • Risk Management

Additional comments
Name of the course

Distributed systems and cloud computing

Aims, objectives

The course is complemented by a number of lab sessions to get
hands-on experience with Hadoop and the design of scalable
algorithms with MapReduce.

Credits (ECTS)

5
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Learning outcomes
Description

Form of grading

Distributed Data Stores and NoSQL Systems

Additional comments
Name of the course

Statistical data analysis

Aims, objectives

The goal of the course is to provide students with simple and
efficient statistical methods to analyze data. Such methods are of
crucial importance in many situations as they allow to answer
questions such as: 'Is this performance improvement significant?',
'What is the uncertainty on that result?', 'How can I predict a new
output of my system based on measurements?', 'Which factors have
a significant impact on the performance of my system?', and many
more.

Credits (ECTS)

3

Mathematical analysis underlying the presented methods will be
sketched, but the main focus will be on the understanding of the
methods and the situations in which they can be used (which
method to use, what to expect, etc.).
Learning outcomes
Description

The course will present generic methods working for data from any
application and not a specific domain of application. Examples will
be given in different areas (computer networks, engineering, etc.).
The course will cover the following topics:

Basics of probability: refresher of all probability notions necessary
for the rest of the course (random variables, distributions, main
inequalities and limit theorems (law of large numbers, central limit
theorem))
Confidence intervals: data summarization, main methods to
compute confidence intervals (large-sample case, normal case),
bootstrap
Model fitting: parameter estimation, maximum likelihood, least
square method, linear regression, distribution fitting

Statistical tests: Neyman-Pearson framework and basic principles of
hypothesis testing, simple tests, bootstrap, analysis of variance
Form of grading

The course will have labs for students to practice statistics and data
analysis (using the MATLAB software), and homework for students
to fully assimilate the material.

Additional comments
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Name of the course

Machine learning and intelligent systems

Aims, objectives

The objective of this course is to give student a solid background on
Machine Learning techniques. "Machine learning is a
scientific/engineering discipline that deals with the construction
and study of algorithms that can learn from data. Such algorithms
operate by building a model based on inputs [2]: 2 and using that to
make predictions or decisions, rather than following only explicitly
programed instructions." (Wikipedia) The relationship with
intelligence is that those techniques are often useful to build
effective models in situations where no optimal solution in known,
for example fraud detection in credit card usage. The resulting
systems can be considered as having some kind of intelligent
behavior.

Credits (ECTS)

Learning outcomes
Description

5

This course will introduce the basic theories of Machine Learning,
together with the most common families of classifiers and
predictors. It will identify the basic ideas underlying the mechanism
of learning, and will specify the practical problems that are
encountered when applying these techniques, optimization,
overfitting, validation, together with possible solutions to manage
those.

- The course will describe the most common families of classifiers:
Neural Networks, Support Vector Machines, Decision Trees and
Forests. Neural Networks are one of the most popular methods and
have proved to be quite effective in many situations. We will study
the basic perceptron, multi-layer perceptrons, the back-propagation
algorithm, as well as other types of networks such as the Hopfield
networks. We will also consider recent advances in Deep Learning
Networks, which have shown to be extremely efficient.

- The course will present non-standard optimization techniques:
Genetic algorithms and Simulated Annealing, which are often used
when searching for a global extremum rather than a local extremum
is desired. Support Vector Machines will be introduced through the
VC-theory, and we will describe both the primal and dual
formulations, together with the Kernel trick, which allows to
manipulate spaces of infinite dimension. The principles of Decision
Trees will be exposed in a probabilistic setting, and the extension of
Random Forests will be presented.
- Finally, the course will also advance modeling techniques such as
boosting, ensemble, semi-supervised learning, online training.
Form of grading

- Throughout the course, we will illustrate the usage of those
techniques in various applications such as Intelligent Agent,
Knowledge Discovery and Data Mining

Additional comments
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Name of the course

Multimedia indexing and retrieval

Aims, objectives

While search engines such as Google are extremely efficient for
huge databases of text documents, searching for image and video
information is still a research challenge.

Credits (ECTS)

Learning outcomes
Description

3

The objective of this course is to study some of the problems and
techniques that are involved in the construction of multimedia
search engines.

This course will start with an introduction to the basics of
information retrieval, the construction and structure of index files,
the major similarity models, and the evaluation of search
performance. It will describe the specificities of web searching, such
as Google's PageRank.

Then, it will explore image processing techniques, which are able to
process automatically image and video to extract content
descriptors, in particular, video shot segmentation, feature
extraction (color, texture, and movement), text recognition, video
classification, etc.

Form of grading

Finally, the course will also cover the MPEG-7 standard for encoding
multimedia content description and present some applications of
multimedia search such as video browsers and personalized
filtering engines.

Additional comments
Name of the course

Mobile communication systems

Aims, objectives

The purpose of this course is to present a series of mobile systems
in their entirety to synthesize the knowledge gained in more
fundamental courses, to explore current and emerging standards
and to follow the evolution of various mobile services.

Credits (ECTS)

Learning outcomes
Description

5

This course presents a series of mobile systems in their entirety to
synthesize the knowledge gained in more fundamental courses. It
explores current and emerging standards and follows the evolution
of various mobile services. It covers: GSM, GPRS, EDGE: protocols in
the core, access networks. Radio interface management for circuit
switched and packets. UMTS: spread spectrum and CDMA
techniques.
2G system: GSM

544088-TEMPUS-1-2013-1-SI-TEMPUS-JPHES

•

•
•

The Circuit Switched approach: Global procedures to handle
Mobility and Mobile Phone Calls
Radio Interface Architecture
Core network Architecture

2.5 G system: GPRS/EDGE

•

Impact of Packet Switching: Core Network procedures and Radio
Interface

•

Impact of new transmission technologies (WCDMA, Packet
Scheduling)
Introduction to 3GPP LTE (Long Term Evolution)

3G systems and beyond: UMTS, HSDPA

Form of grading

•

Additional comments
Name of the course

Mobile applications and services

Aims, objectives

The course MobServ would interest students who want to get a big
picture of the mobile application ecosystem and the hands-on on
design and development for the three emerging mobile platform
including Android, iOS, and PhoneGap/WebOS. It focuses on
problem solving and design skills through studio-based learning
(SLB) and lab sessions as well as a challenge project where you
invent and build your own mobile application.

Credits (ECTS)

5

It targets the description of new emerging technologies and tools
used to design and implement multimedia applications for
smartphones taking into account the technical constraints relative
to storage capacity, processing capacity, display screen,
communication interfaces, as well as user context and profile.

This course starts by presenting a mobile application and platform
landscape and their evolution followed by Android, iOS, and
PhoneGap/WebOS basics combined with mini lab sessions. Then
fundamentals of each platform are detailed through guided lab
sessions and interactive discussions. Platform trends, market, and
business model are explained. Finally, advanced topics such as
location-based service, geo-social service, offline capable apps,
UI/UX design are given.
Main objectives:

•
•
•
•
•
•

iOS and Android, Phonegap and appcelerator
Establishing a mobile mindset and ecosystem
Focus both on design skills and programming skills
Practical course, team work, development skills
6-8 lab sessions (Attending labs is highly recommended)
Student presentation and discussion

MobServ Challenges Project:
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Learning outcomes
Description

Form of grading

•
•
•
•
•
•
•
•

Brain storming about your project
User/Market/trend study
Develop a business model
Global architecture
Technologies required to develop and deploy your application
Platform your application will be based on
SW design and development
testing and validation

•

Introduction - Mobile Application ecosystem and Platform
Landscape
Android basics – mini lab session: hello world
iOS basics – mini lab sessions: hello world
Android lab session – activity, intent, menu, pref.
iOS lab session – UI, geometric operations and animations
Android lab session – location API and proximity alert
iOS Lab Sessions – map kit, xml parser, and flicker API
Android lab session – power management, and Facebook
iOS Lab Sessions – tweeter API
Android Market – Android Design Guidelines
Mobile UI Design – Mobile Application marketing and strategy
Discussion, Intermediate Evaluation: presentation/initial demo
Mobile Web Application, Web server, Cross-platform
development: PhoneGap
PhoneGap lab session – hello world, IP localization,
Geolocation service – PhoneGap lab : media player, concert

•
•
•
•
•
•
•
•
•
•
•
•
•
•

Additional comments
Name of the course

Network Modeling

Aims, objectives

Some of the most interesting systems in today's cyber-world are
large networks with complex structure and dynamics. Some
examples are the Internet (wired and wireless), online social
networks (e.g. Facebook, Twitter), peer-to-peer networks (e.g.
Skype, BitTorrent), wireless mesh and sensor networks, etc.

Credits (ECTS)

5

This course will teach students how to analyze (a) the structure of
large networks, and (b) the performance of dynamic processes over
these networks (e.g. routing, broadcasting, searching, virus
spread).
The end goal is to understand the common underlying properties
and their implications for the design of efficient algorithms for
large networks.
•

The course consists of three main parts (stochastic processes,
complex network models, dynamics over networks) each
comprising 3-4 modules. Each module will first introduce the
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Learning outcomes
Description

necessary analytical background (e.g. markov chains, scale-free
graphs), and then present an application of this theory to a real
networking problem drawn from diverse topics in networking
(e.g. network traffic analysis, mobility modeling, etc.).
•
•
•
•

Form of grading

Part I (Stochastic Processes): This part will provide a basic
introduction to key stochastic processes needed for the
remainder of the course, covering topics such as poison
processes, renewal processes, and markov chains.
Part II (Complex Network Models): This part will introduce
some key random graph models and properties. Topics include
Erdos-Renyi graphs, scale-free graphs, small-world graphs,
preferential attachment, clustering and communities, degree
distributions.
Part III (Network Dynamics): This part will cover random
processes and dynamics over complex networks, such as
diffusion, random walks, searching, epidemic models, etc.
Part IV (Applications): Most of the above topics will be presented
along with some important applications drawn from areas like,
Internet measurement, searching in peer-to-peer (P2P)
networks, routing and broadcasting, sampling of social
networks, etc.

Additional comments
Name of the course

Network Economics

Aims, objectives

Economics and incentives consideration govern in large part the
development and actual performance of networks and digital
services. The objective of this course is to raise awareness of
students on these questions and how to solve them. More
specifically:

Credits (ECTS)

3

-

-

The course will introduce a number of topics in economic
analysis of networks and network-related services (web,
security, etc.).
The basic method used will be game theory. The basics of game
theory will be assumed to be known and the course will focus
on applications to network economics.
The main goal is to show how mathematical methods based on
game theory are used to analyze economics problems in
networks, with a focus on modern research topics in network
economics.
To complement the theoretical notions presented, the course
will present practical (software) aspects of implementing new
pricing models using as an example the software solution SAP
Billing and Revenue Innovation Management (BRIM), thanks to
the participation of an external expert from SAP.
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Learning outcomes
Description

The course will be based on recent books and important research
papers in the area of network economics. The course will include
theoretical lectures on the following topics:
-

-

Form of grading

Pricing of communications: congestion pricing, service
differentiation, etc.
Incentives in online systems (peer-to-peer systems, usergenerated content, etc.): effort elicitation, reputation system
Economics of security and privacy
Auctions and applications: search auctions, online
advertisement
Markets in social networks: network externalities, bargaining
and power in networks (if time permits)
Economics of peering and interconnection, network neutrality
(if time permits)
In addition to the lectures, the course will include a project
where students read and analyze a research article on a topic
complementary to those presented in class.
In addition to the theoretical material, the course will include a
lecture on practical software aspects of implementing new
pricing models given by an external expert from SAP, and a
practical project around simulation of new pricing models using
the software solution SAP Billing and Revenue Innovation
Management (BRIM).

Additional comments

Game Theory (mandatory), Optimization (recommended)

Name of the course

Introduction to Management

Aims, objectives

Most graduates aspire to enter management; other find
management thrust upon them. This course will introduce
participants to the role and practice of management from the
perspective of the new manager. Through lectures, exercises and
case studies, participants will understand and experience some of
what it is to be a manager today.

Credits (ECTS)

Learning outcomes
Description

5

-

The Managers' role: management vs technical activities, myths
& reality, X, Y & Z, Pareto, prioritizing
Why businesses exist: strategy, objectives, and return on
investment; balancing stakeholders' demands
Measuring
and
controlling
business
activity:
accounting/finance/budgets; balanced scorecards; decisionsmaking tools
Marketing and sales
Operations management: business processes, PERT/CPM, MRP
to ERP, TQM, Six Sigma
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Form of grading

-

Human capital management

Additional comments
Name of the course

Personal Development and Team Leadership

Aims, objectives

The overall aim of the program is to enable the student to achieve
their potential and increase the performance of both themselves
and their team members, both now and in the future. The
objectives are to gain the essential awareness and skills necessary
to fulfill responsibilities as a member of a team and potential team
leader. By the end of the program the participant will: Become
more aware of personality types, peoples' preferences, needs,
motivations, and strengths Understand you own preferences &
needs, and develop multi-step career/life goals Appreciate cultural
diversity within teams; understand the role of a team member and
team leader Have received a range of tools to help the participant
to perform well within a team, and in their life Get a bigger picture
of how organizations and people learn and develop a career/life
plan that combines your strengths, needs, to create credibility to
achieve goals.

Credits (ECTS)

Learning outcomes

5

Description

Form of grading

Additional comments
Name of the course

Entrepreneurship and Capital Venture

Aims, objectives

This course is designed to familiarize students with the practices
and underlying issues surrounding the founding and funding of
entrepreneurial ventures. This involves learning about the key
decisions to be made by the entrepreneur and the relationship
between the venture capital provider and the entrepreneur. How
do they come to a deal? What are their respective strategies? What
is the process?

Credits (ECTS)

Learning outcomes
Description

3

-

Starting your own business
Product and business plan analysis
Sources of capital
The venture capital environment
Investment criteria
Financial modelling
Growth and funding strategies
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Form of grading

-

Delivering Pitches
Valuations and exits
Understanding terms and conditions
Shareholders and Subscription Agreements
Negotiations

Additional comments
Name of the course

Innovation and product development

Aims, objectives

This course will present the management frameworks and tools
used in the product development process. It is intended to give
students the understanding of the processes that they will be
exposed to as they take up responsibilities associated with the
development of technology, product or services.

Credits (ECTS)

Learning outcomes

3

Description

Form of grading

Additional comments
Name of the course

Intellectual property Law

Aims, objectives

This course provides a solid introduction to intellectual property
law from a managerial and strategic perspective taking an
international and comparative approach.

Credits (ECTS)

3

The course is the study of how companies protect innovations in
order to create value for the company.
After having taken these course participants will be able to:

-

-

Learning outcomes
Description

-

To manage intellectual property (I.P.) in a knowledge-based
society;
To understand value of innovation and value of protection and
traditional and strategic use of I.P; competitive advantage and
I.P.
To develop skills of Managing I.P. and technology in an
international context: various topics

Protecting innovation through secrecy: managerial issues in dealing
with trade secrets
Protecting innovation through patents: economic justification for
patent protection Principles of patent law (national, European,
international) Getting access to patent protection (substantive
issues); strengths and weaknesses of patent protection
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Computer software and I.P. protection; internet and business
methods
Aesthetic creations and I.P. protection

Design and trademarks, principles of trademark law: managerial
issues in dealing with trademarks; merchandising and the fashion &
luxury industry
Form of grading

Transfer of technology by contract, License agreements and
assignment

Additional comments
Name of the course

Sustainable ICTs

Aims, objectives

Sustainable development is today an increasingly strategic issue for
many companies. In the field of Information and Communications
Technologies, Green-IT must play an important role in the
collective attention spans to preserve the environment, to control
energy consumption and ensure their own sustainable
development.

Credits (ECTS)

3

The expected benefits are sufficiently significant so that the
principal actors attack the subject. For manufacturers and
operators in the sector, this issue is reflected by specific concerns
about
the fate of equipment, terminals and services expected to be
developed and marketed. To address these concerns, companies
today require engineers and managers with a culture of

sustainable development and knowledge of innovative methods for
designing products and services that integrate the ecological
constraint.
The course Sustainable ICT's focuses on Green IT that’s to say ICT
which the design or usage can reduce the negative effects of human
activities on the environment. Two main goals characterize this
course:
-

Learning outcomes

Enable students to develop a culture of sustainable
development so that they can put into practice and decision
criteria of their future careers as engineers or managers. This
is a first level of training (general), corresponding to awareness
sessions and knowledge acquisition on all issues of sustainable
development and corporate social responsibility.
To propose a specific module on the Green IT and eco-design.
This is a second level of training: through case studies, it aims
to provide conceptual and methodological tools to integrate the
constraints of sustainable development in innovation.
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Description

A. Awareness of a culture of sustainable development

Description:

Awareness of a culture of sustainable development
1- Introduction to Sustainable Development

-Issues, history and general

2- Institutionalization of the Environment

-«Spectacular» accidents and political action
-The Precautionary Principle

-The Extended Producer Responsibility
3- ICT & Sustainable Development: regulatory framework and
sectorial issues
B-The Green IT

1- ICT as a solution (coupling ICT and transportation,
communication and telecommuting, wireless technologies for waste
management, Smart Grids)
Rebound Effect

2-ICT as a problem

-The Life-Cycle of ICT’s

-Ecological risks, health risk, privacy risk

3-Eco-design: to integrate the ecological constraint in innovation

-Starting a business in eco-design (the case of a start-up)
-Feedback on tools for eco-design (the case of a SME)

Form of grading

-Eco-design and transversality of innovation (large group case)

Additional comments
Name of the course

RESEARCH / INDUSTRIAL INTERNSHIP

Aims, objectives

The internship is to be carried out in a company or lab in France or
abroad. Students work on a research/development project under
the supervision of a professor and an industrial mentor.

Credits (ECTS)

30

544088-TEMPUS-1-2013-1-SI-TEMPUS-JPHES

Students are integrated as part of the staff and receive a monthly
allowance, the amount of the allowance depends on the company
and position.
Learning outcomes

EURECOM provides students with an updated database of paid
internship opportunities offered by companies allowing them
to use this software to directly send their application to
companies.

Description

Form of grading

Additional comments
4.1.2

Master in cybersecurity [4]

Name of the course
Credits (ECTS)

Aims, objectives

Learning outcomes

Secure Communications
6

To have a deeply understanding of knowledge so it can be employed
to develop original ideas and/or applying them, in a research
environment.

To be able to apply acquired knowledge and their problem-solving
abilities in new or unknown environments within broader (or
multidisciplinary) contexts in relation with the area of study.
To have the self-learning abilities that enable students keep
studying.

To write concise, clear and well-reasoned documentation, plans or
working projects in the area of Cybersecurity.

To apply the appropriate services, mechanisms and security
protocols for a particular case.

To design and evaluate security architectures for systems and
networks.
Description

Form of grading
Additional comments

To know and be able to apply the appropriate cryptographic and
steganography mechanisms in order to protect stored data or in
transit through a network.
Partial exam 1: 40%
Partial exam 2: 40%

Laboratory and proposed works: 20%

This course assumes previous knowledge about TCP/IP computer
networks y cryptography
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Name of the course
Credits (ECTS)

Aims, objectives

Learning outcomes

Software systems exploitation
3

Master the knowledge required to propose original designs or
developments, often in a research process within the area of cyber
security.
Ability to apply acquired knowledge to solve problems under novel
or almost novel situations or within broader (multidisciplinary)
contexts related with cyber security.

Ability to state critical opinions and judgements having incomplete
or limited information in the field of cyber security. These
judgements must take into account include considerations about
social and ethical responsibilities
Discuss in a public audience about their acquired knowledge, and
the conclusions from the work. Students will be able to give their
foundational and most convincing reasons to a specialized and nonspecialized audience in a clear way, without ambiguities.
Students should have the learning skills required to continue
studying in an autonomous or self-directed way.

Understand and apply methods and techniques to investigate
vulnerabilities of a given site.
Create and refine concise and comprehensively documents, plans
and projects in the scope of cyber security.

Knowledge of trends in the cyber-attacks techniques and knowledge
about learned experiences in real cases.
Description

Form of grading

Know and apply the cryptographic and steganography mechanisms
required to protect data stored in a system or data transiting a
network
- Lab assignments (60%)
- Final Exam (40%)

Both marks are added when 15% of the final exam is passed.
Students who do not follow the continuous evaluation should deliver
all lab assignments (by the end of the four-month period) and take
the final exam, thus considering:
- Lab assignments (30%)

- Final Exam (70%)

Both marks are added when 30% of the final exam is passed.
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Additional comments

The evaluation of the extraordinary exam follows the same criteria
as aforementioned.
TRAINING ACTIVITIES
•
•
•
•
•

Theoretical classes
Laboratory classes
Tutorial sessions
Group work
Individual work

TEACHING METHODOLOGIES
•
•
•
•
Name of the course
Credits (ECTS)

Aims, objectives

Learning outcomes

Teachers use computer and audiovisual media to explain the
main concepts of the subject. Literature is provided to
support students' learning.
Reading recommended texts: newspaper articles, reports,
manuals and / or academic papers, either to expand or to
consolidate the knowledge of the subject.
Presentation and discussion of topics related to the subject.
Preparation of laboratory reports individually or in groups.

Data Protection
3

In relation to the skills, during the course the following will work:
-

Knowledge and understanding that provide a basis or
opportunity for originality in developing and / or applying ideas,
often in a research context.
Students can communicate their conclusions and knowledge to
specialist and non-specialist audiences clearly and
unambiguously.
Students must possess the learning skills that enable them to
continue studying.
Develop concise, clear and reasoned documents, plans and
projects working in the field of cybersecurity.
Apply the services, mechanisms and security protocols
appropriate in a particular case.
Design and evaluation of systems, security architectures and
networks.
Know and apply encryption mechanisms and relevant
steganography to protect data residing on a system or in transit
through a network.

Regarding learning outcomes, to overcome this subject students will
be able to:
-

Given a system with security requirements established to
propose mechanisms and protocols required to provide some
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Description

basic security services: authentication, authorization, privacy
and access control. Give a measure of their effectiveness and
limitations.
To design and evaluate appropriate measures for the
identification and authentication of users and management of
identities and associated authorizations.

This course covers the various aspects of data protection, especially
focusing on the services of confidentiality, integrity and authenticity
of information exchanged or stored. The course addresses these
issues from a very practical standpoint, by conducting a case study
over the development of consistent application of current data
protection.
The course syllabus is divided into four parts:
* Part I: introduction.
-

Presentation of the course: agenda, legislation, practical
description of the case study.
Introduction to the data protection: definitions, dimensions of
information security.
Types of encryption systems (symmetric / asymmetric)

* Part II: symmetric encryption
-

Block and stream ciphers.
Encryption algorithms: DES, modes of operation, 2DES, 3DES,
AES.
Management of cryptographic keys.

* Part III: asymmetric encryption
-

RSA, Diffie-Hellman ECC.

* Part IV: authentication and digital signature
Form of grading

Authentication and one-way functions: cryptographic hash
functions, Message Authentication Code (MAC).
Digital Signature. Standards.
- Digital certificates and public key infrastructure (PKI) (digital
certificates ITU-T X.509v3, trust Authorities (CA) and public key
infrastructure (PKI), electronic signature legislation..

The grade for the course consists of the following blocks:
- Practical case study (continuous evaluation): 60%.
- Final exam: 40%.
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To pass the course is necessary to obtain at least 50 points in the
sum of the two blocks (without a minimum of points necessary in
any of the same).

Additional comments

According to the rules of continuous assessment established by the
University in the ordinary call students who have not followed the
continuous assessment a final examination with a value of 60% of
the course will be allowed. In the extraordinary session, the student
has the right to be qualified through a final exam worth 100% of the
subject.
FORMATIVE ACTIVITIES

The teaching methodology will include:
-

Name of the course
Credits (ECTS)

Aims, objectives

Learning outcomes

Teacher exhibitions in classroom, with support of computer and
audiovisual media, in which the main concepts of the subject are
developed and the literature is provided to aid student learning.
Critical reading recommended by the teacher of texts related to
the subject: newspaper articles, reports, manuals and / or
academic articles, either for further discussion in class, either to
expand and consolidate the knowledge of the subject.
Resolution of case studies, problems, etc. posed by the teacher
individually or in groups.
Presentation and discussion in class under teacher moderation
issues related to the content of matter, as well as case studies.

Cyber defense systems
6

Master the knowledge required to propose original designs or
developments, often in a research process within the area of cyber
security.
Ability to apply acquired knowledge to solve problems under novel
or almost novel situations or within broader (multidisciplinary)
contexts related with cyber security.

Ability to state critical opinions and judgements having incomplete
or limited information in the field of cyber security. These
judgements must take into account include considerations about
social and ethical responsibilities.
Discuss in a public audience about their acquired knowledge, and
the conclusions from the work. Students will be able to give their
foundational and most convincing reasons to a specialized and nonspecialized audience in a clear way, without ambiguities.
Students should have the learning skills required to continue
studying in an autonomous or self-directed way.
Create, design, deploy and maintain a cyber-defense global system
in a given context.
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Create and refine concise and comprehensively documents, plans
and projects in the scope of cyber security.

Know the relevant technique part of the legal regulation in cyber
security and its implications in the design of systems and security
tools.
Analyze systems to find attack evidences and to adopt the required
measures to maintain the custody chain of the found evidences.
Apply the suited services, mechanisms and security protocols to a
given case.
Design and evaluate security architectures of systems and networks.

Know and apply the cryptographic and steganography mechanisms
required to protect data stored in a system or data transiting a
network.
Description

Analyze the risks of introducing personal devices in a corporate
professional environment (Bring your own device). Know and apply
the measures to control the risks.

Master the knowledge required to propose original designs or
developments, often in a research process within the area of cyber
security.

Ability to apply acquired knowledge to solve problems under novel
or almost novel situations or within broader (multidisciplinary)
contexts related with cyber security.

Ability to state critical opinions and judgements having incomplete
or limited information in the field of cyber security. These
judgements must take into account include considerations about
social and ethical responsibilities.

Discuss in a public audience about their acquired knowledge, and
the conclusions from the work. Students will be able to give their
foundational and most convincing reasons to a specialized and nonspecialized audience in a clear way, without ambiguities.
Students should have the learning skills required to continue
studying in an autonomous or self-directed way.
Create, design, deploy and maintain a cyber-defense global system
in a given context.
Create and refine concise and comprehensively documents, plans
and projects in the scope of cyber security.

Know the relevant technique part of the legal regulation in cyber
security and its implications in the design of systems and security
tools.
Analyze systems to find attack evidences and to adopt the required
measures to maintain the custody chain of the found evidences.

Apply the suited services, mechanisms and security protocols to a
given case.
544088-TEMPUS-1-2013-1-SI-TEMPUS-JPHES

Design and evaluate security architectures of systems and networks.
Know and apply the cryptographic and steganography mechanisms
required to protect data stored in a system or data transiting a
network.
Form of grading

Additional comments

Name of the course
Credits (ECTS)

Aims, objectives

Learning outcomes

Analyze the risks of introducing personal devices in a corporate
professional environment (Bring your own device). Know and apply
the measures to control the risks.

The assessment system is based on practical exercises, individually
and in groups, and a final exam. In particular, the assessment of the
subject is split into:
-

Continuous assessment (60% of the final mark)
Final Exam (40% of the final mark)

-

Master classes
Lab Sessions
Practical Exercises
Lab Assignments
Tutoring

The course will consist of the following elements:

Cyber-attack techniques
6

This compulsory course strengthens the acquisition of the following
basic and general competences:
- CB6: Master the knowledge required to propose original designs or
developments, often in a research process within the area of cyber
security.

- CB7: Ability to apply acquired knowledge to solve problems under
novel or almost novel situations or within broader
(multidisciplinary) contexts related with cyber security.

- CB8: Ability to state critical opinions and judgements having
incomplete or limited information in the field of cyber security.
These judgements must take into account include considerations
about social and ethical responsibilities
- CB9: Discuss in a public audience about their acquired knowledge,
and the conclusions from the work. Students will be able to give their
foundational and most convincing reasons to a specialized and nonspecialized audience in a clear way, without ambiguities.

- CB10: Students should have the learning skills required to continue
studying in an autonomous or self-directed way.

- CG1: Create and refine concise and comprehensively documents,
plans and projects in the scope of cyber security.
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- CG3: Understand and apply methods and techniques to investigate
vulnerabilities of a given site.

- CG4: Know the relevant technique part of the legal regulation in
cyber security and its implications in the design of systems and
security tools.
This compulsory course strengthens the acquisition of the following
specific competences:
- CE1: Analyze and detect anomalies and attack signatures y systems
and networks.

- CE2: Analyze and detect occultation techniques in attacks to
systems and networks.

- CE3: Knowledge of trends in the cyber-attacks techniques and
about learned experiences in real cases.
Description

- CE7: Know and apply the cryptographic and steganography
mechanisms required to protect data stored in a system or data
transiting a network.
1.

Introduction to cyber-attacks techniques

1.2.

Types of cyber attacks

1.1.
1.3.

Concepts and definitions
Phases of an intrusion

2.
Acquiring information on the target and vulnerability
analysis
2.1.

Techniques of intelligence. Open sources

2.2.

Network and port scanning

3.

Exploitation

3.2.

Resource consumption/exhaustion and Denial of Service

2.3.
3.1.

3.3.

Identification and vulnerability analysis
Exploiting software and authentication systems

Social Engineering, malware and evasion techniques

4.

Persistence

4.2.

Privilege scaling

4.1.
4.3.
4.4.

Evidence hiding

Preparing alternative access channels
Presence hiding
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Form of grading

Continuous evaluation will be based in student involvement and
participation, problems and study cases and laboratory
assignments.
There will be between three to four assignments, that will be
performed in groups and will count a 70% of the final assessment.

Additional comments

There will be between three to two exams, that will count a 30% of
the final assessment.
LEARNING ACTIVITIES
lectures

practical classes
laboratory
tutorials

workgroups

individual student work
TEACHING METHODOLOGIES

Class lectures in which the main concepts of the subject are
developed and the literature is provided to supplement student
learning.
Critical reading recommended by the subject teacher texts:

- Newspaper articles, reports, manuals, and / or scholarly articles,
for subsequent class discussion to expand and consolidate the
knowledge of the subject.
- Resolution of laboratory practices and problems posed by the
teacher individually or in group
Name of the course
Credits (ECTS)

Aims, objectives

Risk analysis and systems certification
3

Learning outcomes
Description

Form of grading

Additional comments
Name of the course
Credits (ECTS)

Cybercrime, cyber terrorism and cyber war
3
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Aims, objectives

Learning outcomes

- Acquire the knowledge required to propose original designs or
developments, often in a research process within the area of cyber
security.

- Ability to apply acquired knowledge to solve problems under novel
or almost novel situations, or within broader (multidisciplinary)
contexts related with cyber security.
- Ability to state critical opinions and judgements having incomplete
or limited information in the field of cyber security. These
judgements must take into account considerations about social and
ethical responsibilities.
- Ability to communicate to a public audience the conclusions of a
work carried out. Students will be able to give their foundational and
most convincing reasons to a specialized and non-specialized
audience in a clear way, without ambiguities.
- Students should have the learning skills required to continue
studying in an autonomous or self-directed way.

- Understand and apply methods and techniques to investigate
vulnerabilities of a given site.
- Create and refine concise and comprehensively documents, plans
and projects in the scope of cyber security.

- Know the relevant technical parts of legal regulations in cyber
security and their implications in the design of systems and security
tools.
- Analyze and detect anomalies and attack signatures in systems and
networks.

- Analyze and detect hiding techniques in attacks to systems and
networks.
- Knowledge of trends in cyber-attack techniques and learned
experiences in real cases.
Description

- Know and apply cryptographic and steganography mechanisms
required to protect data stored in a system or data transiting a
network.
1.

Introduction, Definitions, and Basic Concepts

2.

Cyberattacks and Cyber activism

2.2.

Cybercrime

2.1.

2.3.

2.4.
2.5.

Types of cyber attacks
Cyberespionage

Analysis of Practical Cases
Legal Aspects
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3.
Cyberterrorism and Cyber operations against Critical
Infrastructures
3.1.
Critical
Vulnerabilities
3.2.

Industrial Control Systems

3.4.

Analysis of Practical Cases

3.3.
4.

Cyberwar

4.2.

Cyber doctrine

4.3.

Interconnections

and

Other Critical Infrastructures

4.1.
Cyber
Instruments
Form of grading

Infrastructures:

weapons:

Logic,

Physical,

and

Psychological

Analysis of Practical Cases

The assessment system includes:

1. Continuous assessment of the student through one or more of the
following methods:
1.1. Oral or written tests.

1.2. Essays and reports assigned by the lecturer.
1.3. Presentations about a course topic.

1.4. Participation in the debates organized throughout the
semester.
Continuous assessment accounts for 60% of the final mark.

2. Final exam assessing the knowledge and skills acquired during the
course.
Additional comments

The final exam accounts for 40% of the final mark.
LEARNING ACTIVITIES:

- Lectures and practicals
- Tutorship

- Group work

- Individual work
METHODOLOGIES

- Lectures to introduce and discuss the main course concepts.
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- Study and analysis of references provided by the lecturer, including
academic papers, reports, selected book chapters, and press articles.
This will be instrumental to consolidate and complement concepts
introduced in the course, and also as material to be discussed during
some lectures.
- Analysis of practical cases proposed by the lecturer, either
individually or in group.
- Presentation and discussion of topics and practical cases related to
the course.
- Preparation of individual essays and reports.
Name of the course
Credits (ECTS)

Aims, objectives

Learning outcomes

Identification and Authentication
3

CB6: Master the knowledge required to propose original designs or
developments, often in a research process within the area of cyber
security.

CB7: Ability to apply acquired knowledge to solve problems under
novel or almost novel situations or within broader
(multidisciplinary) contexts related with cyber security.

CB8: Ability to state critical opinions and judgements having
incomplete or limited information in the field of cyber security.
These judgements must take into account include considerations
about social and ethical responsibilities
CB9: Discuss in a public audience about their acquired knowledge,
and the conclusions from the work. Students will be able to give their
foundational and most convincing reasons to a specialized and nonspecialized audience in a clear way, without ambiguities.
CB10: Students should have the learning skills required to continue
studying in an autonomous or self-directed way.

CG2: Create, design, deploy and maintain a cyber-defense global
system in a given context
CG3: Create and refine concise and comprehensively documents,
plans and projects in the scope of cyber security.

CG4: Know the relevant technique part of the legal regulation in
cyber security and its implications in the design of systems and
security tools.
CE4: Analyze systems to find attack evidences and to adopt the
required measures to maintain the custody chain of the found
evidences.
CE5: Apply the suited services, mechanisms and security protocols
to a given case.
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CE6: Design and evaluate security architectures of systems and
networks.

CE7: Know and apply the cryptographic and steganography
mechanisms required to protect data stored in a system or data
transiting a network.
Description

CE8: Analyze the risks of introducing personal devices in a corporate
professional environment (Bring your own device). Know and apply
the measures to control the risks.

During this course the student will acquire the technical knowledge
about identification and authentication processes. He/she will get
familiar with the different identification and authentication schemes
and devices, including the major biometric modalities and the
identity management systems. Finally, the main concepts related to
privacy and legal environment will be given, related to identification
and authentication.
Program:
1.

User authentication

1.2.

Authentication schemes. Multi-factor authentication

1.1.
1.3.

1.4.

1.5.
2.

Concepts and definitions

Robust authentication. Authentication by digital signature
Security analysis

Authentication architectures. Kerberos
Biometric Recognition

2.1.

Definitions and working principles

2.3.

Security, privacy and practical aspects

2.2.
3.

Biometric systems

Identity management

3.1.

Life cycle of the digital identity

3.3.

Standards and federated systems

3.2.
4.

4.1.
4.2.

Identity management in distributed systems
Ethical aspects and privacy legislation

Identification related standardization
LOPD
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Form of grading

The requested individual or group works, as well as the exam will be
assessed using the following weighting scheme:
P1: 10%
P2: 20%
P3: 20%

Exam: 30%
Additional comments

Optional individual report: 20%
LEARNING ACTIVITIES:
- Theoretical lectures

- Theoretical-Practical lectures
- Office hours

- Work-sharing homework

- Individual homework
METHODOLOGY:

- Professor dissertations using computer and audiovisual means,
explaining the main concepts involved and providing those relevant
references to allow students to get more in depth in the subject.
- Critical reading of international references recommended by the
professor.

- Journal papers, reports and manuals for further discussion in class,
to enhance and consolidate the knowledge acquired.
- Solving practical cases, presented by the professor to the students
either individually or in groups

- Presentation and discussion in class, under the moderation of the
professor, of subjects related to the course.
- Development of individual or group reports.
Name of the course
Credits (ECTS)

Aims, objectives

Learning outcomes

Cyber security management and administration
3

BASIC COMPETENCES:

Form professionals with the ability to integrate knowledge and form
judgments from incomplete or inaccurate information.

Form professionals with the ability to communicate thoughts and
judgments and give reasons accordingly.
Form professionals with the ability to study and learn
autonomously.
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LEARNING RESULTS:

1.
Develop, deploy and maintain an Information Security
Management System (ISMS).

2.
In regard to the master plan of information technology of an
organization, its security plan and given the available human
resources, technological resources and so on, develop an
information security plan.
3.
Develop a business continuity plan given the maximum
available recovery time.

4.
Develop a security awareness and training plan regarding
the organization structure.
5.

Develop and maintain an information classification system.

6.
Learn about the working of the Security Operations Centers,
as well as their mutual relations and norms for the exchange of
security incidents information.
Description

7.
Learn about the legal provisions concerning cybersecurity
and its applications in the design of secure systems.
1.
Introduction and basic concepts. Normalization, evaluation,
certification and accreditation. Institutes for standards. Legal
framework.

2.
Security management information system. ISO/IEC
standards. Series 27XXX. UNEISO/IEC 27000:2014, UNE-ISO/IEC
27001:2014, UNE_ISO/IEC 27002:2015. Certifiable standards of the
series.
3.

Security plans.

5.

Information classification.

7.

Cybersecurity operation centers.

4.

Training and awareness.

6.
Business continuity plan. UNE-EN-ISO 22301:2015 and
UNE-ISO 22313:2013.
8.

Form of grading

Cybersecurity strategies and legal framework.

9.
Security auditing. Audit frameworks and standards. Audit of
personal data. Evidences. Analysis. Audit report.
Continuous evaluation (60%):

Individual or group work along the whole course: 50%
Partial exam: 10%

Additional comments

Final exam: 40%

TRAINING ACTIVITIES
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Theoretical lessons.

Theoretical-practical lessons.
Tutoring

Group work

Individual work
TEACHING METHODOLOGIES

Class lectures with computer and audiovisual resources. Main
concepts of the subject will be presented together with additional
bibliography.
Critical reading of recommended text: press articles, reports,
tutorials and/or academic articles. They will be used for class
discussions or to extent and consolidate taught concepts.
Class presentations and discussions under the supervision of the
teacher based on topics related to the subject, as well as case studies.
Name of the course
Credits (ECTS)

Aims, objectives

Learning outcomes

Systems security engineering
3

Master the knowledge required to propose original designs or
developments, often in a research process within the area of cyber
security.

Ability to apply acquired knowledge to solve problems under novel
or almost novel situations or within broader (multidisciplinary)
contexts related with cyber security.

Ability to state critical opinions and judgements having incomplete
or limited information in the field of cyber security. These
judgements must take into account include considerations about
social and ethical responsibilities
Discuss in a public audience about their acquired knowledge, and
the conclusions from the work. Students will be able to give their
foundational and most convincing reasons to a specialized and nonspecialized audience in a clear way, without ambiguities.
Students should have the learning skills required to continue
studying in an autonomous or self-directed way.
Create, design, deploy and maintain a cyber-defense global system
in a given context
Create and refine concise and comprehensively documents, plans
and projects in the scope of cyber security.
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Know the relevant technique part of the legal regulation in cyber
security and its implications in the design of systems and security
tools.
Analyze systems to find attack evidences and to adopt the required
measures to maintain the custody chain of the found evidences.

Apply the suited services, mechanisms and security protocols to a
given case.
Design and evaluate security architectures of systems and networks.

Know and apply the cryptographic and steganography mechanisms
required to protect data stored in a system or data transiting a
network.
Description

Analyze the risks of introducing personal devices in a corporate
professional environment (Bring your own device). Know and apply
the measures to control the risks.
1.

Concepts of Secure Systems Engineering

1.2.

Security design principles

1.1.
1.3.
1.4.

Security properties
Risk management

Privacy and legislation

1.5.

Software architectures

2.

Secure software requirements

2.2.

Identification and elicitation

3.

Secure software design

3.2.

Design issues

3.4.

Technologies

2.1.

3.1.

3.3.

Policy decomposition

Design processes

Security of architectures

4.

Security of implementations

4.2.

Vulnerabilities data bases

4.1.
4.3.

4.4.
4.5.

Security of programming languages
Defensive practices and measures

Source code. Versions.

Development environments
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4.6.

Code review and analysis

5.

Testing

5.2.

Test types

4.7.
5.1.

5.3.

5.4.

Form of grading
Additional comments
Name of the course
Credits (ECTS)

Aims, objectives

Learning outcomes

6.

Code anti-manipulation techniques
Test strategy, test plans and test cases
Impact assessment and corrective actions
Test data life cycle management

Other issues

Individual or group assignments during the course (50%)
Final exam (50%)

Secure Architecture
3

After the course, the students will be able to:

- Analyze the architecture of an information system from a security
point of view.
- Design information systems architectures that fulfil a set of
specified security requirements.

- Apply appropriate security services, mechanisms and security
protocols.

- Apply acquired knowledge to solve problems under novel or
almost novel situations or within broader (multidisciplinary)
contexts related with cyber security.
- Discuss in a public audience about their acquired knowledge, and
the conclusions from the work. Students will be able to give their
foundational and most convincing reasons to a specialized and nonspecialized audience in a clear way, without ambiguities.
Description

-Continue studying in an autonomous or self-directed way

This course presents and elaborates aspects related to the design of
secure architectures that minimize security risks and provide
resistance to attacks. The course also covers the principles,
procedures and systems for handling classified information, as well
as elements of physical security.
The course program is organized as follows:

544088-TEMPUS-1-2013-1-SI-TEMPUS-JPHES

1.

Secure Architectures

1.2.

Security Design Principles

1.1.

Motivation and Practical Cases

1.3.

Virtualization and Cloud Computing

2.

Attack Tolerance

2.2.

Back-up systems

2.1.

DDoS Protection. Load Balancing.

3.

Authorization

3.2.

Role based Access Control (RBAC)

4.

Multilevel and Multilateral Security Systems

3.1.

3.3.
4.1.

Discretionary Access Control (DAC)

Access Control Architectures. XACML/SAML.
Information Classification and Security Certifications

4.2.
Principles
Information

Procedures

for

handling

classified

4.3.

MLS Systems. Examples and practical considerations

5.

Physical Security

5.1.

Form of grading

and

5.2.

Security against emanations. TEMPEST
Intrusion resistant Hardware.

The evaluation system consists of:

1.) Technical work and participation:

1.1.) Students must elaborate a work in the context of Secure
Architectures, including documentation, oral presentation and
defense. (50% of the final mark)
1.2.) Participation: in-class discussions, problems, etc. (10% of the
final mark)
Additional comments

2.) Final Exam (40% of the final mark)
The teaching methodology consists of:

- Lectures given by the professor using audiovisual elements to
developed the main concepts and to provide additional references
for further learning.
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- Complementary activities to broaden and consolidate the acquired
knowledge. Such activities could be of different nature: problems,
discussion of practical cases, and/or exercises using the computers
in order to test tools that are useful for the deployment of secure
architectures.
- Elaboration and oral presentation of technical works by the
students.
Name of the course
Credits (ECTS)

Aims, objectives

Learning outcomes

Mobile Security
3

After the course, the students will be able to:

- Analyze mobile systems and communications from a security point
of view.
- Apply appropriate security services, mechanisms and protocols
according to a concrete case.

- Apply acquired knowledge to solve problems under novel
situations or within broader (multidisciplinary) contexts related
with mobile systems and terminals, and wireless communications.
- Analyze risks and threats of introducing personal mobile devices
(BYOD) in an enterprise environment. Know and apply measures to
control such risks.

- Discuss in a public audience about their acquired knowledge, and
the conclusions from the work. Students will be able to give their
foundational and most convincing reasons to a specialized and nonspecialized audience in a clear way, without ambiguities.
- Elaborate reports in a clear, concrete and reasoned way. Such
reports include threats and risks modeling in a specific scenario,
where mobile systems, terminals and communications take part.
Description

- Continue studying in an autonomous or self-directed way

This course presents and elaborates security aspects and protection
mechanisms against attacks related to systems and communications
in wireless networks, both local area and wide area, and mobile
devices. The course program is organized as follows:
1. Introduction to the Cellular Phone Standards
2. Security in Wireless Communications

2.1. Cellular Phone Networks and Mobility
2.2. Data Protection

2.3. Key Distribution
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2.4. VoIP Security for Mobile Applications
3. Known Attacks to Cellular Phone Networks and Mobile Data
3.1. Radio Channel

3.2. SIM/USIM Cards Security and Privacy
4. Platforms for Mobile Devices
4.1. Resources Protection

4.2. Protection against social engineering
5. Security in Smartphones

5.1. Mobile Malware & Application Development
Form of grading

5.2. Handover & Location

The evaluation system consists of:
1. Final exam (50%)

2. Student work and participation

2.1. Students must elaborate a team work on attacks to mobile
systems and communications, including report, oral presentation
and defense (40%)
Additional comments

2.2. Individual laboratory work and participation (10%)

The teaching methodology consists of following learning activities:

- Lectures given by the professor using audiovisual elements to
developed the main concepts and to provide additional references
for further learning.
- Analysis of recommended lectures (e.g., news, papers, reports).

- Complementary activities to broaden and consolidate the acquired
knowledge. Such activities could be of different nature: problems,
discussion of practical cases, and/or exercises using the computers
in order to test tools that are useful for the attacks simulation and
development of mobile applications.
- Elaboration and oral presentation of technical works (i.e.,
individual and team work) by the students.
- Individual tutoring.
Name of the course
Credits (ECTS)

Aims, objectives

Malware analysis and engineering
3
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Learning outcomes

Master the knowledge required to propose original designs or
developments, often in a research process within the area of cyber
security.
Ability to apply acquired knowledge to solve problems under novel
or almost novel situations or within broader (multidisciplinary)
contexts related with cyber security.
Ability to state critical opinions and judgements having incomplete
or limited information in the field of cyber security. These
judgements must take into account include considerations about
social and ethical responsibilities.
Discuss in a public audience about their acquired knowledge, and
the conclusions from the work. Students will be able to give their
foundational and most convincing reasons to a specialized and nonspecialized audience in a clear way, without ambiguities.
Students should have the learning skills required to continue
studying in an autonomous or self-directed way.

Understand and apply methods and techniques to investigate
vulnerabilities of a given site.
Create and refine concise and comprehensively documents, plans
and projects in the scope of cyber security.

Know the relevant technique part of the legal regulation in cyber
security and its implications in the design of systems and security
tools.
Analyze and detect anomalies and attack signatures y systems and
networks.
Analyze and detect occultation techniques in attacks to systems and
networks.
Knowledge of trends in the cyber-attacks techniques and knowledge
about learned experiences in real cases.
Description

Know and apply the cryptographic and steganography mechanisms
required to protect data stored in a system or data transiting a
network.
1.

1.1.

Introduction to Malware Analysis and Engineering
Concepts and Historical Evolution

1.2.
Malware Types. Structure, Components, and Infection
Vectors
1.3.

Malware Engineering and Reverse Engineering

2.

Tools for Malware Analysis and Synthesis
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2.1.

Static Code Analysis

2.3.

Reverse Engineering and Code Re-engineering

2.2.
Dynamic Analysis. Debug and Controlled Execution
Environments
2.4.

Malware Analysis and Synthesis Labs

3.

Malware Analysis and Synthesis

3.2.

Analysis and Detection of Behaviors and Capabilities

3.1.
3.3.

Obfuscation

3.5.

Anti-Reverse Engineering

3.4.

Form of grading

Signatures

Persistence and Propagation

The assessment system includes:

1. Continuous assessment of the student through one or more of the
following methods:
1.1. Oral or written tests.

1.2. Essays and reports assigned by the lecturer.
1.3. Presentations about a course topic.

1.4. Participation in the debates organized throughout the
semester.
Continuous assessment accounts for 60% of the final mark.

2. Final exam assessing the knowledge and skills acquired during the
course.
Additional comments

The final exam accounts for 40% of the final mark.
LEARNING ACTIVITIES:

- Lectures and practicals
- Lab sessions
- Tutorship

- Group work

- Individual work
METHODOLOGIES

- Lectures to introduce and discuss the main course concepts.
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- Study and analysis of references provided by the lecturer, including
academic papers, reports, selected book chapters, and press articles.
This will be instrumental to consolidate and complement concepts
introduced in the course, and also as material to be discussed during
some lectures.
- Analysis of practical cases proposed by the lecturer, either
individually or in group.
- Presentation and discussion of topics and practical cases related to
the course.
- Preparation of individual essays and reports.
Name of the course
Credits (ECTS)

Aims, objectives

Learning outcomes

Persistent human resources and information leakage
3

Master the knowledge required to propose original designs or
developments, often in a research process within the area of cyber
security.
Ability to apply acquired knowledge to solve problems under novel
or almost novel situations or within broader (multidisciplinary)
contexts related with cyber security.

Ability to state critical opinions and judgements having incomplete
or limited information in the field of cyber security. These
judgements must take into account include considerations about
social and ethical responsibilities
Discuss in a public audience about their acquired knowledge, and
the conclusions from the work. Students will be able to give their
foundational and most convincing reasons to a specialized and nonspecialized audience in a clear way, without ambiguities.
Students should have the learning skills required to continue
studying in an autonomous or self-directed way.

Understand and apply methods and techniques to investigate
vulnerabilities of a given site.
Create and refine concise and comprehensively documents, plans
and projects in the scope of cyber security.

Know the relevant technique part of the legal regulation in cyber
security and its implications in the design of systems and security
tools.
Analyze and detect anomalies and attack signatures y systems and
networks.

Analyze and detect occultation techniques in attacks to systems and
networks.
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Knowledge of trends in the cyber-attacks techniques and knowledge
about learned experiences in real cases
Description

Know and apply the cryptographic and steganography mechanisms
required to protect data stored in a system or data transiting a
network.
Persistent threats and information leakage:
1.

1.1.

Persistent threats

Persistent techniques in compromised systems

1.1.1. Privilege escalation and lateral movements

1.1.2. Settling alternative access vectors
1.1.3. Evidence hiding

1.1.4. Advanced evasion techniques (AET)
1.2.

APTs

1.2.2.

Practical cases

1.2.1.
1.2.3.

Definitions

Countermeasures

1.2.3.1. Data protection

1.2.3.2. Prevention and detection
1.2.3.3. Incident response

1.2.4. Trends
2.

Covert channels. Steganography and steganalysis

2.2.

Steganography system classification. Security evaluation

2.1.
2.3.

Science of steganography definition. History
Modern steganography

2.3.1. Information hiding in hardware devices

2.3.2. Information hiding in communication protocols

2.3.3. Information hiding in file systems and digital formats

2.3.4. Linguistic steganography

2.3.5. Steganography in multimedia: image, audio and video.
2.4.

Modern steganalysis

2.4.1. Pattern detection. Visual and statistical attacks
2.4.2. Blind steganalysis

Form of grading

2.5.

Recommendations for a secure design

Individual and/or group assignments to be done during the course
Final exam
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Additional comments

LEARNING ACTIVITIES
Theoretical lectures
Practical lectures

Mixed theoretical and practical lectures
Laboratory practices
Tutoring sessions
Teamwork

Individual work by the student
LEARNING METHODOLOGY

Lectures by means of audiovisual media and computes. The main
concepts will be exposed and bibliography will be provided to
complete the students learning.
Critical reading of recommended texts provided by the teacher:

Press articles, reports, manuals, academic papers, etc. A further
discussion can be done in class or it can be considered a way to
consolidate and expand the knowledge on the subject.
Practical case resolution, problems, etc. They can be assigned by the
teacher in a team or individual manner
Practical case discussion in class under the teacher supervision

Report assignments that can be done either individually or in group
Name of the course
Credits (ECTS)

Aims, objectives

Learning outcomes

Persistent human resources and information leakage
3

Master the knowledge required to propose original designs or
developments, often in a research process within the area of cyber
security.
Ability to apply acquired knowledge to solve problems under novel
or almost novel situations or within broader (multidisciplinary)
contexts related with cyber security.

Ability to state critical opinions and judgements having incomplete
or limited information in the field of cyber security. These
judgements must take into account include considerations about
social and ethical responsibilities
Discuss in a public audience about their acquired knowledge, and
the conclusions from the work. Students will be able to give their
foundational and most convincing reasons to a specialized and nonspecialized audience in a clear way, without ambiguities.
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Students should have the learning skills required to continue
studying in an autonomous or self-directed way.

Understand and apply methods and techniques to investigate
vulnerabilities of a given site.
Create and refine concise and comprehensively documents, plans
and projects in the scope of cyber security.

Know the relevant technique part of the legal regulation in cyber
security and its implications in the design of systems and security
tools.
Analyze and detect anomalies and attack signatures y systems and
networks.

Analyze and detect occultation techniques in attacks to systems and
networks.
Knowledge of trends in the cyber-attacks techniques and knowledge
about learned experiences in real cases
Description

Know and apply the cryptographic and steganography mechanisms
required to protect data stored in a system or data transiting a
network.
Persistent threats and information leakage:
1.

1.1.

Persistent threats

Persistent techniques in compromised systems

1.1.1. Privilege escalation and lateral movements

1.1.2. Settling alternative access vectors
1.1.3. Evidence hiding

1.1.4. Advanced evasion techniques (AET)
1.2.

APTs

1.2.2.

Practical cases

1.2.1.
1.2.3.

Definitions

Countermeasures

1.2.3.1. Data protection

1.2.3.2. Prevention and detection
1.2.3.3. Incident response

1.2.4. Trends
2.

Covert channels. Steganography and steganalysis

2.2.

Steganography system classification. Security evaluation

2.1.

2.3.

Science of steganography definition. History

Modern steganography
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2.3.1. Information hiding in hardware devices

2.3.2. Information hiding in communication protocols

2.3.3. Information hiding in file systems and digital formats

2.3.4. Linguistic steganography

2.3.5. Steganography in multimedia: image, audio and video.
2.4.

Modern steganalysis

2.4.1. Pattern detection. Visual and statistical attacks
2.4.2. Blind steganalysis
Form of grading
Additional comments

2.5.

Recommendations for a secure design

Individual and/or group assignments to be done during the course
Final exam

LEARNING ACTIVITIES
Theoretical lectures
Practical lectures

Mixed theoretical and practical lectures
Laboratory practices
Tutoring sessions
Teamwork

Individual work by the student
LEARNING METHODOLOGY

Lectures by means of audiovisual media and computes. The main
concepts will be exposed and bibliography will be provided to
complete the students learning.
Critical reading of recommended texts provided by the teacher:

Press articles, reports, manuals, academic papers, etc. A further
discussion can be done in class or it can be considered a way to
consolidate and expand the knowledge on the subject.
Practical case resolution, problems, etc. They can be assigned by the
teacher in a team or individual manner
Practical case discussion in class under the teacher supervision

Report assignments that can be done either individually or in group
Name of the course
Credits (ECTS)

Aims, objectives

Computer Forensic
3
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Learning outcomes

This subject leads to the following set of basic competences:

CB6: Master the knowledge required to propose original designs or
developments, often in a research process within the area of cyber
security.

CB7: Ability to apply acquired knowledge to solve problems under
novel or almost novel situations or within broader
(multidisciplinary) contexts related with cyber security.

CB8: Ability to state critical opinions and judgements having
incomplete or limited information in the field of cyber security.
These judgements must take into account include considerations
about social and ethical responsibilities
CB9: Discuss in a public audience about their acquired knowledge,
and the conclusions from the work. Students will be able to give their
foundational and most convincing reasons to a specialized and nonspecialized audience in a clear way, without ambiguities.
CB10: Students should have the learning skills required to continue
studying in an autonomous or self-directed way.

Concerning general and specific competences, students will be able
to:

CG2: Create, design, deploy and maintain a cyber-defense global
system in a given context
CG3: Create and refine concise and comprehensively documents,
plans and projects in the scope of cyber security.

CG4: Know the relevant technique part of the legal regulation in
cyber security and its implications in the design of systems and
security tools.
CE4: Analyze systems to find attack evidences and to adopt the
required measures to maintain the custody chain of the found
evidences
After passing the subject and as learning results, students will be
able to:
- Design strategies to distribute sensors in a network and analyze
observed events to determine which are relevant in a particular
case.

- Given a system under attack, identify the features of most of these
attacks and point out the most probable sources.

- Given an attacked system, find attack evidences and explain the
required mechanisms to preserve the chain of custody of such
evidences.

Description

- Understand legal and technical aspects related to cybersecurity.
Forensic analysis of information systems:
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1.

Introduction to forensic analysis

1.2.

Case examples

1.1.
1.3.
1.4.

Key concepts

Related legal aspects

2.

Forensic analysis lab

2.2.

Policies and procedures

2.1.
2.3.

2.4.
2.5.
2.6.

Lab description

Quality assurance
Tools

Evidences: gathering, analysis and custody
Forensic report

3.

Forensics analysis tools

3.2.

Forensic analysis of memory

3.1.
3.3.

3.4.

3.5.
Form of grading

What is it?

3.6.

Forensic analysis of file systems
Forensic analysis in computer networks

Forensic analysis related to Internet and e-mail

Forensic analysis of mobile devices

Anti-forensics tools and techniques

Periodical assignment (75% of final mark) [SE2]

Periodical (e.g. weekly) assignment related to the topic addressed in
each session. This task may also involve assessing the reports from
peer students.
End of term examination (25% of final mark) [SE3]

It may contain theoretical or practical issues, as well as forensic
cases.
In order to pass the subject, it is necessary to fulfill the two following
conditions:
- Pass the end of term examination (i.e. get at least 1.25 out of 2.5)

- Get at least 5.0 marks out of 10.0, considering both assignments
and exam.
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Additional comments

In the extraordinary sitting, unless otherwise specified at the
beginning of the subject, students are not allowed to hand-in
periodical assignments.
In this subject, concepts will be applied live during the sessions. For
this purpose, a set of exercises will be taken as a basis for each
session. Students will have to develop several practical cases of
forensic analysis. As part of their work, students may have to
perform a critical analysis of other students' forensic reports.
Particularly, the methodology is based on:

- MD1. Lectures using computers in which key concepts are
introduced and bibliography is pointed out.
- MD2. Critical analysis of readings (articles in press, reports,
manuals, papers, etc.) suggested by teachers. This may be used for a
further discussion or to consolidate concepts.

- MD3. Practical case and problems resolution, individually or in
groups.
- MD4. Presentation or discussion of related topics and practical
cases.
- MD5. Development of tasks and reports, individually or in groups.
4.1.3

MSc in Communications and Cyber Security [6]

Name of the course

Computer Networks

Aims, objectives

This course will examine computer networks within the context of
the Internet. We will study the fundamental principles, elements,
and protocols of computer networks. We will investigate how the
different protocols work, why they work that way, and their
performance trade-offs. Using this knowledge, we will try to
examine the way applications are deployed on the Internet and
their performance trade-offs. In particular, we will try to examine
some strategies that are commonly used to accelerate application
level performance in the context of the operation of the Internet.

Credits (ECTS)

Learning outcomes

6

On completing the course students will be able to:
•
•
•

Explain the operation of a range of computer networking
applications such as email, web, and peer-to-peer filesharing
Relate the architecture of the Internet to the underlying
design principles
Illustrate the operation of common routing protocols,
queuing mechanisms, and congestion control mechanisms
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•
•

Description

Develop elements of a network such as gateways and routers
that conform to IETF standards with acceptable levels of
simplification
Explain the performance of a given set of routing protocols,
queuing mechanisms, and congestion control mechanisms
on an example network.

Introduction to Computer Networks
Sockets Programming

Protocol Stacks and Layering: Application Layer, Physical Layer,
Link Layer Basics.
Switching & Flow Control
Ethernet and Bridging

IP forwarding & addressing
IP Packets & Routers

Routing: RIP & OSPF, Routing: BGP, Multicast, DNS, IPv6, tunneling,
NAT, VPN, Virtual circuits, ATM, MPLS, Transport Intro.
TCP & Congestion Control.
TCP Performance

Multimedia/QoS, QoS & Mobile (IP & TCP)
Ad-hoc networks

Web + CDNs + Caching, P2P

Security - SSL, Security - firewalls, Do’s
Form of grading

Broadband access networks (xDSL,UWB, DOCSIS)

Additional comments
Name of the course

Web Programming

Aims, objectives

The students will get acquainted with all modern tools and
principles of modern Web Information Systems through this
course. An introduction will be given to basic internet protocols
and applications and the course will guide the students in more
advanced web architectures and implementation using modern
programming language tools and security implementations.

Credits (ECTS)

Learning outcomes

6

On completion of the course students will be able to:
•
•

Understand the principal protocols, architectures and standards
for Internet and Web applications
Develop simple Web applications, using modern tools of Java,
XML and PHP
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•
•
•
Description

Incorporate commonly used security protocols (SSL, HTTPS) in
their information system design
Adapt their web design to enhance reliability, efficiency and
internationalization
Understand the basic principles and future directions of Web 2.0

Internet and the Web protocols and standards.

Architecture and Components of Web-Based Applications (3-tier
and multi-tier Client/Server systems, Web servers, Database
servers).
Design and implementation of applications on the Internet
environment with the use of modern tools (Java technology, XML,
PHP etc.).
Advanced
Design
Internationalization).

Form of grading

Issues

(Efficiency,

Reliability,

Security / encryption protocols (SSL, HTTPS). Web 2.0.

and

Additional comments
Name of the course

Information Systems Security

Aims, objectives

Most modern organizations face security risks that threaten their
valuable assets. It is imperative to design secure information
systems that protect against these threats. This course provides a
wide range of skills and knowledge of existing technologies and
security principles to develop the professional skills and
experience needed for information systems security.

Credits (ECTS)

Learning outcomes

6

On completing the course students will be able to:
•
•
•
•

Description

Develop the knowledge, understanding and skills to work as a
computing security professional
Learn the concepts, principles, techniques and methodologies
you need to design and assess complex networks, systems and
applications
Develop the practical experience you need to plan, perform and
direct security audits of information systems to the level
required by standard security frameworks
Develop the appropriate legal and ethical skills you need to be a
security professional.

Security terminology ISO 27000
Privacy terminology

ISMS ISO 27001, Code of Practice ISO 27002, Auditing 27007
IS Security Policy

Business Continuity Management και Disaster Recovery Plan
544088-TEMPUS-1-2013-1-SI-TEMPUS-JPHES

Authentication, Authorization, Access Control
Cryptography, PKI and Digital Signatures

Data Protection and Electronic Communications Security
Privacy Enhancing Technologies

Security and Privacy Requirements Engineering
Form of grading

Cloud Security and Privacy

Additional comments
Name of the course

Data Protection and Cryptography

Aims, objectives

Cryptography has been an invaluable tool for information
protection for centuries. This course will introduce theoretical and
practical modern cryptography and data protection principles in
computer security. Threat and vulnerability assessment,
encryption techniques (symmetric and asymmetric keys, public
and secret key encryption, digital signatures etc.) are some of the
topics that will be covered.

Credits (ECTS)

Learning outcomes

6

Description

Form of grading

Additional comments
Name of the course

Information Assurance

Aims, objectives

Information Assurance (IA) is a broad field that refers to the
protection of information systems through maintaining 5 qualities:
availability, integrity, authentication, confidentiality, and nonrepudiation. In is a confluence of various fields, such as risk
management, human and political factors etc. Other issues that will
be considered are business continuity and disaster recovery,
organizational structures and human resources required to
support IA, IA policies, system documentation etc. Finally, project
management concepts will be discussed, within the context of
designing and implementing IA strategies.

Credits (ECTS)

Learning outcomes

6

Description

Form of grading

Additional comments
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Name of the course

Software Development Methodologies

Aims, objectives

The ever growing penetration of computers in everyday life has led
to the need to develop a vast number of software programs, which
in turn resulted to the emergence of a large number of
programming languages, frameworks, SDKs, paradigms and
techniques. Being able to write functional and maintainable code
entails good knowledge of the most important programming
concepts, methodologies and techniques. This is even more
necessary now because of the extended fragmentation of the
programming market. This course aims to teach students popular
principles, techniques, tools and methods used to develop software
efficiently. Requirement analysis, UML, Object-oriented analysis,
design and programming, usage of Application Programming
Interfaces (APIs), software maintenance, project and version
management are some of the topics covered through theory and
practice.

Credits (ECTS)

Learning outcomes

6

On completing the course students will be able to:
•
•
•
•
•

Description

Appreciate principles, concepts, and techniques used to develop
software efficiently
Demonstrate how to effectively apply software engineering
methods, tools and techniques
Plan, manage and collaborate on a Software Development group
project
Obtain the knowledge and skills required for effective
management of the software maintenance process
Have developed effective software engineering, management
and communication skills

Software development principles, techniques, methods and tools
Requirement analysis
UML

Object-oriented analysis, design and programming
Application Programming Interfaces (APIs)
Software maintenance and evolution
Form of grading

Project and version management

Additional comments
Name of the course
Credits (ECTS)

Cyber Crime and Computer Forensics
6
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Aims, objectives

Learning outcomes

Cybercrime and computer forensics are topics of great importance
in both civil and criminal cases of law. With the increasing
frequency of cybercrime, trained investigators employ a variety of
methods and techniques to thoroughly analyze the available
evidence and draw conclusions. Examples of cybercrimes are fraud
and financial crimes, cyber terrorism, cyber warfare, cyber
extortion, bullying and harassment, threats, obscene or offensive
content, drug trafficking and many more. Computer Forensics is the
use of sophisticated technological tools and procedures to
preserve, identify, extract, and document computer evidence. The
goal of this process is to reliably determine if evidence actually
exists and subsequently examine if there is potential to utilize the
extracted information.

Description

Form of grading

Additional comments
Name of the course

Wireless Communications & Networks

Aims, objectives

The course aims at studying fundamental principles of current and
forthcoming mobile and wireless networks. Building on the
knowledge gained during the 1st term course on Computer
Networks, it analyzes how the basic networking operations are
affected by the additional challenges of mobile and wireless
environments but also the particularities of novel networking
paradigms that are currently in the phase of research or
initial/experimental deployments. Hence, the course covers
cellular networks (mobile macro cellular and local area ones), but
also more distributed and user-driven networking and service
paradigms such as wireless multihop and opportunistic networks,
as well as participatory sensing and mobile crowdsensing.

Credits (ECTS)

Learning outcomes

6

By successfully completing the course students are expected to have:
•
•
•
•

understood the particular challenges that wireless and mobile
(distributed) environments place on basic networking
operations
gained knowledge about fundamental design principles (e.g.,
cellular architecture, mobility management) that address these
challenges and developed basic network design skills
familiarized themselves with different cellular communication
technologies and standards (3G, LTE, WLANs) for engineering
mobile cellular networks
developed a good an understanding of novel, highly distributed,
wireless networking paradigms such as wireless ad hoc
networks and opportunistic networks and the way networking
is realized over them
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•

Description

been exposed to the latest trends in the area of participatory
sensing and mobile crowdsensing, which combine the power of
the crowdsourcing principle with the growing functionality of
smart mobile devices

Challenges for the operation of mobile and wireless networks
user/device mobility, wireless environment

Fundamental principles of mobile cellular networks:

cellular architecture (frequency reuse, sectoring, capacity vs.
coverage)
mobility management (macro- and micro-mobility, handovers),
location management
Current cellular systems and standards:
GSM/GPRS, 3G, LTE, WLANs

Network-, transport- and application-layer adaptations for wireless
environments
Mobile IP, TCP enhancements, proxies

Wireless multihop and ad hoc networks

additional challenges due to their distributed operation

routing metrics (ETX, WCETT) and routing protocol (DSDV, DSR,
OLSR) solutions and tradeoffs
transport solutions (non TCP solutions, hop-by-hop)

Opportunistic networking (Delay Tolerant Networks)

the store-carry-and-forward principle, intermittently connected
networks

forwarding and routing under deterministic mobility (controlled
flooding vs. utility-based and socioaware approaches)
Participatory networking and mobile crowdsensing
smart spaces and pervasive computing
Form of grading

sensor/smartphone selection, incentive provision, applications

Additional comments
Name of the course

Knowledge Management in the Web

Aims, objectives

This course examines basic concepts of Knowledge and Knowledge
Management, placing emphasis on knowledge encountered in the
Web. At first, it briefly deals with the notion of knowledge and its
sources, the architecture and Life Cycle of Knowledge Management
Systems, how knowledge is captured, how knowledge is formally

Credits (ECTS)

6
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Learning outcomes

represented using various formalisms, such as frames, ontologies,
deductive and production rules, representation, and finally how
knowledge is used for reasoning with the above knowledge
representation formalisms. The core theme of the course covers
extensively information and knowledge representation and
interchange technologies in the Web, such as information
representation using XML, information processing using
XPath/XSLT, metadata representation using RDF, vocabulary
descriptions using RDF Schema, and finally, knowledge
representation in the web, using ontologies (OWL), and rules
(SWRL, OWL2 RL, RIF). During the course various knowledge
management web systems and tools are demonstrated and
practiced.
On completing the course participants will:
•
•
•

Description

Acquire essential skills on Knowledge Management Systems
Comprehend web Knowledge Management languages and
technologies, including XML, XPath, XSLT, RDF, RDFS and OWL
Experiment with creating their own Knowledge Management
systems through a carefully selected series of assignments.

Basic concepts of Knowledge and Knowledge Management

Architecture and Life Cycle of Knowledge Management Systems;
Knowledge capture
Knowledge representation and reasoning: Frames, Ontologies,
Deductive and Production Rules
Web Knowledge Management languages and technologies: XML,
XPath, XSLT, RDF, RDF Schema and OWL

Form of grading

Demonstration and practice of various web Knowledge Management
systems (XML editors, XPath/XSLT processors, Ontology/Rule
editors, Reasoners, Rule engines).

Additional comments
Name of the course

Multimedia Compression and Processing

Aims, objectives

In security applications, multimedia is a special type of data that
require to be processed using advanced techniques. Surveillance
and biometric data, photos, audio and video, documents etc. are
sources of potential threats and possible evidence for crimes. This
is a multimedia course with focus on compression and sensing, that
examines analysis and testing of multimedia storage and
communication networks for security vulnerabilities. It tackles the
problem of multimedia processing in two ways; how to ensure
secure use of multimedia and how to use multimedia in security
applications. Sensor networks are an emerging technology that
applies to many security applications, such as smart transportation

Credits (ECTS)

6
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Learning outcomes

systems, homeland security and surveillance etc. Topics covered
include compression technologies and algorithms (such as MPEG),
copyright protection, sensor networks data management, signal
processing, secure media streaming, encryption, compression
algorithms and formats, broadcast encryption, image and video
enhancing, object and facial recognition, watermarking and
signatures are some of the topics covered in this course.

Description

Form of grading

Additional comments
Name of the course

Green ICT

Aims, objectives

The aim of the course is to present how information and
communication technology (ICT) can be used as a tool to provide
low carbon and sustainable growth in industrial and commercial
sectors of the economy (Green ICT). The course introduces the
most modern techniques of ICT systems that can be applied in a
direct, indirect and systematic way, following the guidelines of the
European Union for energy efficiency of a 20% improvement by
2020. Energy management and optimization can enhance the
profitability of an industry or commercial unit in the long run and
reduce the environmental impact.

Credits (ECTS)

Learning outcomes

6

On completing the course, the participants will:

•
•
•
•
•

Description

Understand the basics of Sensor Networks
Learn how Information Systems can be integrated into current
Energy Management systems
Learn how to reduce operational expenditure and the carbon
footprint of data centers and telecommunication networks
Learn how ICT penetrates into different sectors of the economy
to reduce carbon emissions
Be acquainted with real-life Energy Information Systems.

Sensor Networks and Advanced Metering Infrastructure
Telecommunication infrastructures & data canters
Green data centers

Energy efficient networking (wired and wireless networks)

Introduction to smart Buildings, Evolution of Building Automation
Systems toward the Web, the Smart Grid and Intelligent
Transportation Systems
Energy and Facility Data Processing. Analysis and Decision Making,
Optimizing the Value of Web-based Energy information.
Examples of Energy Information Systems.
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Form of grading

Additional comments
Name of the course

Intrusion Detection and Event Management

Aims, objectives

When implementing ICT security solutions and policies, Intrusion
Detection Systems (IDS) have a central role. This course covers the
main types of IDSs, their architecture and principles of operation,
history and state-of-the-art of IDSs, intrusion and anomaly
detection algorithms and tools. Different types of attacks and
threats will also be explained, such as malware, viruses, spyware
etc. Finally, Security Event Management (SEM) involves the use of
tools and techniques to capture, interpret and subsequently take
actions against various security incidents. A SEM system
centralizes the storage and interpretation of logs and allows near
real-time analysis, which enables security personnel to take
defensive actions more quickly. Examples of resources that can be
exploited are network and system logs, reporting tools, usage of
contextual and identity information.

Credits (ECTS)

Learning outcomes

6

Description

Form of grading

Additional comments
Name of the course

Legal and Ethical Foundations of Privacy and Security

Aims, objectives

Information security management entails a multitude of legal and
ethical issues. Whether for individuals or organizations,
information is often sensitive and valuable, therefore information
access and usage of such an asset should follow a set of rules and
regulations that protect the privacy and safety of their owners. This
course also discusses the impact of ICT on the substantive law of
Europe and the United States, and analyses the socio-legal effects of
regulatory structures on the development of the Internet
community. It eventually aims to explain basic legal and ethical
issues and principles, according to European and US law and
regulations.

Credits (ECTS)

Learning outcomes

6

On completing the course students will be able to:
•
•

Identify potential legal and ethical issues regarding privacy and
security
Understand several issues concerning digital property and
intellectual property rights
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•
Description

Gain essential skills in electronic contracts and patents for
modern ICT infrastructure development

Introduction to Computers, Cyberspace and Internet Technology:
How they developed and what role they play in modern society
Digital Property - Regulating the Digital Environment

Cyber harms: Viruses, Denial of Service Attacks and Hacking;
Terrorist Websites; Obscene and offensive content; Libelous
materials and Spam
Privacy & Surveillance: Online Privacy, surveillance, commercial
data gathering and Encryption; Data Protection and Data Security;
Technologies to track and trace individuals offline

Intellectual Property Rights: Copyright in computer software;
Patenting software applications; Trade Marks and Domain Names,
internet keyword searches and trade marks
The New Intellectual Property: Peer-to-Peer Systems
Form of grading

Electronic Contracts; Digital Signatures. International Aspects: IPL
and choice of law; Internet Regulation ICANN, WIPO and the
registrars

Additional comments

4.1.4

Information Management and IT Security master’s degree program [7]

Name of the course

Selected Topics in Information Management and Security 1

Aims, objectives

The course provides background information and basic knowledge
about cyber-attack types (Attack Vectors), explains their impact
and the consequences for individuals and companies. It teaches
fundamental concepts to proactively or reactively counteract cyber
threats.

Credits (ECTS)

Selected attack vectors are also illustrated with live
demonstrations. Thus, an overall understanding of IT security,
which is applicable in practice is imparted.

Learning outcomes

It is not the aim of this course to convey deep technical knowledge
of exploit techniques or types of attacks, but the LV focuses on
fundamentals and protection methods, and shows the limitations of
conventional protection technology (e.g. anti-virus solutions,
firewalls, etc. ...)
After passing this course successfully students are able to ...
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- describe major cyber-attack vectors and interpret variants

- explain the functionality of cyber-attacks to classify attack attempts
- describe the impact to persons and organizations

- explain the attack vectors to non-experts as a taxonomy to enable
her/him to understand risks and threats and deduce appropriate
actions
Description

- compare the effectiveness of technical security concepts (firewalls,
IDS, AV, …) to increase the probability of defeating any attack
Background knowledge for

- Cyber-Crime and Cyber-War

- Structure, organization and mode of operation of cyber-gangs

Functionality, methods, implementation and early detection of the
following threats and attacks:
- Drive-By Downloads,

- Watering Hole Attacks, T

- targeted attacks with spear-phishing
- traditional phishing attacks,

- Distributed Denial of Service

- Malware und malware-variants (Trojans, rootkits, virus, worms, …)
- Denial of Service (DDoS, Flooding, …)

Form of grading

Additional comments
Name of the course
Credits (ECTS)

Aims, objectives

Learning outcomes

- Attacks on web-applications
End exam by seminar work
Data Management

After passing this course successfully students are able to ...

- use suitable methods for information collection and to classify the
information
- perform statistical analyzes and interpret results correctly

- use data analysis as an essential input for the development of
technical concepts
- implement data evaluation during software life cycle
Description

- explain the basics of a data warehousing system

Software life cycle, documentation, Classification, acquisition of
information, analyzing data - statistics
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Form of grading
Additional comments

Introduction to data warehousing, Data warehouse architecture,
Data warehouse design, ETL process
- Homework
- test

Name of the course

Data Management

Aims, objectives

In the course the students get to know main principles of leading
teams.

Credits (ECTS)

Learning outcomes

Description

After passing this course successfully students are able to ...

- explain the role of leadership in the different stages of team
development (for example by Tuckman) and to derive relevant
leading actions (for example directive leadership in the forming
phase).
- diagnose dynamics in project teams using models (for example
Rank Dynamics, Drama Triangle, TZI) and to develop and argue caserelated concrete opportunities for activities (for example delegation
of responsibility, critical discussion).
- Leadership styles and actions (in leading projects teams)
- Leadership tools in project teams
- Consequences of not leading

- Role conflicts "colleague" and "project leader"
Form of grading

Additional comments

- Conflicts and difficult situations in leading project teams
Presentation of the particular case studies.

Name of the course

Information Management

Aims, objectives

- Explanation of basic ideas and concepts of information and
process management

Credits (ECTS)

Learning outcomes

- Introduction in knowledge management

- Security-related issues regarding the "regular" usage of
information as well as other aspects of information management

- Advanced basics of information-management (relevant for
businesses)
- Information management model

- Process-management and knowledge-management
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- Ongoing changes of the classic

- Information management-paradigms provoked by Web 2.0
- IT-Strategy
Description

Form of grading

Additional comments

- IT-Governance & IT-Controlling

After passing this course successfully students are able to ...

- formulate and motivate requirements for information
management – based on an understanding of information
management being the essential foundation of any operational
management

- identify the interrelations of information and security management
and to deduce essential principles for a secure information
management from that.
reading-tests, homework and end exam

Name of the course

Intercultural Communication

Aims, objectives

We aim at raising intercultural awareness and broadening the
students’ horizons

Credits (ECTS)

Learning outcomes

Description
Form of grading

Additional comments

After passing this course successfully students are able to ...

- interpret the challenges of communicating with members of other
cultures
- describe the potential of working in an intercultural team

- Terms and theories of culture: Johari window, Iceberg theory etc.
- Manifestations of culture

- Inside and outside perspectives on culture

active participation in class activities and timely completion of
assignments

Name of the course

IT Security

Aims, objectives

Tour across the fundamentals of IT-security for the purpose of
repetition and consolidation: crypto methods, authentication,
access control, network security, internet security, actual threats.

Credits (ECTS)

Learning outcomes

After passing this course successfully students are able to ...

- differentiate and to characterize cryptographic methods in
reference to the basic information security attributes.
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- distinguish and evaluate mechanisms, concepts and models of
access control in consideration of identification, authentication and
rights management (also in distributed environments).
- identify requirements of communication security (networks,
services, distributed systems) and to describe needed methods and
protocols.
Description

- categorize common vulnerabilities and threats on the basis of
actual incidents.
Consolidation of crypto methods:

- symmetric vs. asymmetric algorithms

- signatures

- authenticity

- key-management and -infrastructures

Access control:

- identification and authentication

- AAA-systems in distributed environments

- single sign on

- authorization and rights-management

- security concepts and models

- trusted computing

- firewalls and ids

Network security:
- categorization

- OSI-security architecture

- security problems of TCP/IP

- tunneling-protocols (L2TP, IPsec/IKE, TLS)

- mechanisms and applications (SSH, S/MIME, PGP)

- wlan-security

- security issues of internet services and web-applications

Actual threats:

- secure programming
- malware

Form of grading

Additional comments

- actual reports

Course immanent assessment, presentation and end exam
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Name of the course

Project 1

Aims, objectives

Planning and implementation of simple R&D projects in small
teams. In the first part a state of the art analysis is done and
application scenarios and functional requirements are defined.

Credits (ECTS)

Learning outcomes

After passing this course successfully students are able to ...

- do a state of the art and a market analysis based on the problem
description

- define application scenarios and functional requirements for the
project
- elaborate vision, description, goals and project environment as part
of a first version of the project handbook
Description

- write a simple scientific paper based on the first results
- Planning and implementation of R&D projects in teams
- Maintain a project handbook

- State of the art analysis (scientific, technical)

- Market analysis

- Definition of application scenarios

Form of grading

Additional comments

- Definition of functional requirements

Remarks are given as a combination of project results and project
management.

Name of the course

Project Management 1

Aims, objectives

The training shows the special aspects of the project management.
The content of this course is based on the PMI Standard, expanded
with lectures about agile methods, cost estimation and team work.

Credits (ECTS)

Learning outcomes

After passing this course successfully students are able to ...

- to name basic processes and standards of project management

- to name the sub-processes of the PMI with their essentially input
and output factors
- to name and use selected methods and techniques of Project
management
Description

- to select and bring to use an appropriate procedure for processing
a project
Project management, PMI, PMBOK, 5th edition:

- Project Management Basics and organizational aspects
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- Project Integration Management
- Project Scope Management
- Project cost estimate

- Project process models
- agile methods

- Project Time Management
Form of grading
Additional comments

- Project Stakeholder Management
- Case Study

- Presentation
- End exam

Name of the course

Security Structures

Aims, objectives

The goal of the module is to treat relevant aspects of information
security so that in terms of learning projects applying relevant
remuneration are discussed. In addition, basic knowledge is
provided, which serve to identify information security as an
interdisciplinary task in the context of security-relevant processes.

Credits (ECTS)

Learning outcomes

After passing this course successfully students are able to ...

- nominate essential security risks in the use of information and
communication systems and the fundamental security mechanisms
- describe the common methods for risk and security analysis

Description

- nominate the basic principles of information security and data
protection
- Information Security Management:
- Overview and Objectives

- National und international frameworks for information security
management:
- Austrian Information Security Manual,

- Germany Federal Office for Information Security – Baseline
Protection Manual,

- ISO/IEC 2700n – „Information Technology – Security Techniques –
Information Security Management Systems – Series “,
- ISO/IEC 2000 – „Information Technology – Service Management “,
- ISO 31000 – „Enterprise Risk Management “,

- USA National Institute of Standards and Technology – NIST 800-30
Risk Management, ENISA Risk Management,
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- Menaces Informatiques & Pratiques de Sécurité Glossaire des
menaces – MEHARI,

- The Operationally Critical Threat, Asset, and Vulnerability
Evaluation (OCTAVE) - Carnegie Mellon University
- Payment Card Industry Data Security Standard (PCI-DSS)
Form of grading

Additional comments

- In the exercises, the emphasis is on hands-on training using
practical case studies in the context of guided small projects.
Course immanent assessment method in the learning projects with
presentations and written partial / final exam.

Name of the course

Introduction to Quantum Cryptography

Aims, objectives

Basic concepts of quantum mechanics will be learned to
understand different quantum cryptography protocols.

Credits (ECTS)

Learning outcomes

After passing this course successfully students are able to ...
- analyze quantum cryptography and its application

- apply basic concepts of quantum mechanics, like Entanglement,
superposition, and the wave function in the context of quantum
cryptography.
- explain the difference between BB84-protocol and the Ekertprotocol
Description
Form of grading

Additional comments

- classify market-ready solutions, their functionality and efficiency.
- Introduction to quantum mechanical methods.
- concept: state, interference, entanglement
- protocols of quantum cryptography
End exam

Name of the course

Computer Forensics

Aims, objectives

The computer forensic discipline deals with preservation and
analysis of a large variety of digital evidence and where they
potentially can be found.

Credits (ECTS)

Learning outcomes

After passing this course successfully students are able to ...
- describe challenges and constraints
- apply forensic best practices
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- use essential elements for an efficiently cooperation with legal
professionals
- apply appropriate methods to preserve volatile evidence
Description

- integrate the forensic knowledge into corporate incident response
processes
- real forensic cases

- requirements of legal professionals

- expert witness approach
- evidence preservation

- forensic investigation and the incident response process

- systematic work in computer forensics
- forensic investigation
- case management

Form of grading
Additional comments

- e-Discovery

- continuous assessment of classroom participation
- oral examination after course completion

- optional lab challenges depending on number of enrolled students

Name of the course

Requirements Engineering

Aims, objectives

Requirements engineering is the first step in a systematic and
structured systems development.

Credits (ECTS)

Learning outcomes

Description

It defines the scope of the project and provides a common basis for
communication between all disciplines involved in the project.
Preparation for the IREB CPRE Foundation Level.

After passing this course successfully students are able to ...

- systematically record, document, evaluate and maintain
requirements for products / systems / projects.
- use requirements engineering for quality assurance in projects.
- Introduction and foundations
- System and System Context
- Requirements Elicitation

- Requirements Documentation

- Documentation of Requirements using Natural Language
- Model-based Documentation of Requirements
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- Requirements validation and negotiation
- Requirements Management
Form of grading

Additional comments

- Tool Support

Case Studies, oral examination

Name of the course

Security Architectures with Firewall Technologies

Aims, objectives

Introduction to firewall techniques and architectures.

Credits (ECTS)

Learning outcomes

After passing this course successfully students are able to...
- explain basics of firewall infrastructures
- design and plan a secure network

- characterize the difference between open source and professional
firewalls
- explain and practically implement VPN

- technically describe and use encryption technologies

Description
Form of grading

Additional comments

- describe challenges of secure cloud computing

Firewall architectures, NAT, IPsec, VPN, Open source Firewalls
(IPTables, …)

Professional Firewalls, IPS, Traffic Analysis, Traffic Control, Cloud vs.
Virtual vs. Physical Firewalls
Course immanent assessment method, answering questionnaire and
working on use-cases.

Name of the course

White Hat - Offensive Security 1

Aims, objectives

Introduction to firewall techniques and architectures.

Credits (ECTS)

Learning outcomes

After passing this course successfully students are able to ...
- perform the different phases of penetration testing

- assign and use tools for the various phases of penetration testing

- find and develop an exploit for simple Buffer Overflows in
applications
Description

- adapt source code of exploits so that they apply for the IT System
they are pen testing
- Information Gathering
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- Port Scans
- Spoofing

- Buffer Overflows
- Exploits

Form of grading

Additional comments

- File Upload

Exercise documentation

Name of the course

Advanced English Communication

Aims, objectives

We aim at conveying the language-related criteria and techniques
required for leading and participating in discussions and writing a
summary on current issues and topics in the Cell and Tissue
Engineering profession

Credits (ECTS)

Learning outcomes

Description

After passing this course successfully students are able to Upon
completion of this course, the students will be able to:
- Lead a professional discussion in English, i.e. to apply appropriate
language and techniques for effective research, formulation of
questions, moderation, summarizing etc.;
- Write a summary of the facts and main arguments

- Language and techniques for leading a professional discussion

- Defining, researching, presenting, and leading a discussion on an
appropriate professional topic;

- Vocabulary work-up based on research sources for the discussion
topic
Form of grading

Additional comments

- Writing a summary of the main facts and arguments pertaining to
the discussion topic

Course immanent assessment method, i.e. active participation in
class activities and timely completion of assignments

Name of the course

Selected Topics in Information Management and Security 2

Aims, objectives

The course provides background information and basic knowledge
about cyber-attack types (Attack Vectors), explains their impact
and the consequences for individuals and companies. It teaches
fundamental concepts to proactively or reactively counteract cyber
threats.

Credits (ECTS)
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Selected attack vectors are also illustrated with live
demonstrations. Thus, an overall understanding of IT security,
which is applicable in practice is imparted.

Learning outcomes

It is not the aim of this course to convey deep technical knowledge
of exploit techniques or types of attacks, but the LV focuses on
fundamentals and protection methods, and shows the limitations of
conventional protection technology (e.g. anti-virus solutions,
firewalls, etc. ...)
After passing this course successfully students are able to ...

- describe major cyber-attack vectors and interpret variants

- explain the functionality of cyber-attacks to classify attack attempts
- describe the impact to persons and organizations

- explain the attack vectors to non-experts as a taxonomy to enable
her/him to understand risks and threats and deduce appropriate
actions

Description

- compare the effectiveness of technical security concepts (firewalls,
IDS, AV, …) to increase the probability of defeating any attack
Background knowledge for

- Cyber-Crime and Cyber-War

- Structure, organization and mode of operation of cyber-gangs

Functionality, methods, implementation and early detection of the
following threats and attacks:
- Drive-By Downloads,

- Watering Hole Attacks, T

- targeted attacks with spear-phishing
- traditional phishing attacks,

- Distributed Denial of Service Angriffe

- Malware und malware-variants (Trojans, rootkits, virus, worms, …)
- Denial of Service (DDoS, Flooding, …)

Form of grading

Additional comments

- Attacks on web-applications
End exam by seminar work

Name of the course

Applied Information Security

Aims, objectives

Overview of actual security risks and analysis of newest
investigation reports. In addition to this students have to analyze,
interpret and present actual security bulletins - and to write a term
paper.

Credits (ECTS)

544088-TEMPUS-1-2013-1-SI-TEMPUS-JPHES

Learning outcomes

After passing this course successfully students are able to ...
- describe actual state of cyber threats.

- interpret a security incident.

- analyze a security incident in regard to technical aspects.
Description
Form of grading
Additional comments

- explain complex coherences tailored to the target group's specific
requirements.
• Latest Security- resp. Cyber-Reports
• Latest security threats

• Presentation to specific audiences
- Continuous assessment
- Presentations
- Term paper

Name of the course

Information Security Management

Aims, objectives

The goal of the module is to treat relevant aspects of information
security so that in terms of learning projects applying relevant
remuneration are discussed. In addition, in-depth knowledge is
provided, which serve to design information security as an
interdisciplinary task in the context of security-relevant processes
to plan, to do, to check and to improve (act).

Credits (ECTS)

Learning outcomes

After passing this course successfully students are able to ...

- essential security risks in the use of information and
communication systems and the fundamental security mechanisms
to describe,

- methods to describe the assessment of security risks and to explain
the use,
- the project even and consistent process approach in risk and
security analysis to describe and explain the implementation,

- the principles of information security and data protection target
groups and to describe specific,
Description

- the organizational integration, the responsibilities and quality
assurance groups to describe and explain the measures to
implement
Identification of differences in the characteristics, requirements and
specification of the frameworks:
- Austrian Information Security Manual,
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- Germany Federal Office for Information Security – Baseline
Protection Manual,
- ISO / IEC 27001 - "Information Technology - Security Techniques Information Security Management System"

- Control Objectives for Information and related Technology (COBIT)
- Payment Card Industry Data Security Standard (PCI DSS)

Identification of the interface and the applications with the
frameworks:
- ISO / IEC 2000 - "Information Technology - Service Management"
- ISO 31000 - "Enterprise Risk Management"

- ONR 49000 standard series "Risk management for organizations
and systems “
In the exercises, the emphasis is on hands-on training using:

- the correct choice of procedure for the creation of an information
security plan, taking into account the possible frame work,
- the creation of information security guidelines,

- the development of an appropriate organizational concept,

- creating a catalog of measures for the implementation of
information security

Form of grading

a practical case study as part of guided small projects.
Moodle tests: 60%

seminar thesis: 25% (weighting: 0.7 quality and elaboration or style:
0.3)
presentations: 15% (the weighting in the presentation: 0.7 quality
and elaboration or style: 0.3)

Additional comments

denomination: up 50.0% = 5, to 62.5% = 4, to 75.0% = 3, up 87.5% =
2 to 100% = 1

Name of the course

Information Systems and IT-management

Aims, objectives

Operation of information systems considering the aspects of
human/organization/technology as well as IT-management
supporting and thriving an up-to-date corporate management

Credits (ECTS)

Learning outcomes

After passing this course successfully students are able to ...
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- analyze the information systems of a company in regards to their
operational and integrational interdependencies.
- analyze the market forces imposed on any given company and
derive the strategic tasks of IT-management from that.
Description

- structure the tasks of a CIO based on the overall targets of a
company and prioritize them.
- Information systems in the managerial context: spirit and purpose,
organizational and strategic context
- Classification of applications

- Integrated information processing:
- Dimensions of integration

- Pros and cons

- Descriptive models

- Specialized corporation-wide applications: ERP, SCM, CRM
- IT-Management:

- A CIO’s portfolio of tasks

- Impact of outsourcing and market forces on IT-management

- Harmonization und consolidation of IT-systems
- Complexity management

Form of grading

Additional comments

- Basics of ITIL

reading-tests, homework and end exam

Name of the course

IT Law

Aims, objectives

Teaching of information concerning society relevant legislations.

Description

E-Commerce Act

Credits (ECTS)

Learning outcomes

After passing this course successfully students are able to
Understanding of applicable law.
IP Rights

Telecommunication Act
Form of grading

Additional comments
Name of the course

Media Act
Exam

Project 2
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Credits (ECTS)

Aims, objectives

Learning outcomes

Planning and implementation of R&D projects in small teams. In
the second part detailed planning and the implementation is done.
After passing this course successfully students are able to ...

- transfer functional requirements into a detailed implementation
plan
- estimate and plan time and resources

Description

- implement requirements according to plan

- Planning and implementation of R&D projects in teams
- Maintain a project handbook

- Detailed specification

- Time and resource planning

Form of grading

Additional comments

- Implementation of the requirements according to the plan

Remarks are given as a combination of project results and project
management.

Name of the course

Project Management 2

Aims, objectives

Projects in the areas of Information Management and IT-Security,
combined with a lecture in specific topics in these areas

Credits (ECTS)

Learning outcomes

After passing this course successfully students are able to ...
- plan projects considering risks and costs.

- define the quality of projects

- plan and implement reviews in projects.
Description

- write Documentation in agile projects and adapted to the project
context.
Project management from view of the project controlling:
- Processes for problem solving
- risk management

- cost management

- quality management
- project reviews

Form of grading

- documentation for agile projects
Case Study

Presentation
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Additional comments

End exam

Name of the course

System Integration

Aims, objectives

This lecture conveys the most important concepts of system
integration and practices them in the course of a web service
implementation

Credits (ECTS)

Learning outcomes

Description

After passing this course successfully students are able to ...

- explain the subtasks and most important concepts (distribution,
middleware, enterprise application integration, workflows, web,
service orientation) of system integration and describe their
interrelations• describe the web service technology stack
- develop a simple web service and integrate several web services in
a simple web or mobile application
- Distributed Information Systems
- Middleware

- Enterprise Application Integration

- Web Application Integration

- Web Services: Basic technologies and coordination protocols

Form of grading
Additional comments

- BPEL: Web service workflows

- Continuous immanent assessment
- Lab project

- Complementary written exam

Name of the course

Big Data and Data Retrieval

Aims, objectives

The course gives an insight into the methods of data and
knowledge extraction from different data sources. Emphasis is
given to areas of (internet) search engines and Big Data systems,
primarily Hadoop. Examples of data analytics methods are
discussed in more detail.

Credits (ECTS)

Learning outcomes

After passing this course successfully students are able to ...

- characterize the terms Big Data, Data Mining and Information
Retrieval and use related procedures and methods
- assess the technical basics of search engines

- use Hadoop as a basis for simple Big Data applications
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- assess processing steps in a data mining process
Description

- easily go through similar topics independently and incorporate
specific knowledge into known basics
- Introduction to topics of Information Retrieval and Data Mining

- Basic models of Information Retrieval (Boolean Model, Vector
Space Model, Probabilistic Model)
- Insights into Big Data techniques (Hadoop, MapReduce, HDFS,
Hadoop ecosystem)

Form of grading
Additional comments

- Special topics depending on the interest of students in the fields of
crawling, indexing, ranking, clustering, classification, big data
analytics, machine learning, processing of unstructured data,
various methods of mining and retrieval, various tools
- Exercises

- Short presentations

Name of the course

CISSP Introduction

Aims, objectives

The course covers the 10 common bodies of knowledge of CISSP.
All topics are presented in an overview, some selected are covered
in depth.

Credits (ECTS)

1. Security and Risk Management
2. Asset Security

3. Security Engineering

4. Communications and Network Security
5. Identity and Access Management
6. Security Assessment and Testing
7. Security Operations
Learning outcomes

8. Software Development Security

After passing this course successfully students are able to ...
- to explain how the CISSP exam works

- enumerate typical question types and give examples

- reproduce selected expertise in the necessary depth for CISSP
Description

- to restructure the content of CISSP domains not covered in class
and prepare for certification by develop typical CISSP questions.

The course is a first preparation for the CISSP certification. The
content is therefore the aligned to ISC2’s 8 domains.
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We will cover a selection of following topics; the topics are a
verbatim
copy
of
ISC2
https://www.isc2.org/cisspdomains/default.aspx
Security and Risk Management (Security, Risk, Compliance, Law,
Regulations, and Business Continuity)
- Confidentiality, integrity, and availability concepts

- Security governance principles

- Compliance

- Legal and regulatory issues

- Professional ethic

- Security policies, standards, procedures and guidelines
Asset Security (Protecting Security of Assets)
- Information and asset classification

- Ownership (e.g. data owners, system owners)
- Protect privacy

- Appropriate retention
- Data security controls

- Handling requirements (e.g. markings, labels, storage)
Security Engineering (Engineering and Management of Security)
- Engineering processes using secure design principles

- Security models fundamental concepts
- Security evaluation models

- Security capabilities of information systems
- Security architectures,
vulnerabilities

designs,

- Web-based systems vulnerabilities

and

solution

elements

- Mobile systems vulnerabilities

- Embedded devices and cyber-physical systems vulnerabilities

- Cryptography

- Site and facility design secure principles
- Physical security

Communication and Network Security (Designing and Protecting
Network Security)
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- Secure network architecture design (e.g. IP & non-IP protocols,
segmentation)
- Secure network components

- Secure communication channels

- Network attacks

Identity and Access Management (Controlling Access and Managing
Identity)
- Physical and logical assets control

- Identification and authentication of people and devices
- Identity as a service (e.g. cloud identity)

- Third-party identity services (e.g. on premise)
- Access control attacks

- Identity and access provisioning lifecycle (e.g. provisioning review)
Security Assessment and Testing (Designing, Performing, and
Analyzing Security Testing)
- Assessment and test strategies

- Security process data (e.g. management and operational controls)

- Security control testing

- Test outputs (e.g. automated, manual)

- Security architectures vulnerabilities

Security Operations (Foundational Concepts,
Incident Management, and Disaster Recovery)
- Investigations support and requirements
- Logging and monitoring activities

- Provisioning of resources

- Foundational security operations concepts

- Resource protection techniques
- Incident management

- Preventative measures

- Patch and vulnerability management

- Change management processes
- Recovery strategies

- Disaster recovery processes and plans
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Investigations,

- Business continuity planning and exercises
- Physical security

- Personnel safety concerns
Software Development Security (Understanding, Applying, and
Enforcing Software Security)
- Security in the software development lifecycle
- Development environment security controls
- Software security effectiveness
Form of grading

Additional comments

- Acquired software security impact
Multiple Choice Exam (CISSP Style)

Name of the course

Detection and Prevention of Cyber Attacks

Aims, objectives

Early detection of (successful Cyber-attacks) have become essential
to cope with data leakage and advanced persistent threats. Many of
the traditional security systems (anti-virus, IPS, firewalls,.) are no
longer able to successfully detect or prevent these cyber-attacks.
during this course modern attack methods and
detection/mitigation methods will be presented.

Credits (ECTS)

Learning outcomes

After passing this course successfully students are able to ...
- show the limits of traditional security systems

- to explain new advanced methods of cyber attacks
Description

Form of grading

Additional comments

- To detect and analyze cyber-attacks on the basis of current
methods
Modern methods of cyber-attacks and APT (advanced persistent
threats), industrial espionage
Seminar thesis

Name of the course

ITIL Foundation

Aims, objectives

ITIL is the most relevant framework for IT Service Management.
Many companies worldwide rely on ITIL as a source of good
practices to improve their capabilities in terms of providing value
to their clients in the forms of IT services.

Credits (ECTS)
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Learning outcomes

This class provides basic insights into the concepts of IT Service
Management based on ITIL. Terms and definitions that serve as a
cornerstone are introduced and subsequently all relevant
processes are discussed – complemented by examples and insights
gained from practical experience.
After passing this course successfully students are able to ...
- enumerate the different lifecycle phases of ITIL,

- assign the processes and functions to the corresponding lifecycle
phases,

- illustrate the task sequences and activities necessary to render the
processes
- reproduce the definitions introduced by ITIL
Description

Form of grading
Additional comments

- elaborate on benefits and feasible risks during the establishment of
IT Service Management

- General overview of IT Service Management including the
evolution of ITIL and the concept of “adopt and adapt”
- Introduction into the basic concepts of IT Service Management and
the ITIL Life Cycle

- Discussion of the five core books: Service Strategy, Service Design,
Service Transition, Service Operations und Continual Service
Improvement

The exam will be administered as an open book exam. Multiple
choice questions and some open questions need to be answered to
pass the exam. The actual procedure will be discussed and agreed
during the first class.

Name of the course

Security aspects of Cloud Computing

Aims, objectives

In the course of this lecture, we will intensively discuss security
and privacy aspects of cloud computing. After an introduction to
cloud architectures and use cases in practice, we will cover the
following topics:

Credits (ECTS)

- Common cloud architectures
- Data security
- Privacy

- Infrastructure Security

- Access control and authentication
Learning outcomes

Intrusion detection and forensics

After passing this course successfully students are able to ...
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- explain security and privacy aspects of cloud computing

- evaluate cloud providers and architectures with respect to security
and privacy aspects
- develop cloud migration strategies

- develop access control concepts in cloud-based systems
Description

- evaluate data administration aspects in clouds
- Cloud Computing Basics
- Cloud Architectures

- Use cases in practice

- Security risks and attacks

- Data security and privacy aspects of cloud computing

- Access control and authentication in cloud-based systems
Form of grading

- Intrusion detection and cloud forensics

After passing this course successfully students are able to ...
- explain security and privacy aspects of cloud computing

- evaluate cloud providers and architectures with respect to security
and privacy aspects
- develop cloud migration strategies

- develop access control concepts in cloud-based systems
Additional comments

- evaluate data administration aspects in clouds

Name of the course

Web Application Security

Aims, objectives

This course imparts practical and theoretical knowledge about
Security in Web-Applications (HTTP/S). The student learn how
hackers work when they attack Applications and how they can
protect them.

Credits (ECTS)

Learning outcomes
Description

After passing this course successfully students are able to
Testing Web-Applications pertaining to secure it
Improving the security of Web-Applications
Cross Side Scripting (XSS)
SQL-Injection
RCE

CSRF
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LFI/RCE
Form of grading
Additional comments

XXE

Exercises

Collaboration

Name of the course

White Hat - Offensive Security 2

Aims, objectives

The course provides a basic introduction to the field of IT
penetration test systems with focus on the post-exploitation phase.

Credits (ECTS)

Learning outcomes

After passing this course successfully students are able to ...
- perform the different phases of penetration testing

- assign and use tools for the various phases of penetration testing

- find and develop an exploit for simple Buffer Overflows in
applications
Description

- adapt source code of exploits so that they apply for the IT System
they are pen testing
- Vulnerability Scanner
- Metasploit

- Privileged Escalation
- DLL Hijacking
- DLL Injection

- Application Backporting
Form of grading

Additional comments

- Antivirus Evasion

Exercise documentation

Name of the course

Current Topics in Information Management and Security

Aims, objectives

The course provides a brief theoretical overview of privacy or
account privacy enhancing technologies (PET) and allows students
to experiment with different system and evaluate them.

Credits (ECTS)

Learning outcomes

After passing this course successfully students are able to ...

- explain the theoretical concepts of homomorphic cryptography, kanonymity and l-diversity
- use Tor in a secure way and explain its configuration
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Description

- evaluate different privacy and crypto tools such as OTR, Pond,
Flock, Redphone, Textsecure, prism-break, secure messenger
- Homomorphic Cryptography,
- k-anonymity & l-diversity,

- Differential privacy

- Identity management & Pseudonmity
- Access management

- System Architectures for identity management systems
- Tor – The Onion Router

- Online anonymity & Web Privacy, Fingerprinting, Metadata,
Censorship
- Certificate Trust Model

- Applied examples: Kerberos, OAuth, Mozilla Persona, Facebook
Connect etc.
Form of grading
Additional comments
Name of the course
Credits (ECTS)

Aims, objectives

Learning outcomes

- Crypto tools (OTR, Pond, Flock, Redphone, Textsecure, prismbreak, secure messenger)
- Presentation in groups

- Written assignment and documentation of practical work
- Written final exam.

Applied Corporate Management
After passing this course successfully students are able to ...

- formulate visions as a basis of a corporate strategy taking into
account the performance criteria’s.

- explain the types of business strategies and their orientation in
distinguishing market and critical success factors of the strategies.
- identify the essential elements of a business model and define the
structure of a business-plan.

- explain the elements of an IT Strategy and the relationship to the
overall strategy.
- establish the importance of corporate governance in companies.

- recognize the importance and the impact of information security
within the company and to describe the preventive measures.
- appoint examples for IT value proposition for the company.
- describe applicable instruments for change management.
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- identify different organizational systems and describe the
difference of organizational and operational structures.
- formulate the benefits of the use of indicators for controlling a
company or their functional areas.
Description

- explain measures from crisis management to solution
management.
- Importance of a vision/mission of the corporate strategy
- Develop a corporaty strategy.

- Presentation of business models and business plans.
- Importance of corporate governance in companies
- The positioning of the information security.
- Value of IT to the business.

- Organizational systems and the differences between structural and
process organzations.

- The use of performance measurement systems and Balanced
Scorecard
- Instruments of Change Management.

Form of grading

Additional comments

- Crisis management – cases in companies.
End exam.

Name of the course

Business Continuity & Disaster Recovery

Aims, objectives

The goal of the module is to treat relevant aspects of business
continuity & Disaster recovery so that in terms of learning projects
applying relevant remuneration are discussed. In addition, in-depth
knowledge is provided, which serve to design business continuity &
Disaster recovery as an interdisciplinary task in the context of
security-relevant processes to plan, to do, to check and to improve
(act).

Credits (ECTS)

Learning outcomes

After passing this course successfully students are able to ...

- describe the essential use of business continuity planning and
disaster recovery planning and the basic mechanisms,

- explain the used methods to describe the assessment of business
continuity planning & disaster recovery planning,

- describe and explain the implementation of the project even and
consistent process approach of business continuity planning &
disaster recovery planning,

- describe specific principles of the business continuity planning &
disaster recovery planning target groups,
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Description

- describe and explain the measures to implement the organizational
integration, the responsibilities and quality assurance groups

Identification of differences in the characteristics, requirements and
specifications in terms of business continuity planning and disaster
recovery planning in the frameworks:
- Austrian Information Security Manual,

- Germany Federal Office for Information Security – Baseline
Protection Manual,
- ISO / IEC 27001 - "Information Technology - Security Techniques Information Security Management System"

- Control Objectives for Information and related Technology (COBIT)
- Payment Card Industry Data Security Standard (PCI DSS)

Identification of the interface as well as the possibilities in terms of
business continuity planning and disaster recovery planning in the
frameworks:
- ISO / IEC 2000 - "Information Technology - Service Management"
- ISO 31000 - "Enterprise Risk Management"

- ONR 49000 standard series "Risk management for organizations
and systems “
In the exercises, the emphasis is on hands-on training using:

- the correct selection of the procedure for creating a business
continuity plan and disaster recovery plan, taking into account the
possible frame work,

- creating a training concept for a business continuity plan and
disaster recovery plan
Form of grading

Additional comments

- performing an exercise for a business continuity plan and disaster
recovery plan
Evaluation of the project

Name of the course

Governance & Audit

Aims, objectives

Introduction into the topics governance & audits from the
perspective of a security professional

Credits (ECTS)

Learning outcomes

After passing this course successfully students are able to ...

- implement and continually improve IT Compliance & Governance
(Risk Management) in organizations/institutions with the aid of
security relevant standards and best practices
- analyze and evaluate security and quality requirements in
organizations/institutions based on internal or external audits
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Description
Form of grading

Additional comments

internal & external Audits, international standards & frameworks
(e.g. ISO 9001, 20000, 27001, ISAE 3402,...), standardization, IT &
enterprise risk management & governance
term paper, written exam

Name of the course

Specialization

Aims, objectives

Scientific analysis of special fields concerning the topics of the
individual master theses in small groups. Formulation of scientific
research question, literature research, state of the art and
discussion of current research results as input an possible basis of
the individual master theses.

Credits (ECTS)

Learning outcomes

Description
Form of grading

Additional comments

After passing this course successfully students are able to ...

- prepare scientific and practical principles, methods, technologies
and applications in the field of the respective master thesis

- use the results of LV to realize their master thesis according to the
requirements on a scientifically exalted level

Literature research and state of the art (list of literature), discussion
of scientific papers and developing synergies, work on scientific
questions and methodologies, Master Thesis proposal, Source and
knowledge map
course immanent

Name of the course

Cost Estimate and Feasibility Study of SW and ICT Projects in
Practice

Aims, objectives

This course shows up 12 different methods of software and IT
project estimation. It focuses on prediction of a projects size,
duration, costs and other important parameters.

Credits (ECTS)

Learning outcomes

After passing this course successfully students are able to ...

- estimate parameters of software projects in early project phases

- analyze typical risks during the preproject phase to prevent them
Description

- appropriately communicate the project size, duration and costs
12 Estimation Methods:
- Comparing Projects
- Proxy Methods

- Counting & Measuring & Calculating
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- Function Point Analysis
- Broadband Delphi, etc.

Project Management during the pre-project phase:
- Rapid Development
- Typical milestones

Form of grading

Additional comments

- ORDER Framework (Mahan Khalsa)

Teams prepare and hold presentations about various estimation
methods during the course.

Name of the course

Reverse Engineering and Malware Analysis

Aims, objectives

Cybercrime has become a big business segment and the amount of
malicious software is growing steadily. Although automated
processes are helping with detection, manual work still needs to be
done. Therefore, this course equips the students with the required
basic knowledge to analyze Windows-based malware on their own.

Credits (ECTS)

Learning outcomes

After passing this course successfully students are able to ...

- describe actions of a Windows executable with the help of analysis
tools,
- disassemble and debug Windows executables,

- explain relations between x86 disassembly and calls to Windows
API functions,
Description

- detect and bypass anti-analysis methods.

- Overview over static and dynamic analysis tools
- Crash course about x86 assembly

- Introduction to Windows internals
Form of grading

Additional comments
Name of the course
Credits (ECTS)

- Excerpt of methods to detect that an analysis is happening
Exercises after each lecture block
White Hat - Offensive Security 3

Aims, objectives

Learning outcomes
Description
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Form of grading

Additional comments
Name of the course
Credits (ECTS)

Aims, objectives

Learning outcomes

Scientific Work
After passing this course successfully students are able to ...

- autonomously write a scientific paper/thesis at master level,
adhere to the code of ethics, and to deliberate this process.
- review a different scientific paper/thesis.

Description

- present a scientific paper/thesis.

- Scientific working techniques and literature research

- Writing: Structure, State of the art, Related work, Reproducible
proof of concept.
- Writer’s block and writing techniques
- Peer Review

Form of grading

Additional comments

- Effective short presentations

Peer review of another master thesis

Name of the course

Communication in IT-Projects

Aims, objectives

The course imparts the participants basics about the efficient
cooperation of IT-experts and customers in IT-projects.

Credits (ECTS)

Learning outcomes

After passing this course successfully students are able to ...

- prepare the process and completion of a specific conversation with
non-experts (for example Harvard principled negotiation) and to
implement a close to reality goal-and partner oriented conversation.

- describe possibilities for contact support with conversation
partners and properly conversation accesses and to apply them
exemplarily.
Description

- analyze others and own interests, motives, resistance and
objections in IT-specific conversations and to describe constructive
behavior patterns.
- Negotiation strategies

- Goal-, partner- and resources-oriented conversation techniques
(verbal and nonverbal)
- Dealing with resistance and objections
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- Psychology of persuasion
Form of grading

Additional comments

- Impact of the own conversation behavior
continuous assessment

Name of the course

Master's Thesis

Aims, objectives

Scientific work based on relevant topic and writing of Master’s
thesis.

Credits (ECTS)

Learning outcomes

After passing this course successfully students are able to ...
- formulate a scientific question for a subject-specific topic
- apply scientific methods to the research question

Description

Form of grading

Additional comments

- write a research paper (Master’s thesis)
Writing the master thesis
Master Thesis

Name of the course

Master's Thesis Seminar

Aims, objectives

Preparing and discussing in-depth topics of the Master Thesis

Credits (ECTS)

Learning outcomes
Description

Form of grading

Additional comments

After passing this course successfully students are able to ...
- reflect and improve the Master thesis

Preparing and discussing in-depth topics of the Master Thesis
Course immanent assessment method

Name of the course

Scientific Writing

Aims, objectives

The focus of the course is an overview of academic language and
formal criteria required for writing and presenting a conference
paper, and writing an abstract

Credits (ECTS)

Learning outcomes

After passing this course successfully students are able to:

- structure a conference paper according to the formal criteria given
- write a conference paper according to the language related criteria
given
- write an abstract according to the formal related criteria given
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- write an abstract according to the language related criteria given
Description

- present a conference paper

- The role, content, structure, and style of a conference paper
- The role, content, style and types of scientific abstracts

- Language-related criteria of a conference paper and an abstract
- Writing a conference paper and abstract
Form of grading

Additional comments

- Presenting the conference paper

Active participation in class activities and timely completion of
assignments
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