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a greater need for a robust security infrastructure. The cyberspace is used for 

everything from storing an organization’s confidential data, to storing 

personal financial and health information. More connections make data more 

vulnerable to attacks, creating a growing need for individuals with 

cybersecurity skills. 
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1. Introduction to Applied Cybersecurity 

 
An Introduction to the explosion of the public Internet and e-commerce, private 

computers, and computer networks, if not adequately secured, are increasingly 

vulnerable to damaging attacks. Hackers, viruses, vindictive employees and even 

human error all represent clear and present dangers to networks. And all computer 

users, from the most casual Internet surfers to large enterprises, could be affected 

by network security breaches. However, security breaches can often be easily 

prevented. How? This book provides you with a general overview of the most 

common network security threats and the steps you and your organization can take 

to protect yourselves from threats and ensure that the data traveling across your 

networks is safe. 

Recent cyber-attacks and widely reported pervasive vulnerabilities highlight the 

rapidly changing cyber risk landscape. Financial institutions participating in 

information-sharing forums have improved their ability to identify attack tactics and 

successfully mitigate cyber-attacks on their systems. Additionally, these institutions 

have gained deeper insight into specific vulnerabilities and collected methods for 

identifying vulnerabilities on their systems and enhancing controls. 

1.1 Importance of Security 
 

The Internet has undoubtedly become the largest public data network, enabling and 

facilitating both personal and business communications worldwide. The volume of 

traffic moving over the Internet, as well as corporate networks, is expanding 

exponentially every day. More and more communication is taking place via e-mail; 

mobile workers, telecommuters, and branch offices are using the Internet to remotely 

connect to their corporate networks; and commercial transactions completed over 

the Internet, via the World Wide Web, now account for large portions of corporate 

revenue. 

While the Internet has transformed and greatly improved the way we do business, 

this vast network and its associated technologies have opened the door to an 
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increasing number of security threats from which corporations must protect 

themselves. Although network attacks are presumably more serious when they are 

inflicted upon businesses that store sensitive data, such as personal medical or 

financial records, the consequences of attacks on any entity range from mildly 

inconvenient to completely debilitating—important data can be lost, privacy can be 

violated, and several hours, or even days, of network downtime can ensue. 

In addition to protecting their customers, corporations must protect their employees 

and partners from security breaches. The Internet, intranets, and extranets enable 

fast and effective communication between employees and partners. However, such 

communication and efficiency can of course be impeded by the effects of a network 

attack. An attack may directly cause several hours of downtime for employees, and 

networks must be taken down in order for damage to be repaired or data to be 

restored. Clearly, loss of precious time and data can greatly impact employee 

efficiency and morale. 

 
1.2 Welcome 

Welcome to Applied CyberSecurity at TEMPUS-ECESM (http://ecesm.net/). Applied 

CyberSecurity focuses on communication, network configuration, security audits, 

security procedures and troubleshooting skills needed by today’s IT professionals. 

1.3 General Information 

 
Applied CyberSecurity handbook gives information for students and employees in 

the Information Technology (IT) industry related studies or work. This handbook 

focuses on broad, transferable skills and stresses understanding and demonstration 

of security and networking technologies.  

The content includes but is not limited to foundational knowledge and skills in 

computer and network security, security vulnerabilities, attack mechanisms and 

techniques, intrusion detection and prevention, cryptographic systems, system 

hardening, risk identification, incidence response, penetration testing, key 

http://ecesm.net/
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management, access control, and recovery. Specialized courses focus on database 

security, planning and analysis, software, and web security. 

2. Threats to Data 

 
As with any type of crime, the threats to the privacy and integrity of data come from 

a very small minority of vandals. However, while one car thief can steal only one car 

at a time, a single hacker working from a basic computer can generate damage to a 

large number of computer networks that wreaks havoc around the world. Perhaps 

even more worrisome is the fact that the threats can come from people we know. In 

fact, most network security experts claim that the majority of network attacks are 

initiated by employees who work inside the corporations where breaches have 

occurred. Employees, through mischief, malice, or mistake, often manage to 

damage their own companies’ networks and destroy data. 
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2.1 Who are the enemies and How Cyber Attacks Happen? 

 

2.1.1 Hackers 

This generic term applies to computer fans who take pleasure in gaining access to 

other people’s computers or networks. Many hackers are content with simply 

breaking in and leaving their “footprints,” which are joke applications or messages 

on computer desktops. Other hackers, often referred to as “crackers,” are more 

malicious, crashing entire computer systems, stealing or damaging confidential data, 

defacing Web pages, and ultimately disrupting business. Some amateur hackers 

merely locate hacking tools online and deploy them without much understanding of 

how they work or their effects. 

2.1.2 Unaware Staff 

As employees focus on their specific job duties, they often overlook standard 

network security rules. For example, they might choose passwords that are very 

simple to remember so that they can log on to their networks easily.  

However, such passwords might be easy to guess or crack by hackers using simple 

common sense or a widely available password cracking software utility. Employees 

can unconsciously cause other security breaches including the accidental 

contraction and spreading of computer viruses. One of the most common ways to 

pick up a virus is from emails or by downloading files from the Internet. 

Corporations also face the risk of infection when employees download files, such as 

PowerPoint presentations, software, emails from the Internet. Surprisingly, 

companies must also be wary of human error. Employees, whether they are 

computer novices or computer savvy, can make such mistakes as erroneously 

installing virus protection software or accidentally overlooking warnings regarding 

security threats. 
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2.1.3 Snoops 

Whether content or disgruntled, some employees might also be curious or 

mischievous. Employees known as “snoops” partake in corporate espionage, 

gaining unauthorized access to confidential data in order to provide competitors with 

otherwise inaccessible information. Others are simply satisfying their personal 

curiosities by accessing private information, such as financial data, a romantic e-mail 

correspondence between associates, or the salary of a colleague. Some of these 

activities might be relatively harmless, but others, such as previewing private 

financial, patient, or human resources data, are far more serious, can be damaging 

to reputations, and can cause financial liability for a company.  

2.1.4 Point-of-Sale (POS) Intrusions 

“Restaurants, hotels, grocery stores, and other brick and mortar retailers are all 

potential targets” of POS intrusions. As far as the means of attack, the first step is to 

compromise the POS device to allow the installation of malware designed to collect 

magnetic strip data from credit cards as they are processed. The next step is to 

retrieve the data and use it for financial gain. According to recent research, almost 

all POS attacks can be attributed to “organized criminal groups operating out of 

Eastern Europe”, their shared motive being monetary gain.   

2.1.5 Web App Attacks 

The web applications as “the proverbial punching bag of the Internet”, making web 

app attacks the most common type of data breach. As to the methods used by those 

with malicious intent, weaknesses in the application, such as inadequate input 

validation, are exploited through the use of malware, phishing techniques and just 

plain guessing at the user’s personal information. Stolen credentials are also used 

to gain access by impersonating a valid user.  

2.1.6 Insider and Privilege Misuse 

The unapproved or malicious misuse of organizational resources—primarily 

valuable intellectual property—by individuals working on the inside is a very real and 

ongoing threat for organizations. Such breaches can be very difficult to prevent, 

since the majority of insider misuse.  Examples closer to home for most businesses 
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would be employees using forbidden devices such as USB drives or services to 

transmit intellectual property to their personal accounts. Another example would be 

an employee posing as another user and sending inappropriate messages designed 

to get a colleague fired.  

2.1.7 Physical Theft and Loss 

With all of the sophisticated safeguards companies put into place to mitigate cyber 

threats, the theft of physical devices that store, process, or transmit information 

remains a very real risk for businesses. Surprisingly, employee carelessness and 

human nature as the root causes of device loss. “Accidents happen. People lose 

stuff. People steal stuff. While employees should be encouraged to keep better track 

of their gadgets, and recommends that companies back up their data and make sure 

that all devices are encrypted. 

2.1.8 Miscellaneous Errors  

Miscellaneous Errors and Omissions (E&O) covers the errors made while providing 

professional services. These errors can arise from negligence, faulty materials, and 

simply disagreements over the end result. A Miscellaneous E&O policy is tailored to 

professionals that have different than normal risks. A typical E&O policy is designed 

for lawyers, architects, accountants, etc. But a Miscellaneous policy is used to cover 

professions such as advertising agencies, appraisers, photographers, teachers, and 

many more. 

2.1.9 Crimeware  

The “crimeware” covers a broad range of malware related activities, such as stealing 

an online user’s banking credentials, spamming, mounting DoS attacks, and other 

illicit actions. Web downloads and drive-by infections—wherein viruses can be 

inadvertently downloaded when unsuspecting users click on deceptive pop-up 

windows—are stated in the report as the most common ways of infecting a system. 

Keeping software such as browsers up to date is a recommended practice to combat 

“crimeware” attacks. 
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2.1.10 Payment Card Skimmers 

This will affecting ATM’s and pay at the pump devices at gas stations, skimming 

used to be relatively unsophisticated, as it required the physical attachment and later 

removal of a skimming device to the targeted machine. However, with the advent of 

Bluetooth and other wireless technologies, criminals can now collect sensitive data 

remotely without having to physically retrieve the skimming device. 

2.1.11 Cyber-Espionage 

Cyber espionage describes the stealing of secrets stored in digital formats or on 

computers and IT networks. Spying is as old as human history, but cyber espionage 

presents a far less expensive way for both state and non-state actors, including 

private companies, to construct detailed informational mosaics on competitors and 

adversaries. Cyber spies can use stolen information for any number of purposes, 

including intimidation, extortion or efforts to anticipate or disrupt the manoeuvring of 

political opponents. 

2.1.12 Denial of Service Attacks (DoS) 

Defined as “any attack intended to compromise the availability of networks and 

systems,” DoS attacks on the list due to the growing number of concerns by financial, 

retail and public corporations that their “consumer-facing” websites could be 

effectively shut down. Whether for protest, extortion, or to satisfy a twisted sense of 

humour, DoS attackers are using more sophisticated tools to wreak their own 

particular brand of havoc. To mediate the damage, organizations need to have a 

plan of action in place should a DoS attack occur. 

 

2.2 What can these enemies do? 

 

2.2.1 Viruses 

Viruses are the most widely known security threats, because they often garner 

extensive press coverage. Viruses are computer programs that are written by 
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devious programmers and are designed to replicate themselves and infect 

computers when triggered by a specific event. For example, viruses called macro 

viruses attach themselves to files that contain macro instructions (routines that can 

be repeated automatically, such as mail merges) and are then activated every time 

the macro runs. 

2.2.2 Trojan Horse Programs 

In computers, a Trojan horse is a program in which malicious or harmful code is 

contained inside apparently harmless programming or data in such a way that it can 

get control and do its chosen form of damage. But some Trojan horse is a program 

in which malicious or harmful code in such a way that it can get control and do its 

chosen form of damage, such as ruining the file allocation table on your hard disk. 

2.2.3 Vandals 

Web sites have come alive through the development of such software applications 

as ActiveX and Java Applets. These devices enable animation and other special 

effects to run, making Web sites more attractive and interactive. 

However, the ease with which these applications can be downloaded and run has 

provided a new vehicle for inflicting damage. A vandal is a software application or 

applet that causes destruction of varying degrees. A vandal can destroy just a single 

file or a major portion of a computer system. 

2.2.4 Attacks 

Innumerable types of network attacks have been documented, and they are 

commonly classified in three general categories: reconnaissance attacks, access 

attacks, and denial of service (DoS) attacks. 

Reconnaissance attacks 

Active reconnaissance is a type of computer attack in which an intruder engages 

with the targeted system to gather information about vulnerabilities. Both active and 

passive reconnaissance are also used for ethical hacking, in which white hat hackers 

use attack methods to determine system vulnerabilities so that problems can be 

taken care of before the system falls prey to a real attack. 
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Access attacks 

There are four types of access attacks: password attacks, trust exploitation, port 

redirection and man-in-the middle attacks.   

A Network attacker uses packet sniffer tools to obtain user accounts and passwords 

information. Normally we log in and out of a system using authentication passwords 

to shared resources in a router or server, an attacker also repeatedly attempts to log 

in to a shared resource or to gain unauthorised access to an organisation’s network; 

this can also be referred to as dictionary or brute force attacks (Figure1).  

 

Figure1: Network Attacker  

Trust exploitation attacker is to compromise a trusted host, using it to stage attacks 

on other hosts in a network. If a host in a network of a company is protected by a 

firewall (inside host), but is accessible to a trusted host outside the firewall (outside 

host), the inside host can be attacked through the trusted outside host (Figure2).  
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Figure2: Trust exploitations attack 

A port redirection attack is another type of attack based on trust exploitation. The 

attacker uses a compromised host to gain access through a firewall that would 

otherwise be blocked (Figure3).  
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Figure3: Port redirection attack 

 

A man-in-the-middle (MITM) attack is implemented by intruders that manage to 

position themselves between two legitimate hosts. The attacker may allow the 

normal communication between hosts to occur, but manipulates the conversation 

between the two (Figure4).  
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Figure4: MITM attack 

 

 

2.2.5 Data Interception 

Data transmitted via any type of network can be subject to interception by 

unauthorized parties. The perpetrators might eavesdrop on communications or even 

alter the data packets being transmitted. Perpetrators can use various methods to 

intercept the data. IP spoofing, for example, entails posing as an authorized party in 

the data transmission by using the Internet Protocol (IP) address of one of the data 

recipients. 

2.2.6 Social Engineering 

Social engineering is the increasingly prevalent act of obtaining confidential network 

security information through non-technical means. For example, a social engineer 

might pose as a technical support representative and make calls to employees to 

gather password information. Other examples of social engineering include bribing 
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an associate to gain access to a server or searching a colleague’s office to find a 

password that has been written in a hidden spot. 

 

2.2.7 Spam 

Spam is the commonly used term for unsolicited electronic mail or the action of 

broadcasting unsolicited advertising messages via e-mail. Spam is usually harmless, 

but it can be a nuisance, taking up the recipient’s time and storage space. 

 

3.  Cybersecurity Tools  

 

 

After the potential sources of threats and the types of damage that can occur have 

been identified, putting the proper security policies and safeguards in place becomes 

much easier. Organizations have an extensive choice of technologies, ranging from 

vulnerability scanners, anti-virus software packages to dedicated network security 

hardware, such as firewalls and intrusion detection systems, to provide protection 

for all areas of the network. 

3.1 Vulnerability scanners 

A vulnerability scanner is a computer program designed to assess computers, 

computer systems, networks or applications for weaknesses.  

Nmap ("Network Mapper") is a free and open source (license) utility for network 

discovery and security auditing. Many systems and network administrators also find 

it useful for tasks such as network inventory, managing service upgrade schedules, 

and monitoring host or service uptime. Nmap uses raw IP packets in novel ways to 

determine what hosts are available on the network, what services (application name 

and version) those hosts are offering, what operating systems (and OS versions) 
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they are running, what type of packet filters/firewalls are in use, and dozens of other 

characteristics. 

Nessus - For security practitioners who assess complex enterprise networks for 

security flaws and compliance issues, Nessus is the world's most widely-deployed 

vulnerability and configuration assessment product. 

OpenVAS - OpenVAS is a framework of several services and tools offering a 

comprehensive and powerful vulnerability scanning and vulnerability management 

solution. 

3.2 Forensic 

FTK Imager - FTK is a court-accepted digital investigations platform that is built for 

speed, analytics and enterprise-class scalability. FTK Imager supports storage of 

disk images in EnCase's or SMART's file format, as well as in raw (dd) format. The 

toolkit also includes a standalone disk imaging program called FTK Imager. The FTK 

Imager is a simple but concise tool. It saves an image of a hard disk in one file or in 

segments that may be later on reconstructed. 

Sans Investigagte Forensic Toolkit (SIFT) - The SIFT Workstation is a VMware 

appliance, pre-configured with the necessary tools to perform detailed digital 

forensic examination in a variety of settings. It is compatible with Expert Witness 

Format (E01), Advanced Forensic Format (AFF), and raw (dd) evidence formats. 

 

3.3 Penetration Testing 

A penetration test is a proactive and authorized attempt to evaluate the security of 

an IT infrastructure by safely attempting to exploit system vulnerabilities, including 

OS, service and application flaws, improper configurations, and even risky end-user 

behaviour.  

Software:  
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Metasploit - Simplifies network discovery and vulnerability verification, increasing 

the effectiveness of vulnerability scanners such as Nexpose — for free. 

Paros - Web Scanner 

 

4. How to Limit Risk  

 

Effective information systems are critical to the success of any organisation. Secure 

management of intellectual property and confidential or sensitive information 

provides competitive advantage and helps protect corporate reputation. This is true 

whether that information is in the form of a product design, a manufacturing process, 

a negotiating strategy or sensitive personal data. At the same time, the need to 

access and share information more widely, using a broad range of connecting 

technologies, increases the risk of that information becoming compromised or 

misappropriated. 
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4.1 Steps to reduce cyber risk  
 

Information Risk Management Regime 

 

 Determine your risk appetite. Decide on 

the level of risk the organisation is prepared 

to tolerate and communicate it. 

 Establish an effective governance 

structure and determine your risk 

appetite - just like you would for any other 

risk. Maintain the Board’s engagement with 

the cyber risk. Produce supporting 

information risk management policies. 

 Produce supporting risk management 

policies.  

 

 

 

 

Secure Configuration 

 

 Apply security patches and ensure that 

the secure configuration of all ICT systems 

is maintained.  

 Create a system inventory and define a 

baseline build for all ICT devices.  

 Create and maintain hardware and 

software inventories.  

 

Network Security 

 Monitor. Use intrusion monitoring tools and 

regularly audit activity logs.  

 Test the security controls. Conduct 

regular penetration tests and undertake 

simulated cyber-attack exercises. 

 Filter out unauthorised access and malicious 

content.  

 

 

User Education and Awareness 

 Produce user security policies covering 

acceptable and secure use of the 

organisation’s systems.  

 Establish a staff training programme. 

Maintain user awareness of the cyber risks. 
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Managing User Privileges 

 Monitor all users Monitor user activity, 

particularly access to sensitive information 

and the use of privileged accounts. 

 Control access to activity and audit logs. 

 Establish account management processes 

and limit the number of privileged accounts. 

 

 

 

 

 

 

Monitoring 

 Monitor all ICT systems. Ensure that the 

solution monitors all networks and host 

systems (eg clients and servers). 

 Analyse logs for unusual activity that could 

indicate an attack. 

 

Malware Prevention 

 Establish anti-malware defences across the 

organisation. 

 Develop and publish corporate policies to 

manage the risks to the business processes 

from malware. 

 Scan for malware across the organisation. 

 

 

 

 

Home and Mobile Working 

 Educate users and maintain their awareness 

about the risks and train them to use their 

mobile device securely by following the 

security procedures. 

 Protect data both in transit and at rest. 

 Develop a mobile working policy and train 

staff to adhere to it. 

 

Removable Media Controls 

 Limit the use of removable media types that 

can be used together with user and system 

access and the information types that can be 

stored on removable media. 

 Produce a policy to control all access to 

removable media. 

 

 

 

Incident Management 

 Establish an incident response and disaster 

recovery capability with clear roles and 

responsibilities.  

 Regularly test your plans. 

 Provide specialist training to the incident 

management team. 
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4.2 Security Policies 

A free and open Internet is at the heart of the new Cyber Security Strategy by the 

European Union and the European Commission. The new Communication is the first 

comprehensive policy document that the European Union has produced in this area. 

It comprises internal market, justice and home affairs and the foreign policy aspects 

of cyberspace issues. ENISA has listed all the documents of National Cyber Security 

Strategies in the EU but also in the world. 

For the hardware devices, security policies are rules that are electronically 

programmed and stored within security equipment to control such areas as access 

privileges. Security policies are also written or verbal regulations by which an 

organization operates. In addition, companies must decide who is responsible for 

enforcing and managing these policies and determine how employees are informed 

of the rules and watch guards. 

4.2.1 What are the policies? 

The policies that are implemented should control who has access to which areas of 

the network and how unauthorized users are going to be prevented from entering 

restricted areas. Written policies as basic as to warn employees against posting their 

passwords in work areas can often pre-empt security breaches. Customers or 

suppliers with access to certain parts of the network, must be adequately regulated 

by the policies as well. 

4.2.2 Who will enforce and manage the policies? 

An open and free cyberspace has promoted political and social inclusion worldwide; 

it has broken down barriers between countries, communities and citizens, allowing 

interaction and sharing of information and ideas across the globe; it has provided a 

forum for freedom of expression and exercise of fundamental rights, and empowered 

people in their quest for democratic and more just societies. But freedom online 

requires safety and security too. Cyberspace should be protected from incidents, 

malicious activities and misuse; and governments have a significant role in ensuring 

a free and safe cyberspace. Governments have several tasks: to safeguard access 
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and openness, to respect and protect fundamental rights online and to maintain the 

reliability and interoperability of the Internet. However, the private sector owns and 

operates significant parts of cyberspace, and so any initiative aiming to be successful 

in this area has to recognise its leading role.  

 

4.3 Training 

Policies and training can limit the risk; Cybersecurity is a term that has come to 

encompass a range of concepts including the practice protecting an organization's 

information, networks, computer, and resources against attacks from security 

attacks. The term is also used by institutions and government agencies to refer to 

the act of protecting assets, infrastructure and people against computer attacks. 

Cyber security training has become an essential part in developing a team that is 

capable of and ready to protect and defend an organization, institution, agency, or 

government entity. The purpose of training provide assurance that a certified 

individual has the knowledge and skills necessary for a practitioner in key areas of 

computer, information and software security. 

 

4.4 Technical Controls 

Technology Can Protect Your City;  

 
 

5.  Industry Certification 

5.1 CISCO certifications  

 


