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1. Introduction 

With cyber threats becoming increasingly pervasive in any organization's daily activities, the 
lack of human capital is one of the biggest challenges in the cyber security industry. A recent 
report [1] predicts that in 2017 the global shortage of cyber security professionals is 
expected to reach two millions units. Although one of the main reasons for the deficit of 
qualified professionals is the currently existing gap between academic curricula and 
workplace requirements, it is undeniable that cyber security professionals need to 
continually update their skills and employer must support ongoing and on-the-job training 
[2]. 

In Dev. 3.1 and Dev. 3.2 we carefully cross-matched Montenegrin organizations with EU 
standards and we developed an usable cyber security competency framework that 
employers and educators can use for multiple talent-related purposes, including developing 
curricula and job descriptions, evaluating and hiring job candidates, and measuring 
employee performance. However, the primary goal of our work was to identify deficiencies 
of Montenegrin organizations and their staff for what concerns the ability to prevent and 
tackle cyber threats, while concurrently developing an instrument to accurately identify the 
educational needs of their current and future employees, based on their roles, on the tasks 
they are responsible for, and on the competency level such tasks require in different cyber 
security topics. 

What remains to be done is a detailed analysis of specialized training requirements for 
workforce at different levels, in order to organize courses able to provide them with the 
practical skills, knowledge and resources fundamental to effectively perform their jobs. In 
order to guarantee high quality trainings and consistency in training curricula, we developed 
a plan agreed at the national level. The trainings, organized at the premise of Montenegrin 
institutions presenting connections with economy and industry, were held by EU certified 
trainers and professionals affiliated to the EU partners of the project, or suggested by them. 

The topics of the courses were defined based on the outcomes of Dev. 3.1 and Dev. 3.2, and 
of the interest shown by Montenegrin organizations. The educational program was 
organized into two main branches: (i) training for non ICT professionals, and (ii) training for 
ICT professionals. Indeed, all ICT-oriented organizations have a wide range of employees 
that can be broadly divided into two parts. On the one hand, they have workers who are 
not specifically ICT technicians, but need to handle data and assets that are exposed to 
cyber threats. Awareness of cyber security matters, like the one we focused on in WP2 for 
the general public, is not enough for them, but they cannot be required to have a deep 
technical understanding of cyber security topics. On the other hand, ICT professionals need 
advanced training to be globally competitive and up-to-date, and to guarantee the security 
of their organization's assets and infrastructures. 

The steps required to design, schedule, promote and organize the training activities were 
the following: 

 We delineated a list of courses, specifying title and syllabus for each of them, for 
non ICT professionals. 
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 We similarly delineated a list of more advanced courses, specifying title and syllabus 
for each of them, for ICT professionals. 

 We selected a responsible EU partner institution for each course, that was in charge 
of proposing a suitable teacher for the course; the teacher was in turn responsible 
for preparing the courses material, identifying learning outcomes and evaluation 
criteria. 

 We scheduled the courses and organized dissemination and promotion. 

 Finally, we synthesized all courses' material into a short handbook of cyber security 
for organizations and their staff. 

 

2. Courses for non ICT professionals 

Most cyber security breaches are not due to non reliable technology: they ultimately occur 
when attackers target people. A well educated and vigilant workforce is among the most 
important aspects of a solid defence against cyber attacks, because hackers often execute 
attack strategies aimed at exploiting human vulnerabilities [3]. Training employees at all 
levels about the most relevant cyber risks and how to make good judgements online is 
therefore a critical element of security. Even employees that are not directly involved in ICT 
related activities  need to know the policies and practices that their company expect them 
to follow in the workplace regarding Internet safety. For instance, all employees need to 
know [4]: 

 What they can and cannot install and keep on their work computers. 

 How to choose a secure password. 

 How to recognize suspicious links in email, tweets, posts, online ads, messages or 
attachments. 

 The importance of backing up their work. 

In general, all employees need to be educated about the importance of being aware of their 
own and their company’s vulnerabilities, they need to understand how to recognize and 
avoid cyber threats both at work and at home, and they must understand that the 
complexity of the cyber world security calls for clearly defined standard and rules to be 
carefully implemented [5]. 

For these reasons, we designed a road map for general employee training that consists in 
the following three courses: 

 

Title 
Responsible 
Institution 

Duration 

Computer Networks & Security - Basics BUCKS 1 Day 
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Security Threats on the Web UM 1 Day 

Information Security Management GCSEC 1 Day 

 

The three courses for non ICT professionals do not require specific prior knowledge and 
were conceived to be understandable by employees at all levels, but we encouraged the 
participation of interested ICT professionals or medium-level employees to give them the 
opportunity to attend introductory courses in preparation to more advanced ones.  In the 
following, we briefly summarize relevant information about all scheduled courses for non 
ICT professionals. 

 

2.1. Computer Networks & Security – Basics 

Course topics, schedule and material 

This course is an introduction to the broad field of computer, network, and information 
security. We will cover both computer security (including such topics as security policies, 
access control, viruses, etc.) and network security (such as protocols for maintaining 
confidentiality of email or for secure web transactions), along with some relevant 
background in basic cryptography. The course focuses on three main aspects – 
communication, network design and implementation, and security. The course was focused 
for knowledge and technical expertise to be able to take on specific responsibility within a 
network team or as a team leader for the security aspects of that network, particularly in 
industries such as banking, where security is crucially important.  
Buckinghamshire New University is a Cisco Networking Academy, and the course 
incorporates the Cisco Certified Network Associate (CCNA) Security curriculum, giving the 
opportunity to study CCNA Security. 
Course contents focused on fundamental principles of computing and network engineering, 
and develop the connection between these and a broad range of network systems (with 
special emphasis placed on the optimisation of converged networks). 
Also it has encouraged to use initiative and confidence in approaching cyber security 
problems, investigating solutions using a blend of analytical and practical skills. 
The course is schedules for 1 day and teaching methods include lectures and small practical 
demonstrations and CISCO packet tracer practice, and links to online learning. 
Summary of course content 

• Install and configure Cisco switches and routers in multiprotocol internetworks 
using LAN and WAN   

• Improve network performance and security   
• TCP/IP Protocols: IP, TCP and UDP, Application Layer Protocols  
• Wireless networks and security 
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Required/Recommended Material & Other Readings are “Communications and 
Networking: An Introduction” [23], “Guide to Cloud Computing: Principles and Practice 
(Computer Communications and Networks)” [24], “Computer Networking: A Top-down 
Approach. 6th edition” [25].   
 

Learning outcomes and evaluation criteria 

By the end of this course you should have developed an understanding of networking for 
the small-office, home-office (SOHO) market and the ability to work in small businesses or 
organizations whose networks have fewer than 100 nodes. Demonstrate an understanding 
of Wi-Fi network infrastructure implementation and security features.   

Extended Abstract 

Network security is a complicated subject, historically only tackled by well-trained and 
experienced experts. However, as more and more people become ``wired'', an increasing 
number of people need to understand the basics of security in a networked world. A basic 
understanding of computer networks is requisite in order to understand the principles of 
network security. In this section, we'll cover some of the foundations of computer 
networking, then move on to an overview of some popular networks. Following that, we'll 
take a more in-depth look at TCP/IP, the network protocol suite that is used to run the 
Internet and many intranets. The International Standards Organization (ISO) Open Systems 
Interconnect (OSI) Reference Model defines seven layers of communications types, and the 
interfaces among them. Each layer depends on the services provided by the layer below it, 
all the way down to the physical network hardware, such as the computer's network 
interface card, and the wires that connect the cards together. The world is becoming more 
interconnected with the advent of the Internet and new networking technology. There is a 
large amount of personal, commercial, military, and government information on 
networking infrastructures worldwide. Network security has become more important to 
personal computer users, organizations, and the military. With the advent of the internet, 
security became a major concern and the history of security allows a better understanding 
of the emergence of security technology. The internet structure itself allowed for many 
security threats to occur. The architecture of the internet, when modified can reduce the 
possible attacks that can be sent across the network. Knowing the attack methods, allows 
for the appropriate security to emerge. Many businesses secure themselves from the 
internet by means of firewalls and encryption mechanisms. The businesses create an 
“intranet” to remain connected to the internet but secured from possible threats.  

The vast topic of network security is analyzed by learning the following: 

1. History of security in networks 

2. Internet architecture and vulnerable security aspects of the Internet 

3. Types of internet attacks and security methods 

4. Security for networks with internet access 
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5. Current development in network security hardware and software 
 

2.2. Security Threats on the Web 

Course topics, schedule and material 

This course focuses on the discussion of threats users are facing in their daily work. Trends 
in security threats are presented as well as a systematic approach to what web security is 
and how to address the security threats if you are a non-expert IT user. The course includes 
a presentation corroborated with examples and an evaluation of the participants. The 
course is schedules for 1 day (8 45-minute class hours), the only prerequisite is a brief and 
basic knowledge in the field of ICT in daily life, and recommended readings are (i) R. Lemons, 
“10 Web Threats That Could Harm Your Business” [6], (ii) “Safer Internet Day Web page” 
[7], and (iii) TrendMicro, “The Basics of Web Threats” [8]. 

Learning outcomes and evaluation criteria 

The participant will be able to understand threats on the web from the user perspective. 
They will have the ability to understand and apply measures for protecting oneself of the 
web and to understand and apply concepts related to web security threats for the user. 

Abstract 

The web is one the most used services or parts of the internet. With the wide-spread of the 
world wide web more and more security threats arise. The course titled »Security Threats 
of the Web« is intended for non-professional ICT users to give them an introduction to 
threats they are facing when using the web. The basic concepts of the web and related 
security technologies and threats are presented as well as adequate countermeasures are 
presented to tackle these threats. These include the basics definitions of computer security 
concepts, the public key infrastructure concepts and related technologies, malware and 
other threats on the web and social engineering as one of the more common ways of 
attacking users of ICT.  Additionally, the concept of authentication is presented and the 
most common authentication mechanism – namely passwords. 
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2.3. Information Security Management 

Course topics, schedule and material 

This course focuses on standards of the 27000’s family, and in particular on all main 
concepts, principles, approaches and requirements of ISO/IEC 27001:2013. The 
aforementioned standards provide a globally recognized framework for information 
security management system needed to guarantee an effective and efficient control of all 
the activities related to information security. The duration of this course is  1 day (8 45-
minute class hours), it has no specific prerequisites, and the only recommended reading is 
the ISO/IEC 27001:2013 [9] standard itself. 

Learning outcomes and evaluation criteria 

The participants will be able to explain: (I) the importance of an integrated approach for 
information security management; (ii) the framework of ISO/IEC 27001:2013 and how, 
when and why apply it; (iii) an overview of the main requirements of ISO/IEC 27001:2013. 

Abstract 

Our life is based on standards more than we can imagine. People consider standard like 

common reference documents that contribute to bring order to the world. In the society 

interconnected characterized by interoperability, global connectivity and communications, 

organizations requires common approaches for information security. In this course students 

will be provided an overview of the main information security standards internationally 

adopted. In particular, standards of the 27000’s family will be carefully analyzed and 

described. These standards provide a globally recognized framework for information 

security management system needed to guarantee an effective and efficient control of all 

the activities related to the information security.   

 

 

 

3. Courses for ICT professionals 

While general cyber security awareness and education is suitable for most employees, most 
companies require specific workforce with advanced cyber security capabilities. This calls 
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for curricula spanning from the core essential technical skills and strategies that every cyber 
security professional should know, to advanced topics in penetration testing and ethical 
hacking, digital forensics and incident response, defence of critical infrastructure, 
application development, and audit, and legal topics [10]. Several global organizations (e.g., 
GIAC [11], CISCO [12], ISACA [13]) provide advanced cyber security training in the form of 
online courses or certifications. The common treats are the aim at providing learners with 
principles of data and technology that frame and define cyber security, and the final goal of 
recognizing security professionals who have attained specialized in-depth expertise and 
proven knowledge in the essential areas of proactive cyber threat detection and mitigation. 
With this in mind, and aware that providing employees with a complete professional 
training in all fields of cyber security is beyond the scope of this project, we designed the 
following set of courses for ICT professionals: 

 
Title Responsible 

Institution 
Duration 

First Responder Intro to Internet TUT 1 Day 

Introduction to Network Security  UR3 1 Day 

Access Control UR3 1 Day 

Web Security UM 1 Day 

Network Forensics TUT 2 Days 

Information Security Management GSEC  1 Day 

Designing Security for CISCO Routers and Switches BUCKS 2 Days 

 

The seven courses for ICT professionals survey all main aspects of information security. They 
all require some prior knowledge, although the prerequisites vary significantly from one 
course to another. In the following, we briefly summarize relevant information about all of 
them, including indications about who the courses are especially tailored for. 
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3.1. First responder intro to Internet 

Course topics, schedule and material 

This course provides an introduction to networks technologies (what is a network and what 
packeted data transfer means), internet functions and protocols (overview of common 
network technologies, Web, Mail, DNS, Bittorent), and IP addresses (overview of internet 
governance and methodologies of finding information about  IP addresses). Only requiring 
a basic knowledge of computer systems and their usage, this course can be considered a  
first step towards the understandings of topics strictly related with network analysis and 
digital forensics, needed in particular to police, prosecutors and courts. The duration of the 
course is 6 45-minute hours, the only prerequisite is dome knowledge of how to use a 
computer, and recommended readings are Matthews' “Computer Networking: Internet 
Protocols in Action“ [14], and the ITU's “Handbook on Internet Protocol (IP)-Based 
Networks” [15]. 

Learning outcomes and evaluation criteria 

This course will provide its participants with a knowledge of where to get IP address related 
data, and how actionable it is. They will also understand how the Internet functions and 
acquire a general awareness of internet governance. 

Abstract 

In ICT related companies, assets are constantly exposed to cyber attacks and security often 
relies on the readiness of employees. In order to fully understand how to securely design 
and use a computer network, it is fundamental to comprehend all main concepts related to 
network technologies (what is a network and what packeted data transfer means), internet 
functions and protocols (overview of common network technologies, Web, Mail, DNS, 
Bittorent), and IP addresses (overview of internet governance and methodologies of finding 
information about  IP addresses). This course is designed for both standard computer user 
and information systems manager in mind, explaining the concepts needed to read through 
the hype in the marketplace and understand risks and how to deal with them. 
 
 

3.2. Introduction to Network Security 

Course topics, schedule and material 

This course surveys main network protocols and architectures, and discuss all most relevant 
attack types and vectors. Protection and prevention mechanisms as well as Best Practices 
will be introduced and analysed. The main vulnerabilities of present network architectures 
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will be underlined and available approaches for a better protection of assets discussed and 
compared. The duration of the course is 1 day (8 45-minute hours), it requires a general 
understanding of networking fundamentals and  some prior knowledge over security 
concepts. The recommended reading is Tanenbaum's “Computer Networks” [16]. 

Learning outcomes and evaluation criteria 

This course will provide its participants with a better understanding of the underlying 
technologies of networks and network security. This will help increasing their awareness on 
possible network security issues, and their ability to deal with most known and used 
detection, protection and auditing mechanisms. 

Abstract 

Network security is a complicated subject, historically only tackled by well-trained and 
experienced experts. However, as more and more people become ``wired'', an increasing 
number of companies need staff able to design and manage secure networks, and 
employees  aware of the basics of security in a networked world. With this in mind, this 
course covers a wide range of network security topics: protocol hierarchies, network 
addressing, connection-oriented vs. connectionless, services vs protocols, wireless 
networks, bluetooth, wireless LANs, mobile networks, networking software, etc. In 
particular, the focus is on communal security attacks, such as IP spoofing, port scanning and 
DOS, and on related countermeasures, such as security auditing, firewalls and intrusion 
detection systems. Overall, the course provides an introduction to network threats, risk 
management, and more special-purpose secure networking devices. 
 
 
 
 
 
 

3.3. Introduction to Access Control 

Course topics, schedule and material 

To design a secure information system, it is fundamental to enforce access control 
mechanisms, able to protect resources against unauthorized viewing, tampering or 
destruction. This course will provide an overview of the main models, techniques, 
processes, and policies related to users authentication and access control. In particular, the 
course will cover (i) access control principles (identification, authentication, authorization, 
accountability), with a stress on authentication mechanisms (passwords, biometrics, 
remote authentication), (ii) categories of access control (administrative vs. technical vs. 
physical, preventive vs. detective), (iii) enterprise-wide solutions (centralized vs. 
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decentralized vs. Single Sign-On), (iv) models (ABAC, DAC, MAC, RBAC), (v) policies (the Bell-
LaPadula confidentiality model, the Biba integrity model), and (vi) key management. The 
duration of the course is 1 day (8 45-minute hours), the only prerequisite is a basic 
knowledge of information systems, security and cryptography, and the recommended 
reading is Chapple, Ballad, Ballad and Banks' “Access Control, Authentication and Public Key 
Infrastructure” [17]. 

Learning outcomes and evaluation criteria 

This course will provide its participants with a clear understanding of the risks related to 
access control and authentication. An overview of the underlying theory will be the stepping 
stone to introduce popular practical approaches and compare their pros and limitations. All 
participants are expected to acquire all instruments necessary to implement access control 
in their organizations and to organize further trainings for other employees.  

Abstract 

All secure information systems require appropriate mechanisms in order to protect 
resources against unauthorized viewing, tampering or destruction. The expression access 
control refers to the ability to specify what users can do, which resources they can access, 
and what operations they can perform on a system, controlling how users and systems 
communicate and interact with one another. This course provides an overview of models, 
techniques, processes and policies that allow managers of a system to exercise a directing 
or restraining influence over the behaviour, use, and content of a system. The course covers 
all steps of access control, from identification and authentication, to authorization and 
accountability. Particular attention is paid to authentication methods, considering 
administrative, technical and physical controls, and discerning preventive, detective and 
corrective mechanisms. Passwords security, biometrics, models, policies, cryptography: 
students are given all instruments needed to properly understand both the underlying 
concepts and the practical aspects of securing access to a company's resources. 
 

3.4. Web Security 

Course topics, schedule and material 

This course focuses on the discussion of web threats and vulnerabilities with examples to 
further corroborate the learning material. The course being intended for professional 
participants, it is much technically oriented and includes recent trends in web attacks and 
countermeasures. The course includes a presentation corroborated with examples and an 
evaluation of the participants. The course is schedules for 1 day (8 45-minute class hours), 
the prerequisites are some knowledge of (i) computer and information systems, (ii) 
programming, databases and query languages, and (iii) web development. Recommended 
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readings are (i) Stuttard and Pinto's “The Web Application Hacker’s Handbook: Finding and 
Exploiting Security Flaws” [18], (ii) the “OWASP Top Ten Project” [19], and (iii) the “OWASP 
WebGoat Project” [20]. 

Learning outcomes and evaluation criteria 

The participant will be able to understand threats on the web from the provider/developer 
perspective and to understand and apply measure for protecting web pages and 
applications. Furthermore they will be able to understand and apply concepts related to 
web security. 

Abstract 

As the world wide web is the most used services or part of the internet, various groups of 
malicious users have interest of exploiting it. The course »Web Security« is intended for ICT 
professionals to give them an insight into security aspects of the web. Firstly, the basic 
concepts of security related to the web are presented, followed by the concepts and 
technologies related to the public key infrastructure which is one of the basics technologies 
for securing the web. The main part of the course presents the most common web site / 
application security threats, their impact as well as ways of protection. 
 

3.5. Network Forensics 

Course topics, schedule and material 

This course provides an introduction to network forensic and file carving with an overview 
of most relevant tools and methodologies. The course is intended for professionals who 
need to understand how to analyse and securely acquire data, and it will include pcap 
analysis and flow analysis with practical examples. The duration of the course is 2 days (16 
45-minutes hours), and it requires participants to already possess a basic knowledge of 
networks, TCP/IP protocol, and to be able to  use Linux operating system and virtualisation. 
The course is partly based on the Enisa “Network forensics handbook” [21], that is a 
recommended material. 

Learning outcomes and evaluation criteria 

The participants will obtain an adequate knowledge of what kind of evidence you can 
acquire from network and of how to look at pcap files. They will understand what are 
network flows and how to collect them, and what are the possibilities and shortcomings of 
network data collection. 
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Extended Abstract 

Recovering and interpretating admissible evidence from computers which are, or have 
been, connected to a network is fundamental both for understanding the causes and the 
responsibles of an incidents, and preventing it from happening againg. This course 
provides an overview of network forensics methodologies and technologies, covering 
topics such as incident response, capturing network traffic, deciphering TCP headers, 
network protocols and commercial network forensics, netflow analysis and wireless 
network forensics. Participants will learn how to use standard network monitoring tools, 
and how to handle their output and applications for the analysis of network security 
events. As a result, they will be able to interpret the security context of collected network 
data, thus enabling the post-mortem analysis of security incidents. 
 
 
 
 
 
 
 

3.6. Information Security Management 

Course topics, schedule and material 

The course will cover all main international standard bodies relevant for information 
security and their most important standards, information security management system and 
its main processes, concepts, principles, approaches and requirements of ISO/IEC 
27001:2013, and the certification process of ISO/IEC 27001:2013. The course will last 1 day 
(8 45-minute hours), and for its full understanding a basic knowledge of information security 
principles is recommended, together with a reading of ISO/IEC 27001:2013 and ISO/IEC 
27002:2013. 

Learning outcomes and evaluation criteria 

The participants will acquire a complete understanding of the importance of an integrated 
approach for information security management. By the end of the course they are expected 
to be perfectly aware of the framework of ISO/IEC 27001:2013, of its requirements, and of 
how, when and why apply it, and to be able to train other employees about the importance 
of this standard and how to implement it. 

Abstract 

In our constantly interconnected society, characterized by interoperability, global 
connectivity and communications, organizations require common approaches for 
information security. This course aims at providing an overview of the main information 
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security standards internationally adopted, and in particular standards of the 27000’s 
family. These standards provide a globally recognized framework for information security 
management system needed to guarantee an effective and efficient control of all the 
activities related to information security.  
 
 

3.7. Designing Security for CISCO Routers and Switches 

Course topics, schedule and material 

This two-day, instructor-led course provided with the knowledge and skills to design a 
secure network infrastructure. The course lays the foundation for job roles such as network 
administrator, network engineer or network specialist. Candidates gain know how 
installing, monitoring and troubleshooting network infrastructure. The curriculum includes 
Cisco switches, routers, basic mitigation of security threats, introduction to wireless 
networking concepts and terminology, and performance based skills.   

Summary of course content 

• Install and configure Cisco switches and routers in multiprotocol internetworks 
using LAN and WAN   

• Improve network performance and security   

• IP, Enhanced Interior Gateway Routing Protocol (EIGRP)  

• VLANs, OSPF, Ethernet and Access Control Lists (ACLs) 

• Wireless networks and security 

Required/Recommended Material & Other Readings is “CCNA Routing and Switching 200-
120 Official Cert Guide Library” [26], “Routing & Switching Essentials Course Booklet” [27], 
“Cisco CCNA Routing and Switching 200-120 Foundation Learning Guide Library” [28], 
“Communications and Networking: An Introduction (Undergraduate Topics in Computer 
Science)” [29], “Guide to Cloud Computing: Principles and Practice” [30],  

  

Learning outcomes and evaluation criteria 

This course describes the architecture, components, and operations of routers and switches 
in a small network. Participants learn how to configure a router and a switch for basic 
functionality. By the end of this course, participants will be able to configure and 
troubleshoot routers and switches and resolve common issues with RIPv1, RIPng, single 
area and multi-area OSPF, virtual LANs, and inter-VLAN routing in both IPv4 and IPv6 
networks. 
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Extended Abstract 

This course is a study of Routing and Switching fundamentals, and how the Internet is 
integrated into the computing environment to enable organizations to share resources, 
collaborate, and meet organizational goals. The networking essentials and the creation of 
simple Local Area Networks (LANs) introduced in CISCO routers, Networking Technologies, 
are expanded upon to incorporate the linking of these simple networks to each other and 
to the Internet, to create an internetwork. Routing and Switching devices such as switches 
and routers will be examined in great detail.  

This two day course gives the excellent foundation for the CCNA - Routing and Switching 
certification is recognized by IT employers when considering a fresher's profile for 
experienced employees. The Cisco Certified Network Associate - Routing and Switching 
(CCNA - Routing and switching) exam covers a broad range of networking concepts to 
prepare candidates for the technologies they are likely to work with in today’s network 
environments. 

The revised Cisco CCNA Routing and Switching topics are listed below. 

Operation of IP Data Networks 

• Recognize the purpose and functions of various network devices such as Routers, 
Switches, Bridges and Hubs.  

• Select the components required to meet a given network specification.  

• Identify common applications and their impact on the network 

• Describe the purpose and basic operation of the protocols in the OSI and TCP/IP 
models. 

• Predict the data flow between two hosts across a network.  

• Identify the appropriate media, cables, ports, and connectors to connect Cisco 
network devices to other network devices and hosts in a LAN 

LAN Switching Technologies 

• Determine the technology and media access control method for Ethernet networks 

• Identify basic switching concepts and the operation of Cisco switches.   

• Collision Domains 

• Broadcast Domains 

• Types of switching 

• CAM Table 

• Configure and verify initial switch configuration including remote access 
management.   

• Cisco IOS commands to perform basic switch setup 
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• Verify network status and switch operation using basic utilities such as ping, telnet 
and ssh. 

• Describe how VLANs create logically separate networks and the need for routing 
between them. 

• Explain network segmentation and basic traffic management concepts 

• Configure and verify VLANs  

• Configure and verify trunking on Cisco switches 

• DTP 

• Auto negotiation 

IP addressing (IPv4 / IPv6) 

• Describe the operation and necessity of using private and public IP addresses for IPv4 
addressing 

• Identify the appropriate IPv6 addressing scheme to satisfy addressing requirements 
in a LAN/WAN environment. 

• Identify the appropriate IPv4 addressing scheme using VLSM and summarization to 
satisfy addressing requirements in a LAN/WAN environment. 

• Describe the technological requirements for running IPv6 in conjunction with IPv4 
such as dual stack 

• Describe IPv6 addresses 

• Global unicast 

• Multicast 

• Link local 

• Unique local 

• eui 64 

• Auto-configuration 

Achieving CCNA) Routing and Switching certification is the first step in helping you prepare 
for a career in networking. Pursuing this certification will help improve skill sets, and provide 
with ability to manage and optimize network systems. CCNA Routing and Switching focuses 
on network infrastructure, mainly routing and switching, but it also includes wireless access, 
security, and connectivity to branch offices using WAN. 
 

4. Courses organisation, promotion and sustainability 

The training activity for ICT professionals started officially as a part of Infofest 2015 in 
Budva, with an introductory training event denoted “Zero training”. The 10 main training 
courses described before have been organised at the premises of the Chamber of 
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Commerce of Montenegro (CEM), and they were attended by 30-50 representatives of 
several public and private organizations, including representatives of the ME academic 
partners. Due to logistic and economic reasons, the attendees to the main courses were 
mostly from the Capital City, Podgorica, (almost 90.00%) and partly from the southern area 
of ME (10.00%). Since this ratio does not reflect the realistic distribution of companies in 
ME, with the northern region hosting many banks, thermal power plants, and other critical 
information infrastructure stakeholders at national level, the partner IMTM, supported by 
CEM, organized further training events acroos ME. Specifically, 2 3-day additional training 
events have been organised respectively in the northern and southern region of ME, with 
approximately 20 participants each. 

In order to promote our training activities, CEM organized regular meetings with managers 
of the most important companies in ME, and regoularly published articles reporting training 
activities, mostly on: 

 The page http://www.privrednakomora.me/en/kategorije-clanaka/projekti 
dedicated to ongoing projects. 

 The page http://www.privrednakomora.me/en/kategorije-clanaka/obrazovanje 
dedicated to education. 

Additionally, CEM published articles about ongoing and future training activities on its 
magazine, specifically on the February 2016 and April 2016 issues.  

A moodle platform [22] was created by IMTM to advertize trainings and publish training 
material, with all participants to the courses being given an account for the moodle 
platform. On the platform, they can find remote evaluation tests, slides for all courses, and 
a handbook of cyber security for ICT professionals conceived merging selected notes 
provided by the teachers. 

Specific equipment was purchased in order to adequate the laboratories for Master study 
in the field of cyber security at the University of Donja Gorica and University Mediterranean. 
This equipment allows implementing cyber security awareness, education, training and 
professional development of experts, so as to foster and futher support the process started 
with the aforementioned courses. Specifically, to match the requirement for highly qualified 
specialists in the field of cyber security the CISCO Networking Academy recommended to 
purchase additional laboratory equipment needed to carry out the education of cyber 
security professionals in Montenegro. 

The CISCO Networking Academy further suggested the implementation of four curricula in 
ME Universities targeted for the development of future ICT professionals: 

 The CCNA curriculum: a gateway to entry-level networking jobs and IT careers. 

 The CCNP curriculum: validating the ability to plan, implement, verify, and 
troubleshoot local- and wide-area enterprise networks. 

 The CCNA Security curriculum: validating associate-level knowledge and skills 
required to secure Cisco networks. 

 The Introduction to Cyber security corriculum: covering the importance of cyber 
security, the most common risks, and how to mitigate them. 
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Each of the aforementioned curricula will have its own specific lab, which is a fundamental 
instrument to provide ME with a cyber security workforce able to tackle real, practical 
problems. 

5. Conclusions 

The main strengths of WP3 consisted in the ability of joining the experience of EU partners 
with the on-the-spot work of ME partners to survey the situation of ME organizations and 
develop suitable training activities. Upgrading the readiness of ME organizations to tackle 
cyber threats to EU standards is a national/regional priority, and it was addressed by 
providing them specific training, and a long-term support in the form of remote assistance 
(a moodle platform with a handbook, slides, and tests), new labs and novel study curricula. 

The courses have been conceived to provide participants with comprehensive 
understanding of the terminology, methods, and state-of-the-art of cyber security, in order 
to make them able to apply essential concepts, principles, and practices, showing 
judgement in the selection and application of technologies and methods. In practical terms, 
adequating ME ICT staff to EU standard means to give them the instruments to define tasks 
involving problem identification, analysis, design, and development of the security of 
system, along with appropriate documentation, identifying appropriate practices within a 
professional, legal, and ethical framework. Finally, we expect them to demonstrate the 
ability to work as an individual and as a team member or leader, and to to assess 
professional knowledge and skills in the context of developments in the field of cyber 
security and to support the continuous learning process of other employees. These training 
activities, in fact, will not only bring significant benefits to the employees who directly 
participated, but they will be the spark for enlighening the process of internal training of all 
main ME public institutions an private organizations. Teaching staff from ME universities 
and organizations have been instructed to provide additional training needed to guarantee 
an up-to-date readiness of managers and employees with respect to cyber threats. Links 
between the ME academic and professional world have been established and they will be 
useful in the future to guarantee the required cooperation for research and training in cyber 
security. Additionally, increasing the awareness of private organizations about the 
importance of employing cyber security experts will significantly improve the employability 
of ICT and cyber security graduates. 
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