Tempus

Vd

WSLI2ZNI 2y 9! LINIT OG A
SRdAzOl GA2Y

Table of content
1. Introduction and preliminaries ...........cccuuiiiiiiieeccccce e mmmmmneme e o
1.1  Principles for cybersecurity @dUCAtION............uuiiiiiiii i eeeemmmm e 4.
1.2 Approaches to cybersecurity @dUCALION...............oooiiiiimecceeeeevii e vmmmmmmmme e e e e e e e D,
2.  Formal education 0N CYDErSECUNILY...........uuuuriiiiiiicmmmmm it s s e mmmmmmnns D
2.1 Bachelor study programmes.............ceeeeiiisimmmmmmmreeeeeeeeeeeeessmmmmmmmmssnseeeeeeeee s smmmmmmmm e Ol
2.1.1 Liverpool John Moores University, UK..........cc.ccvvvvvimmmmmmmmieeeeeeeeeeeee s s een: B

2.1.2 Petersburg National Research University of Information Technologies,
Mechanics and OPLICS, RUSSIA..........uuuuuuueiimmmmmome e e e e eeeeeeee s ecmmeemeese s s s smmmmmmmme e e eeees Qe

2.1.3  University of Science and Technology of China...............cccooimreiiviiinnnee. 10....
2.1.4  University of Maryland, University College, USA.........ccooooi i it 10...
2.1.5 Sheridan University, Canada...........ccoeeeee e e it emmmmmmms e e e e e e amed 20
2.1.6  The University of South Wales (UNSW), Australia.....................eemeeecceeeeen. 1300
2.2 Master study ProgramMes............cceevvvvvvieemmmmmmieseeeeeeeeeeessmmmmmmmmsesssssssssssssmmmmmmnms s oo e hdd
2.2.1  Tallinn University of Technology, EStonia...........ccccceeiiiimmmmmmmeceeeeeeeceeeeveeeeeennld
2.2.2  University of Maryland Baltimore County(UMBC), Maryland, USA............... 18..
2.2.3  University of South Australia (UniSA), Australia................oooceemeeeemeeeeeeeeeennn 18...
2.2.4  University Great Britain, UK..............oooiiiiiieeeemmemeeiieeee e es e eeeeeeees e eeeel 9
2.2.5 Tallinn University of Technology, EStonia..........cc.cccoevviieeecccceeeeeeeeiieieeeeeen 20
2.2.6  University of Warwick Coventry, UK............ccccceiiiimmmiiiiieee v cmmmmmmm . 210
2.3 Doctoral Study ProgramiMES.........cceeeeiiiiiiimmeeeeemseeeeeeeeeeesessmmmmmmmmsseseeseeeeee e s smmmmmmmms s 2o
2.3.1  University of OXford, UK ..........cooiiiiiiiii e eeemeemmm e e 23
2.3.2  Royal Holloway University of London, UK..............ooo i 23
2.3.3  De Montfort University in Leicester, UK...........ccce v e e i i ceemmmeeen 24
2.3.4  George Mason UniVersity, USA.........couuiiiiiiiimmmmmmiiiieeeee e 24....
2.3.5 Northcentral University (U.S.).....oooiiiiiiiiiiieeeeeeemcceeeee e 28
2.3.6  The University of Rhode Island, USA..........c.ceiiiicccc e 26,
2.3.7  University of Colorado, Colorado Springs, USA............ooovriieceeeeemrcceee e 26....

544088-TEMPUS1-2013-1-SFTEMPUSIPHES



Tempus

238 4AAET EOAEA 51 EOAOOGEQR.Q..$AQLOOAAQN27. AOT Al
239 ' EGOEE 51 EOAOOGEOQU..#1.1LLACAL. . ... L.OxAU27.
2.3.10 EURECOM, FranCe.......ovvuiiuiiniimmemmmmseseteeensesssmmmmmmmmsasensesnsesss s smmmmmmnms s s s Qe
2.3.11 Tallinn University of Technology, Estonia............cccccceeviemmmiiniviiiieiieeeeeen 29
3. Informal education 0N CYDEISECUIY.......uuuuriiiiiiieesimmmmmmme it emmmmmmmm e emnen D)
3.1 Professional trainiNgS........ccooeiiiiiiiiiieceeeeee s smmmmmmmme e e e eemeeeeenr e 200
3.2 Domain SPecCifiC traiNiNgG...........ccovveiiiirieemeemmmecee e s ee e e e e e s e e eeeeeee s emmmmmmms e D
4. Cyber security education for the broader public..............coovviiicececccciii ... 36
4.1 RisINg awareness CamMPAIGNS..........uuuuuuruuummmmmmmmmieeeeeaeeeeeessimmmmmeesrsssssssnnsssss smmmmmmnns s 30
4.1.1 Campaign: Safer INnternet Day...............uvvuviimmmmmmmmieeieeeeeeeeeessmmmmmresesssssennnnn a3 lens
4.1.2 Campaign: European Cyber Security Month...........ccccevvviicceeeeccciiiiiieeeeea38
4.1.3 Campaign: Get Safe ONliNe............oioiiiiieemmmmem e vmmmmmeemr e emmmeee 3O
4.1.4  Campaign: SICUMNNIELE.IL......ciieei i i i i i e mmmmmmmms e e e e e e e e e s s DO
4.1.5 Campaign: Be CyberstreetWisSe..........ccooiiiiiiiiceeeevv s vmmmmmmmme e ee e 39000
4.1.6 Campaign: Data Privacy Day.............c.ueueriiimccccem i mmmmmmme e eeeid O
4.1.7 Campaign:Data Protection Day 2014............ccoooviiiimmmmmmmmeeeeeeeeeee e e s smmmmmmens 02 039
4.1.8 Campaign: National Cybersecurity AWArE€NESS.............covvvvvieeemmemmennsesseeeeens 40....
4.1.9 Campaign: National Cyber Security Awareness Month (NCSAM)................ 41...
4.1.10 Campaign: UK launched public cyber security awareness campaign........... 41.
4.1.11 Campaign: European Cyber Security Month (ECSM)...........cc.vvviiimmmecccceeeennn 41.
4.1.12 Campaign: Council of AntPhishing Japan...............cooviimmmeeeeericccccceee s seeeeed2
4.1.13 Campaign: ASEANapan Cyber Security Internanal Symposium................42..
4.1.14 Campaign:Be Cyber StreetwiSel..........cccccevviiiiimmmmmmmiiieiieeeeeee e A3
4.1.15 Campaign: Alert Online, Netherlands..............oooo oo e A4
4.1.16 Campaign: APEC Cybersecurity AWareness Day.........cccceeeiiimmmmmmmeeeeeeeeeeennn 44....
4.1.17 Web Campaign: Get Safe ONlNE.........c..uuuiiiiieece e e 44....
4.1.18 Web Campaign: BEE SECURE.................iiimeeemeee e A5
4.1.19 Web Campaign: Be Cyberstreetwise................uuuvcemcccceeeeeeeeeeeeeeeieeennn A6
4.1.20 Web Campaign: Watch your web..............oooo i AT
4.1.21 Web Campaign: Se mi posti ti cancella............c.cevvviieccccceeiiiiiivv e . 48
4.2  Informative campaigns 0N CYDEIrSECUIItY........ccuvvieiiiiiiiimmmeeemriiieeeeeee e e A8

421 Campaign: Universally Challengedz A nationad competition between UK
universities to test cyber security skills Cybersecurity Challenge UK.........................48.

4.2.2 Campaign: AsiaPacific axd MEA Round 2014..........cooviiieeiiiimmmmmeeiiiiieeeeeeee e 49...
4.2.3 Campaign: Cybersecurity for the Next GeneratiapnEuropean Round 2014....49
4.2.4  Campaign: Stay Smart Online, Australia...................cemmmmmmeeeeeeee e smmeeeeenn .20

544088-TEMPUS1-2013-1-SFTEMPUSIPHES



Tempus

4.2.5 Campaign: Cybersecurity for the Next GeneratiapRussia & CIS Round 20180

4.2.6 Campaign: Cybersecurityffor the Next Generationz The Americas Round 2014
50

4.2.7 Campaign: New Malware Campaign Uses Fake Awirus Update Email......... 51
4.2.8 Campaign: eSkills UK DMA cyber security..........ccccvvvveviiicccceescciiiiinieeieeee D1
429 #AI PAECI 4 %2-60 )1 A& OI.LACEIL.L..3.AAQQROU ! xA
4.2.10 Campaign: Unaita social (A social life)................cooviiiieeemeeemiicciiciie e e vmmmmmeeen. D2
4211 #Ail PAECT ¢ 4EA $AOELLO..EL...ULOO...AAQREI O
4.2.12 Campaign: Safe Internet Banking............cooooiiiiccccceeeeevvcmmmmmmmm e D30
5. Cyber security education asSOCIAtiONS..................uvvieeemmmmmrcsssesssesseessmmmmmmmmeeeeeseeessssssmeidillas
5.1  IFIPZTCLL[39], [A0]..ciiiicciuiirreieeeesimmmmmmmms e e e mmmmmmmms e e e e e s mmmmmmmme e e e e e e e e e e s Dlans
5.6 EDUCAUSE HEISC [45]......oiiiiiiiiiiiiiicmmmeeenee et smmeeeemme s meemmmm e 02
5.9 NICEZNICCS [48], [49].....eviveeeeeeeeeeeememememeeesevseeeseesescemmmmmmeeseseesessss st sememememssnenseses D5
5.12 CyberWatCh [52]......cuuuiiiiiiiiii i eeeeeeemms s s e e s smmmmmmmmn e e e e e eeeeessssmenaD Lo
6.  Conclsion and FOHOWHUD.........cooiiiiiiiiceeeeeeeme e smmmmmneme et smmmmmmmme e DB

R ] (T (=1 01611 TR PTRTRRRRRN o 12§

544088-TEMPUS1-2013-1-SFTEMPUSIPHES



Tempus

1. Introduction and preliminaries

1.1 Principles for cybersecuritgducation

Academic institutions are taking different approaches to cybersecurity education. Some
believe in specializing early and focus more on the application of cybersecurity, making it a
PAOO T &£/ 1 AET OOOAAI O1 AROCOAAOAOA AAGAALETT 8
undergraduate degrees and think it is more important to have a strong grounding in the
fundamentals of computer science first.

Existing cybersecurity educational programs, has some kind of limitations in focus and lack
unity of efforts. In order to effectively ensure continued technical advantage and future

cybersecurity challenges, education in cyber security should be developed over a
technologically-skilled and cyber workforce and an effective skills of the future experts.

Current cyber security education can be divided into formal and informal approaches and
other trainings. Formal approach could be conducted through the elementary education, high
school education and university education (Bachelor, Master, PhD, etc.).

Cyber security Bachelor pograms are at the university level of studying, mostly within the
discipline of Computer Security or Computing, with honour for cyber security. This study
programs includes broad scale from courses in fundamental computer science principles to
more specidized courses covering all aspects of information systems security.

Programs on Master degrees include all aspects of defence of possible attacks that can be
conduct through the network or directly to computer. Basically, this programs provide
studying through the courses in the following areas: intrusion analysis and response, critical
infrastructure and control system security, electronic evidence and presentations,
information assurance and security, principles of communications networks, cyber security
risks, secure software design, malware, cryptography, legal aspects of cyber security, etc.

Some of the important characteristics of the formal educational Bachelor and Master
programs in cybersecurity are:

T Interdisciplinary programs that cuts across diffeent, but related fields z especially
computer science, engineering and management.

1 Curriculum addresses both technical and theoretical issues in cybersecurity.

1 Both undergraduate and graduate degree programs are offered.

1 Faculty composed of leading practioners and researchers in the field of cybersecurity
and information assurance.

1 Handson learning environment where students and faculty work together on projects

that address real life cybersecurity threats.

Emphasis on learning outcomes as well as caneand professional advancement.

Courses on management, information security policy and other related topics essential to

the effective governance of secure information systems.

1 Graduates of programs are placed in private and public sector positions.

=a =

544088-TEMPUS1-2013-1-SFTEMPUSIPHES



Tempus

Bachelor degrees studies represent a serious challenge to enhance cybersecurity education.
The curriculum for any computing major already has tight time allotments in cybersecurity
knowledge and is balanced to the topics deemed essential in the curriculum.

Master degrees are essential for providing a cybersecurity workforce with advanced
capabilities. Building on a sound of Bachelor degree in computer science or related area, an
additional one or two years of education could cover important technical cybersedty topics.

I T AOOAOGO AACOAA Eyear mgifakeaioly Audably apards lgraddate® x |

to master the knowledge, skills, and abilities specific to advanced topics in cybersecurity.

It would be the most adequate approach if universiesOET O1 A DBOT OEAA OAOAC
degree options addressing cybersecurity issues:

a. Cybersecurity for computing professionals-Strongly technical cybersecurityspecific
degree programs focusing on cybersecurity built upon a rigorous undergraduate
background in computer engineering, computer science, or software engineering.

b. Cybersecurity in society-- AOOA 08 O b O lc@rpuing@isciplines that Emphasize
cybersecurity challenges and vulnerabilities and their implications for various
professions, including law, business, economics, and medicine.

c. Cybersecurity operation® Practical techniques and technologies for recognizing
vulnerabilities and preventing security breaches.

The aim of the informal cyber security education is to improve cyber securitgnowledge and
skills of common people and it's not available at the academic level of studying. Usually it is
organized through the courses, trainings, workshops, roundtables, online courses, popular
science TV shows, etc.

1.2 Approaches to gbersecurityeduation

The analysis focuses on cyber security education practice worldwide. The most developed
programs are in USA, where has a lot of Bachelor and Master Study programs. Programs are
drafted with special attention to different cyber security areas and fiel of cyber security

Dol OAAGEIT 18 /1 OEA 1TOEAO EATAh O1Ti1T A AT O1 OOEA
universities for the cyber security, even if they recognize the importance of developing
educational capacities for cyber security.

It is obvious tha any academic program cannot on its own address the full range of trends,
challenges, issues and differing perspectives. That is the reason for leading cyber security
education practice to promote a collaborative approach and a lorgrm focus.

Bachelor study programs in cyber security last for three of four years, where three years for
core studying and fourth year is for specialization in specific areas. Master study programs in
cyber security last for one year, conclude with the Master thesis.

Enrolment conditions for Master Studies request appropriate previous education from the
area of IT and sometimes there are even specific courses that should be passed as a
differentials exams.

Approaches to formal education opportunities for students are criticato help build and shape
future cybersecurity capacities. This applies to students at all levels including colleges,
undergraduate, graduate, and posgraduate students. The aim is to make such educational
opportunities available to every student.
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Also, important approach to cybersecurity education is through the cyber competitions or
participation in projects. Cyber competitions are interactive, scenaridbased that help
participating individuals develop cybersecurity skills and increase interest in cybersaurity
careers. Cyber competitions foster talent in potential cybersecurity professionals who might
otherwise be unidentifiable through traditional academic means, and encourage mentdzed
atmospheres where participants can practice and hone cybersecuritskills in a controlled,
real-world environment.

Cyber security projects for university level students consist with the set of activities and
programs that prepare scientists and engineers to extend their focus beyond the laboratory
and broadens the impactof select, funded, basicesearch projects. While knowledge gained
from project-supported basic research frequently advances a particular field of science or
engineering, some results would also show immediate potential for broader applicability and
impact in the commercial world. Such results may be translated into technologies with near
term benefits for the economy and society. Combining experience and guidance from
established entrepreneurs with a targeted curriculum, the project would be a publipriv ate
partnership program that teaches grantees to identify valuable product opportunities that can
emerge from academic research, and offers entrepreneurship training to student participants.

Business and government could encourage and improve cyber expei by funding
scholarships to help students afford graduatdevel courses in cybersecurity.

One more widely popular approach is Opewnline-courses (OOC) aimed at largscale
interactive participation and open access over the Internet. Anyone with an Intaet
connection could access OOCs teaching mathematics, computer science, technology, history
and many other focuses from top universities. OOCs are another resource that internet users
can utilize to begin their career in cybersecurity. To become a cybersgrity professional,
basic math, engineering and computer science skills need to be acquired.

Recommendations for the general approaches and principles to cyber security education are:

1. Cybersecurity should evolve into a formal discipline in the curriculunsimilar to other
existing disciplines.

2. Programs must teach a combination of theory and practice, and to have a holistic
approach.

3. Cybersecurity should be taught in an integrated fashion, with all students learning

basic principles and respect principle 6the interdisciplinary.
Government and industry collaboration is extremely important.
Collaborative approach and longerm focus.

ok

2. Formal education on cybersecurity

2.1 Bachelor study programmes

Examples of bachelor study programmes in EU countries, BR(Brazil, Russia, India, China),
USA, Canada, Australia and examples of bachelor study programmes in the Balkans.

2.1.1 Liverpool John Moores University, UK.

Bachelor study program Bachelor of Science with Honours (SW) in Cyber Security at the
Liverpool John Mooes University, UK.

544088-TEMPUS1-2013-1-SFTEMPUSIPHES



Table 1: Bachelor study program Bachelor of Science with Honours (SW) in Cyber Security at

the Liverpool John Moores University, UKcourses

Level 6

CORE

Project

Computer and network
forensics

Cyber hacking and defence

Network security

Level 5

Database design,
applications and
management

Computer networks

Information assurance

Secure software
development

Computer science for
security

Level 4

Potential Awards on
completion

OPTIONAL

Computing in education

Work placement evaluation

Cloudcomputing

Employability and the
workplace

Green and sustainable
computing

Technology
entrepreneurship

Mainframe computing

544088-TEMPUS1-2013-1-SFTEMPUSIPHES
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Bachelor of Science with
Honours (SW)

Award Requirements
108 core credits at level 6
12 option credits at level 6

0 elective credits at level 6

120 core credits at level 5
0 option credits at level 5

0 elective credits at level 5
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WEB design and HCI 120 core credits at level 4
0 option credits at level 4
0 elective credits at level 4

Introduction to computer
programming

Computing and society

Computing in practice

Computer systems

Short overview of study program:Bachelor of Science with Honours (SW) in Cyber Security at
the Liverpool John Moores University is orlJniversity level, is from a discipline @mputing.
Program have focus on the following topics:amputer programming as applied to medium to
large systems; software development process, including secure software developnt;
awareness of professional and ethical issue Networking: internet protocol, networking,
network investigations; programming fundamentals: software development process, syntax
and semantics, problem analysis, testing, debugging; professionalism: orgsational theory,
management theory, professional ethics; IT infrastructure: hardware / network
configurations, communication, types of systems, development tools, developing technologies;
security: physical and logical security, legal issues, privacy, imtet security, protection
including forensics.

The two principal competences in the programme are the development of computer science
skills relating to information security, and the associated software engineering, management
and analysis skills required to enact successful information security within networked
computing environments. The main focuses of the program are: to provide students with the
technical skills required for the development of cyber security software solutions; to enable
he student to acquire the skills needed in the investigation of user requirements and the
development of a suitable software design using the appropriate specifications and design
methodologies; to preparestudents with the management skills required to implement cyber
security; to provide students with the knowledge of the wide range of issues involved in the
implementation of cyber security, such as legal, ethical and privacy requirements.

Additional important data: This study programs have three level of learningputcomes (4, 5
and 6), depending on competences and the level of knowledge, as it is explained in the
following explanations of the learning outcomes:

Level Learning Outcomes:
FHEQ Level 4 Outcomes:

Develop computer programs using elementary programming anstructs. Apply a variety of
tools and techniques for website design including Huma@omputer Interaction (HCI)
principles. Discuss the technical challenges of social computing and investigate the ethical,
commercial and economic issues within this fieldDiscuss a range of practical aspects of
computing and apply the associated tools and techniques used in them. Discuss computer
architecture at the hardware and software levels and basic security concepts. On the
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completion of Level 4 of the programme, thestudent will have a good understanding of the
basics of the field of computing.

They will understand the different approaches required to solve computebased problems.
They will have the skills and ability to communicate their ideas and take personal
responsibility for their learning.

FHEQ Level 5 Outcomes:

Use objectoriented design in formulating an implementation. Analyse the structure of
computer networks, architectures and their protocols. Identify software security
requirements and use secure develpment methods in an implementation. Provide evidence
of experience in a number of information assurance methods (e.g. risk analysis).

FHEQ Level 6 Outcomes:

Develop a critical appreciation of cyber attackers and the related defence mechanisms.
Demonstrate an understanding of the threats and vulnerabilities to networked systems.

Demonstrate the fundamental technical concepts, implementation, and restrictions of
network forensics. Develop practical and advanced research skills in cyber security.

By the information based on statement of Jaavisi, president of EGCouncil zZ Indian global
certification and training organisation in information security, it seems there is no university

or college in India which offers academic course covering the whole scaleayber security in
Bachelor program (The Hindu, December 2, 2013 (www.thehindu.com) Though the
University Grants Commission (UGC) has asked the universities and colleges to prepare and
offer a course in cyber security there is hardly any idea among the ngities on how to go
about it.

2.1.2 Petersburg National Research University of Information Technologies, Mechanics and
Optics Russia

"AAEAIT T O OOOAUOrgan@dtiqpOehd fornkation Security Technologp AT A

Ol &£ Ol AOEI 1 3AEI O06 AO OEA O0AOAOOAOOC . AOEI I

Technologies, Mechanics and Optics.

Short overview of study program- this two study programs are from university level, from

discipline Computing ard they can be studying within two separate departments. Their focus

and competences are following:

1 Department of Information Technology Security  provides training in the speciality
"Organization and Information Security Technology". Bachelors program inriformation
Security" have focus at the field of information security and protection of
telecommunication computing systems, what include: Analysis of the vulnerability of
automated data processing systems and computer equipment; Design and development of
secure information transmission systems; Certification of IT security and automated
systems with the available means of protection for compliance with certain class of
security; Threat assessment information and information threats; Monitoring information
flows in a natural language in public telecommunication networks; Methods for
identification of users on the Internet; Methods of construction of intrusion detection
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systems and Methods of designing cryptographic computing systems that are resistant to
current types of attacks.

1 Department of Monitoring and Forecasting Information Threats at the Bachelor
program provides and apply the methodology of address forecasting of threats to
information technology systems operated on the basis of changes in the natiira
environment. The focus and competences are to evaluate the possible effects of
information attacks in complex systems such as rocket and space, aviation technologies;
submarines and surface ships; nuclear power plants and nuclear reactors; gas and oil
pipelines, gas and oil complexes; position of chemical synthesis; rail, road, sea and air
transport; urban communications, etc. Also, it provides competences to develop
recommendations and arrangements for support of systems of taking decisions of
managers a various levels to reduce the probability of emergency situations in the field of
information security.

2.1.3 University of Science and Technology of China

The undergraduate program is at the University level and it is from the field of Computer
Science. Thigrogram covers four academic years. At the first two years, most courses focus
on the fundamental theories and basic major knowledge.

At the later two years, students can choose different courses according to their own interests.
Students may choose someourses from the following fields:

High Performance Computing, Intelligent Science and Technology, Network and Security
Computing, Computer Architecture, etc.They are known as the leading China's university in
computer science, but don't have specificd&helor programs on cyber security.

2.1.4 University of Maryland, University College, USA

This study program is on the University level, and it is from the field of Computer Science. It
gives opportunity to students to choose academic competences from major winor in
cybersecurity. Focus and competences for the major in cybersecurity are: the curriculum
focuses on the techniques, policies, operational proceduresnd technologies that secure and
defend the availability, integrity, authentication, confidentiality, and nonrepudiation of
information and information systems, in local as well as more broadly based domains. This
program prepares graduates to be leadersithe protection of data assets.

Focus and competences for the major in cybersecurity are: to protect an organization's critical
information and assets by ethically integrating cybersecurityisk management and business
continuity best practices throughout an enterprise, implement continuous network
monitoring and provide real-time security solutions, analyse advanced persistent threats and
deploy countermeasures and conduct risk and vulnerability assessments of planned and
installed information systems; paticipate in forensic analysis of cyber incidents and assist in
recovery of operations; formulate, update, and communicate shortand longterm
organizational cybersecurity strategies and policies. This study for major in cyber security,
prepares studentsfor careers as information systems security professionals, senior system
managers, and system administrators responsible for information systems and security of
those systemsA degree with a major in cybersecurity requires the successful completion of
120 credits of coursework, including 33 credits for the major; 41 credits in general education
requirements; and 46 credits in the minor, electives, and other degree requirements. At least
17 credits in the major must be earned in uppetevel courses (number& 300 or above).
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Table 2: Bachelor of Science in Cyber Security at the University of Maryland, University
College, USAcourses

Required foundation  Credits
courses

Foundations of 9
Cybersecurity

Fundamentals of 9
Networking

Ethics in Information | 9
Technology

Required core courses

Foundations of 15
Information System
Security

Security Policy Analysis 15

Security Policy 15
Implementation

Network Security 15

Digital Forensics in the 15
Criminal Justice System

Supplemental major
courses

Cyber Crime and Security = 6
Principles of Digital 6
Analysis

Ethical Hacking

Malware Analysis

Digital Forensics Analysis 6
and Application

Advanced Information 6

Systems Security
Mobile Forensics
Network Forensics

Required capstone
course

Practical Applications in| 3
Cybersecurity
Management

544088-TEMPUS1-2013-1-SIFTEMPUSIPHES



Tempus

2.1.5 Sheridan University, Canada.
Bachelor of Applied Information Sciences at Sheridan University, Canada.
This study program is from the University level, and disciplinénformation Systems Security.

Study program overview: This is degree program that includes broad scale from fundamental
computer science principles to more specialized courses covering all aspects of information
systems security.

List of study program courses: Computer Security, IS Intrusion detection and prevention,
Network security, Ethical hacking, Database security, IS Forensics and Investigation, E
Commerce applications and Internet security, Applied cryptology, Malicious code: design and
defence,Secure programming, Security auditing.

Focus and competences of this study program are: analyse, design, program, implement,
secure and maintain network applications; design, implement, test and document object
oriented software systems; install, configure build, troubleshoot, secure, modify and maintain
computer system architectures and networks to meet user requirements; initiate and
undertake critical analysis of security issues to develop and implement security policies and
to solve problems; design, mplement, program, secure, troubleshoot and administer
databases; communicate clearly, concisely, and correctly in written, spoken, and visual form
that fulfils the purpose and meets the needs of diverse audiences; reframe information, ideas,
and conceptsusing the narrative, visual, numerical, and symbolic representations which
demonstrate understanding; interact with others in groups or teams in ways that contribute
to effective working relationships and the achievements of goals; identify, evaluate, repon,
and understand when, how and where to refer security issues; identify and implement
investigative techniques adhering to legal processes and case law; analyse, design, and
implement, security and threat auditing procedures; identify, design, and inmpment
processes and vulnerability assessments to counter corporate, state, and politically
sanctioned losses

Other additional data: Sheridan's Information Systems Security degree program includes an
internship of up to 28 weeks between Years 3 and 4, vitthe aim to improve workplace skills
and professional contacts while gaining reaorld information systems security experience.

Table 3: Bachelor of Applied Information Sciences at Sheridan University, Canadzaourses

Title Credits
Term 1

Systems Loss Prevention Methodologies
Intro to Object-Oriented Programming
Finite/Discrete Math

Introduction to Communication Networks

Introduction to Unix Operating Systems

W W w w oo w

Composition and Rhetoric
Term 2

Security Threatsand Risk Assessment 3
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Intermediate ObjectOriented Programming 6
Computer Math 3
Structured Database Modelling 3
Breadth Elective 3
Breadth Elective 3
Term 3

Advanced ObjeciOriented Programming 6
Statistical Methods 3
Structured ComputerOrganization 3
Database Implementation and Management 3
Breadth Elective 3

Term 4

Information Systems Forensics anc 3
Investigation

Multi -tier Programming 1
Algorithms and Data Structures
Internetworking

Breadth Elective

w w o w

Term 5
Operating Systems Design
Multi -tier Programming 2

UNIX Systems Programming

w W w w

Information Systems Intrusion Detection and
Prevention

w

Database Security
Breadth Elective

w

Term 6

Introduction to Cryptology

Secure Software Development
Information Systems Security Auditing

Network and Distributed Systems Security

W b~ W A~ b

Breadth Elective

2.1.6 The University of South Wales (UNSW), Australia.
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2.1.6 Bachelor study program in Computer Science, with the honours in Cyber Security at
School of Computer Science and Engineering, The University of South Wales (UNSW),
Australia. This study program on UNSW is from the University levels, and it is from the
discipline of computing and mathematics. This core program provides the fundamentals in
good design and techniques that are essential for a deep understanding of the field. It also
covers the skills that most employers are looking for, like problem solving sks, in a way that
makes their graduates highly flexible and widely sought after.

Computer Science is a thregear program with an optional fourth-year for Honours study.
Students who perform at a superior level in the first three years are eligible forngry to the
Honours year, which combines advanced coursework with a research project and thesis.
Computer Science is UNSW's provides most flexible Computing degree. All students study the
core subjects and then have many electives to study several of thepéication areas, or they
may choose to specialise in one of the Specialisations.

UNSW have a strong focus on the fast growing field of Cyber Security combining a both focus
on advanced security theory with an emphasis on the mastery of highly technicallsr-attack
and defence skills. They are known as the leading Australian university in cyber security
training, but don't have specific Bachelor programs on cyber security.

2.2 Master study programmes

2.2.1 Tallinn University of Technolog\Estonia

The programme ismanaged by Tallinn University of Technology (Estonia) and it is a joint
programme with University of Tartu. [1]

The international Master's programme with two main specialties Cyber Security and Digital
Forensics- provides sudents with core skills in wide aspects of the security of information
systems and specialized skills in computer security incidents and crime evidence. Students get
a unique chance to study under highevel cyber security practitioners from Estonian bank,
telecoms, law enforcement, CERT and the NATO Cooperative Cyber Defence Centre of
Excellence.

Cyber Security main speciality

The programme conveys the specialist knowledge and professional skills needed on a career
path leading to highend technical rdes (e.g. security analyst, architect or research engineer)
or managerial roles (e.g. project/team leader or technology officer). Great networking
possibilities and collaboration with leading specialists in the field will present graduates with

a range ofcareer opportunities.

Table4: Cyber Security main speciality course structure

ECTS
MODULE: General studies 14.0 ECTS credits
Technology and the individual: ethics of law and technology 3
Introduction to Entrepreneurship 4
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optional courses
Estonian Language and Culture |
Foreign Language for Science and Research
Techno-psychology
Innovation and creative problem solving
Introduction to Programming
Introduction to Information Technology

Social Informatics

o W b~ A WO P~ O W

Introduction to Internet Psychology
MODULE: Core Studies in Cyber Security 9.0 ECTS credits
Legal Aspects of Cyber Security

w

Introduction to Combinatorics and Elementary Cryptography

w

History of Art of War: From Ancient World to NetworkCentric
Warfare

MODULE: Core studies 18.0 ECTS credits
compulsory subjects

Network Technology |

Malware

Foundations and Management of Cyber Security

w o w O

Information Systems Mass Attacks and Defence
MODULE: Special Studies in Cyber Security 39.0 ECTS credits
compulsory subjects

Cyberdefence Seminar 3

Principles of Secure Software Design

Principles of Secure Software Design: Project Work 3
optional courses

Organizational Theory andPsychology

(o2}

Design and Development of Data Exchange Layer for Governme
Information Systems

Data Mining and Network Analysis
Network Technology Il

Computer Network Security
Special Course in Cyber Security

Malware Il

W w w ko o

Information Systems Hacking Attacks and Defence
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CyberDefenceMonitoring Solutions
Simulation of Attacks andDefence

Information and Cyber Security Assurance in Organisations

o OO O O

Practical Training practical
training

Cryptology |

Cryptology Il

Cryptographic Protocols

Secure Programming Techniques

Secure Programming Techniques: Project Work
Applied Cryptography

Research Seminar in Cryptography

Special Assignment in Cryptography

Network Technology Il

O OO W o O W w oo o o

System Administration
MODULE: Free Study
MODULE: Thesis

w B
o O

Digital Forensics main speciality

The curriculum conveys the specialist knowledge and professional skills needed on a career
path leading to highend technical roles (e.g. security incident handler in a company or a
digital forensic expert in a law enforcement agency) or managerial roles(g. project/team
leader). The studies are also an excellent addition to a previous background in legal studies or
law enforcement, leading to unique career opportunities. The theoretical knowledge acquired
is also adequate for continuing studies as BhDstudent.

Table5: Digital Forensics main speciality courses

ECTS

MODULE: General sudies 14
compulsory subjects

Technology and the individual: ethics of law and technology 3

Introduction to Entrepreneurship 4

Estonian Language and Culture | 3

Foreign Language for Science and Research 3

Techno-psychology 4
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Innovation and creative problem solving 3
Introduction to Programming 4
Introduction to Information Technology 4
Social Informatics 3
Introduction to Internet Psychology 6
MODULE: Core Studies in Digital Forensics 9
compulsory subjects
Privacy and data protection law 3
Overview of the Current Operating Systems
Digital Evidence 3
MODULE: Core studies 18
compulsory subjects
Network Technology | 6
Malware 3
Foundations and Management of Cyber Security 6
Information Systems Mass Attacks and Defence 3
MODULE: Special Studies in Digital Forensics 39
compulsory subjects
System forensic 6
Network Forensic 6
Methods of security incidence handling and cyber forensic 3
Digital Forensics seminar 3
optional courses
Rights, Obligations and Liability of Actors on the Internet 3
Data Mining and Network Analysis 6
Network Technology I 6
Computer Network Security 4
Malware Il 3
Information Systems Hacking Attacks and Defence 3
CyberDefenceMonitoring Solutions 6
Introduction to Combinatorics and Elementary Cryptography 3
Special Course in Digital Forensic | 3
Special Course in DigitalForensic Il 3
Practical Training practical training 6

544088-TEMPUS1-2013-1-SFTEMPUSIPHES



Tempus

Cryptology | 6
Applied Cryptography 6
MODULE: Free Study 10
MODULE: Thesis 30

2.2.2 University of Maryland Baltimore County (UMBC), Maryland, USA

Master in Professional Studies: CybeGecurity at University of Maryland Baltimore County
(UMBC), Maryland, USA. This study program is from the University level, and discipline
Information CyberSecurity.

The Master in Professional Studiesis designed to prepare computer science, information
systems, and other technology professionals working in the IT and cybersecurity fields to fill
management and leadership roles in their organization. Multidisciplinary coursework blends
practical managementoriented courses with more technically focused cortses, allowing
students to develop a formal graduate educational program that best meets their individual
career development needs.

The tenAT OOOA [ AOGOAOGGEO AACOAA AT 1T AET AO Al OOOAO
management with more technical course that allows students to develop a formal graduate
educational program that best meets their individual career development needs.

Table6: Courses

Degree Requirements

Required Core Courses (21 credits)
CYBR 620: Introduction toCybersecurity
CYBR 623: Cybersecurity Law & Policy
CYBR 624: Cybersecurity Project
CYBR 650: Cybersecurity Management
ENMG 652: Management, Leadership, and Communication
ENMG 658: Financial Managemei@R
ENMG 672: Decision & Risk Analysis
Oneadditional related elective course approved by Cybersecurity Graduate Program
Director

Elective Courses (9 credits)

2.2.3 University of South Australia (UniSA), Australia

Master of Science in Cyber Security and Forensic Computing: Cyber Security at Univgrsf
South Australia (UniSA), Australia. This study program is from the University level, and
discipline Information Cyber Security.

This program has been developed to meet the established Australian Law Enforcement
demand for Master Degree level Informabn Assurance to establish expertise for the

Australian courts. No other Master Degrees in Australia have been developed around these
competencies. The suite of programs prepares students for the workplace by covering
industry recommended competencies for Information Assurance, EE, FC and CIP
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professionals. This program undertakes an integrated research project. In some cases this
project might focus on a real issue within employment. Graduates will have the skills to enter
professions which may be found inlaw enforcement, federal and state government
departments, defence, large accounting companies and banks. Some employment is available
in small and medium enterprises but this is less common with the move towards IT
outsourcing in general, security and feensic in particular.

Applicants are required to have:

1 A completed undergraduate degree from a recognised University in science, engineering
or technology with an average of at least credit (65%); OR

1 A completed Graduate Diploma in Science (Cyber Security and Forensic Computing), with
an average of at least credit (65%) or equivalent.

In addition, applicants would normally have passed coursework with the following content:

1 Computer programming
1 Data madelling and database design
1 Project management

Table7: Courses

First Semester (Study Period 1 or 2)

Electronic Evidence 1- Forensic Computig

Electronic Evidence 2 Network and Internet Forensics
Intrusion Analysis and Response

Critical Infrastructure and Control System Security
Second Semester (Study Period 5)

Electronic Evidence Analysis and Presentation
Information Assurance andSecurity

e-Crime, eDiscovery and Forensic Readiness
Software Security Liecycle

First Semester (Study Period 2), Second Semester (Study Period 5)
CIS Research Methods

Masters Computing Minor Thesis 1

Masters Computing Minor Thesis 2

2.2.4 University Great Britain UK

Master of Science in Cyber Security: Cyb&ecurity at Lancaster University Great Britain. This
study program is from the University level, and discipline Information Cyber Security.

Taught within the context of Lancaster'sAcademic Centre ofExcellence for Cyber Security

OEEO - AOOAOGO AACOAA ET #UAAO 3AAOOEOU AAT DPOO

information security. As such, it has been designed to deliver the skills and knowledge
necessary for the current and next generatiorof Cyber Security Specialists to deal with the
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academic teaching, research and the latest industry knowledge to deliver a comprehensive
cutting edge postgraduate progamme.

Benefit from a unique multidisciplinary approach to the programme, drawing upon expertise
from the University's departments of AppliedSocial SciencePsychology, Law, Politics, and the
School of Computing and Communications.

Enjoy a flexible rangeof study options. Study full time and gain mastery of the subject within
one year, or part time on tailored programme over two/three years for students already
working in industry.

Study in block mode, which offers the luxury of focusing on one course atime as a fulitime
student spending a year on campus or convenience as a p#ihe student balancing this
course and your role in industry.

Build upon the industry recognized programmes embedded into the curriculum such as CISSP
(Certified Information Systems SecurityProfessional), CEH (Certified Ethical Hacker) and
CHFI (Computer Hacking Forensic Investigator) to gain industry certified qualifications.

2.2.5 Tallinn University of Technology, Estonia

Master of Science in Cyber Security: Cyber Security atllirm University of Technology,
Estonia. This study program is from the University level, and discipline Information Cyber
Security.

The international Masterd O D O1 C @pberiSécuriydims to provide students with skills

in all aspects of the securityof information systems. It gives students a unique chance to study
under high-level cyber security practitioners from Estonian banks, telecoms, CERT and the
NATO Cooperative Cyber Defence Centre of Excellence. The programme introduces students
to this exciting environment and provides them with an opportunity to conduct research
within the Estonian Centre of Excellence in Computer Science.

By choosing electable courses, it is possible to specialize in one of the following aspects or a
suitable mix of those:

1 Organizational aspects Law, organization, psychology, standards, etc.
1 Technological aspects Networking, attack/defence technology cryptography.

Table8: Courses

Subject name: Keywords:

Foundations and Management of Cyber Cyber security z foundations, management

Security methods and principles, COBIT, ITIL, IS
27000.

Legal Aspects of Cyber Security Criminal law, information security, electronic

communications. International cooperation.
Softlaw. Conceptions and terminolgy.

History of Art of War: From Ancient  Evolution of warfare, role of cyberspace in the
World to Network -Centric Warfare modern warfare
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Information Systems Mass Attacks and Methods and strategies of defence, teamwor|
Defence in defence

Principles of Secure Software Design Compromises between functional and
security requirements, fault detection and
recovery, integrity protection

Malware Worms, Trojans, rootkits, botnets. Early
detection

Introduction to Combinatorics and Cryptographic algorithms, cryptoanalytic

Elementary Cryptography techniques, ciphers, DiffieHellman key
exchange, RSA  cryptosystem,  digite
signatures and Hash functions

The programme conveys the specialist knowledge and professional skills needed on a career
path leading to high-end technical roles (e.g. security analyst, architect or research engineer)
or managerial roles (e.g. project/team leader or technology officer). Great networking
possibilities and collaboration with leading specialists in the field will present gradutes with

a range of career opportunities.

2.2.6 University of Warwick Coventry, U K

Master of Science in Cyber Security and Management (CSM): Cyber Security at University of
Warwick Coventry, United Kingdom.

This study program is from the University level, andliscipline Information Cyber Security.

The MSc inCyber Securityand Management is designed for those wishing to develop a career
as a cybersecurity professional, or to take a leading technical or managerial role in an
organization critically dependent upon data and information communication technology. It is
suitable for those from a computer science or information technology education background
or courses with a significant component of either. Work experience will also be considered.

Our goal for the Msc programme is to give focus to the strategic deployment and
implementation of Cyber Security within an organization. We want to develop strategic
thinkers who understand the Cyber threat to an organization and its resources and are able to
build and support secure systems that support the strategic growth of a business. The course
covers all aspects of Cyber Security includingetwork security, computer security and
information security. The Masters course covers the most important technical concepts of
security? such as encryption, intrusion detection, penetration testing, access control, digital
forensics/investigation, risk management, security governance and network
security/computer security.

Alongside this, the course focuses on the business context that students can progress their
careers more rapidly through organisations and aim very particularly at management
positions.

A Masters course uniquely embedded in industry

When you study the MSc Cyber Security and Management at WMG, Warwick, you géilh an
exposure to industry that is unparalleled in many HEIs. All the cyber security modules contain
a considerable input from industry, for instance in the academic year 2012013 alone, we
had the following companies giving guest lectures to our studés: HP, Amethyst Consulting,
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Deep Secure Ltd, Siskin Technology, SOCA (Serious Organised Crime Agency), CSC, VMware,
OCSIA, Nottingham Police, Mozilla, Metropolitan Police, Kaspersky, Berwin Leighton Paisner,
LW Risk Associates, Telefonica, IBM, Garren Jan Associates, Blackstage Forensics,
Derbyshire NHS Trust and Nettitude.

Cyber Security Research Network

Cyber Security now encompasses every aspect of business, social and government life and can
no longer be treated as a subject area that is isolated sty to the domain of Information
Technology. The ESecurity Team is a core member of the Cyber Security Research Network
which encompasses cyber security specialist knowledge from across a range of disciplines
including secret intelligence and security, @gnitive Neural Systems, Computer Science,
Security and Cryptography, Quantum Information Processing, mulfigent systems,
distributed artificial intelligence, image forensics,risk managementand security governance,
politics philosophy and cyber ethicssocial network analysis, digital forensics and numerous
other technologies and disciplines.

Table9: Cyber Security Modules

Cyber Security Modules

Security Architectures and Network Defence
Cryptosystems and Data Protection
Information Risk Management and Governai
Industrial Espionage and Counterfeiting
Digital Forensics, Evidence and Intelligence
Management Modules

Information Systems Management
Globalisation and Outsourcing

Financial Analysis & Control Systems
Leadership

Organisations, People & Performance

2.3 Doctoral study programmes

We will present ten doctoral study programmes: 3 in U.K.,, 3 in U.S., 1 in Germany, 1 in
Norway, 1 in France and 1 in Estonia.

While doing research for these examples we found #t while Cyber Security is well
represented among master study programs, the number of Ph.D. programs specifically
targeting Cyber Security is not very high. The majority d?h.Dsin the Cyber Security field are
researched and awarded during studies of enore generic kind, ordinarily Computer Science,
without a devoted Ph.D. program.

We also note that the majority of Ph.D. programs in Cyber Security stress the interdisciplinary
aspects, yet focus more on technological / computer science aspects than theréuistrative /
organisational aspects. There are exceptions to this, however: for example, the Northcentral
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University offers a Doctor of Philosophy in Business Administration with a specialization on
computer and information security.

2.3.1 University of Oxfed, UK

University of Oxford offers aPhD in Cyber Security: one year of intensive education in
cyber security, followed by three years of research. 16 places are available in each cohort of
admissions, of which, funding is available for 12.

Intense educaton courses will include as a core, cyber Security Principles (Systems and
Operations), Usability, Security Risk Management, System Architectures, Higkegrity
systems engineering. There will also be a range of courses in research methods and tools. This
understanding will be placed in the context of courses in business processes, policy and
governance, international relations, and criminology.

Following this intensive education, students will spend the summer of the first year
Ol AAOOGAEET ¢ AOAOG80IEHT EABROAN (EFOA AOAAOh OOOAIT T U ET
government organisation.

Research focus is on the following four themes.
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wide variety of contexts

1 CyberPhysical Security considers the integration and interaction of digital and physical
environments, and their emergent security properties; particularly relating to sensors,
mobile devices, the internet of things, and smart power grids.

1 %EFEAAOEOA 3UOOAI O 6AOEAEZEAAOQEIT AT A 1 OOOO0OAT /
longstanding strength in formal methods for modelling and abstraction applied to
hardware and software verification, proof of security, and protocol verification.

1 RealTime Searity arises in both userfacing and networkfacing tools. This theme
addresses the technologies which make possible continuous authentication based on user
behaviour, evolving access control making decisions based on past behaviour instead of a
static policy, visual analytics and machine learning applied network security management,
anomaly detection, and dynamic reconfiguration.

2.3.2 Royal Holloway University of LondotuK

Starting from 2013 Royal Holloway University of London offers hDin Cyber Security There
are three successive annual cohorts of around 10 students each, starting from October 2013.
Most or all of these students are fully funded by the university.

Studies are conducted on the similar lines as Oxford University. The students will follcav4-
year doctoral programme: the first phase consists of a taught component comprising 25% of
the programme. The remaining three years follow the more traditional path of doctoral
studies, with each student undertaking research in an advanced topic in tHeeld of cyber
security.

The taught course element will consume around 25% of the doctoral programme, and will
comprise two components: the body of knowledge and research development components.
The body of knowledge component consists of a suite ofasters-level modules across the
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cyber security domain, and is drawn from the Information Security Group MSc in Information
Security syllabus. Additional optional modules may also be selected from other mastdevel
programmes across the university, induding from Computer Science, Mathematics,
Psychology, Geography, Managemeiaind Economics. The research development component,
based on three dedicated CDT modules, will providelaidge betweenthe body of knowledge
and the research element. For most stlents, the balance of taught modules will be
approximately 70% in year one and 30% in year two.

The stated areas of research are:

1 the basic components of security services, such as cryptographic algorithms and trusted
hardware;

management of cryptogragic keys;

the correctness of the design and implementation of security protocols;

the design of security services for embedded systems;

business information systems;

telecommunications networks and critical infrastructure;

the detection and analysis of matare; and,

the study of economics, psychology, organisational theory, design theory and sociology in
the context of information and cyber security.

=4 =4 =8 -4 -8 _9_19

2.3.3 De Montfort University in LeicestertUK

De Montfort University in Leicester offers a fouryear Cyber Security Doctoral Training
Programme which teaches many disciplines across all faculties, including Psychology, Law,
English and Computer Science.

Important focus is on encouraging students toeflect upon, and conceptualise, the boundary

between the cyber and physical worlds and how it, and the cyber domain itself, can and
should be regulated. This will not only include legal considerations but also cultural,

historical, psychological, economi@nd ethical issues.

The structure of the training programme is designed to be flexible and to fit with both full
time and part-time PhD study. Modules offered (this is an indicative list and not exhaustive):

Foundations of Cyber Security

Cyber Threatintelligence

Cyber Engineering

Professional Practice in Forensics and Security
Approaches to the Study of Wellbeing

Cyber Law and Ethics

Research Methods

E I ]

2.3.4 George Mason UniversityUSA

George Mason University offers a PhD in Information Technology with Cadration in
Information Security. Students seeking this concentration must satisfy all the requirements
for the PhD in Information Technology.

To satisfy the breadth requirement of the PhD degree, each student must pass a set of
qualifying examinations cesigned to test a student's fundamental knowledge. The general PhD
IT requirement is that each student must take four exams from three different master's
programs. The exams for the Information Security track are:
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1. Information Security and Assurance

2. One exam from Operating Systems or Networks
3. Two exams from the following, at most one from each master's program:
Foundations of Computer Science
Operating Systems

Computer Networks

Artificial Intelligence

Databases

Language Processing

Software Construction

Sdtware Modeling

Software Testing

Applied Probability

Applied Statistics

Network Forensics

O OO O O0OO0OOOoOOoOOoOOoOOo

In addition to courses taken to prepare for the Qualifying Exam, students must take at least 8
courses (24 credit hours) including: In addition to courses taken to prepare for the Qualifying
Exam, students must take at least eight courses (24 credit hourisicluding:

1 ISA 862- Models for Computer Security
Students must select at least four courses (12 credits) from the following:

=

ISA 640- Programming Language Security

ISA 650- Security Policy

ISA 652- Security Audit and Compliance Testing

ISA 656- Network Security

ISA 673- Operating Systems Security

ISA 674- Intrusion Detection

ISA 681- Secure Software Design

ISA 685- Emerging Topics in Cyber Security

ISA 697- Topics in Information Security

ISA 763- Security Protocol Analysis

ISA 764- Security Experimentation

ISA 765- Database and Distributed Systems Security
ISA 767- Secure Electronic Commerce

ISA 796- Directed Readings in Information Security
ISA 863- Advanced Topics in Computer Security
SWE 781- Secure Software Design anBrogramming
INFS 865- Networks and Distributed Systems Security
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2.3.5 Northcentral University (U.S.)

Northcentral University offers a Doctor of Philosophy in Business Administration with a
specialization on computer and information security.

This specialization responds to the demand in business and industry for computer security
professionals who are trained in cybeiterrorism, computer forensics and computer security.

The PhD program may be completed in 60 credits. Up to an additional 15 crediurs will be
allowed as needed to complete dissertation research. The University may accept a maximum
of 12 semester credit hours in transfer toward the doctoral degree for graduate coursework
completed at an accredited college or university with a gradefdB" or better.
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All new students enrolling in the Business PhD program are automatically enrolled in courses
that are eight weeks in length.

The PhD in Business requires five specialization and six research courses, a total of 33 credit
hours.

2.3.6 The Univesity of Rhode IslandUSA

The University of Rhode Island offers a Computer Science PhD degree with its coursework
concentration and research in Digital Forensics or in Cyber Security. Students must meet the
admission and graduation requirements for the Gmputer Science PhD Degree program.

Typically, students take the requirements for the GraduateCertificate andor Graduate
Certificate in Cyber Security, get the Graduate Certificate degree, and then apply those courses
towards their PhD degree. In additionto the courses applied from their Graduate Certificate,
PhD students will work with their advisor to choose 4 MORE Digital Forensics or Cyber
Security related courses to take, AND six traditional Computer Science courses from the six
groups:

Algorithms

Programming Languages
Computer Architecture
Computer Systems
Software Design

Theory of Computation
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In addition to the eight courses, PhD students do a research project in Digital Forensics or in
Cyber Security as their dissertation topic.

The expected comfetion time for a PhD degree is %6 years fulttime. The digital forensics
courses and cyber security courses are done online while most of the other computer science
courses are done imperson. Also, up to three courses can be transferred from another
institution, which is a way that students can fill in the Computer Science course requirements.

Admission to the Computer Science PhD degree program requires a computer science
background.

2.3.7 University of Colorado, Colorado SpringdSA
University of Colorad offers a PhD in Engineering with Concentration in Security.

The specialty offers the security curriculum for students to study and conduct muki
disciplinary research in areas of cyber security, physical security, and homeland security,
which have becomecritical and increasingly urgent in today's personal, business, and
government operations. This new multidisciplinary concentration integrates the existing
curriculum and research initiatives, and meets the grand challenges of security with the
quality expected from the University of Colorado.

The program is research oriented with a strongself-learning component. The plan of study is
decided by the Ph.D. advisor and the Advisory Committee according to the student's specific
research topic. Beyond the trditional learning component, the students in the program will
be required to have at least 3 months of operational security experience, such as internship or
training, as determined by the Advisory Committee. The second uniqueness of the program is
the useof short intense workshops where students and faculty will meet to discuss emergent
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theories and techniques in security, and carry out exercises simulating critical security events.
They will provide opportunities for students to apply what they learn inthe self-paced
courses and to learn how to coordinate and cooperate in cyber war and homelanigfence
scenarios. Students have to come to the workshop at least once a year to report their research
progress in the past year and the plan for the following yae.

The National Security Agency and the Department of Homeland Security have designated the
University of Colorado, Colorado Springs as a Nation&élentre of Academic Excellence in
Information Assurance Education (CAE/IAE). This designation covers academjears 2012
through 2017.

The NSA (National Security Agency) Information Assurance Courseware Evaluation (IACE)
Program has validated that University of Colorado at Colorado Springs courseware meets all
of the elements of the Committee on National SecuyitSystems (CNSS) National Training
Standards for:

T Information Systems Security (INFOSEC) Professionals, NSTISSI No. 4011
1 System Administrators (SA), CNSSI No. 4013 Entry Level

IACE Certification Related Courses:

CS3910- System Administration andSecurity
CS42005200 - Computer Architecture

CS5220- Computer Communications

CS5910- Fundamentals of Computer/Network Security
CS5920- Applied Cryptography

CS5020- Software Security

CS6910- Advanced System Security Design

CS6930- Advanced Topics in Véb Security and Privacy
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with funding from AGT Germany.

Relevant research topics in Cybersecurity range from adversary detection to network
resilience, including mitigation and healing. Regarding the application domains, a main
emphasis is put on critical infrastructures with Internet backbones. This comprises Smart

Cities, Smart  Grids, Smart  Transport, and largecale industrial sites.

Experience in IT security, preferably with a focus on Cybersecurity, as well as profound
knowledge in computer science are mandatory. Candidates shoufwld a Diploma or Master
degree and should have an excellent command of English and preferably some command of
German.
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its own right since accreditation was granted in 2008. The Faculty of Computer Science and

Media Technology is home to the largest research group in information ssity in Norway

and arguably in Scandinavia and is also host of the CCIS Centre for Cyber and Information
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Security, linking it to key government and industrial research groups through its academic
staff.

This Ph.D. programme consists of a taught componewith introductory and research skill as
well as specialised courses and seminars on research topics and of guided and independent
studies comprising the bulk of the time. It is offered both on a fulime and part-time basis
with a nominal full-time study duration of three years.

The programme is conducted entirely in English. Students are required to take 30 ECTS credit
points in taught courses at the Ph.D. level, typically taught in the form of research seminars
and adapted dynamically depending on ongomp research and requirements. Two courses or
their equivalent are mandatory, namely

9 'Ethics and Legal Aspects of Scientific Research' (IMT 6001), and
T ‘Introduction to Information Security' (IMT 6011)

Up to 10 ECTS credit points may be taken at the M.Scdevhe choice of modules is made and
adjusted as part of individual study plans

Academic staff are conducting and supervising research including in tfiellowing areas:

Biometrics, Identification, and Authentication

Control and Embedded Systems Security

Critical Infrastructure Protection Models

Cryptology

Cyber Crime Investigation, Digital and Computational Forensics
Human and Organisational Aspects of Information Security
Information Security Management and Governance
Information Theoretic Security and @vert Channels
Intrusion Detection, Prevention, and Incident Management
Network, Distributed Systems, and Communication Security
Operating Systems, Applications, and Software Security
Privacy and Anonymity

Security Engineering, Testing, and Standardisation

= =4 -8 _-8_98_9_98_-4a_-9_49._4_-.4a_-2

The majority of research will be conducted within the context of thé&orwegian Information
Security Laboratory (NISlab) and CCIS.

2.3.10 EURECOMrance

EURECOM at Sophia Antipolis is a graduate school and reseatentre in communication
systems, formed as aansortium of 7 European universities and 9 international industrial
partners.

~ o~ s AN
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emphasis of the program is on:

1 Understanding and analysis of attacks on networks, systems @security hardware.
1 Design and management of security mechanisms for fixed and mobile networks, computer
systems and security applications of image processing.

The security topics studied include:

9 cryptography and its applications
1 malware detection and amalysis
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1 specific mechanisms for the protection of communications, networks and distributed
computer applications
1 image protection and biometric techniques

The program is taught entirely in English. French classes will be included free of charge in the
program.

2.3.11 Tallinn Unversity of TechnologyEstonia

Tallinn University of Technology offers a free four year PhD programme with a specialization
in Computer Science. The programme is also supportive of cybersecurity research on topics
such as attack trees, anomaly detection and digital privacy tools.

While most of the PhD student research is founded on Computer Science concepts, the
programme does allow for interdisciplinary research (for example, security economics).
While the general, basic and free study modules (30 ECP total) are shared by all Computer
Science PhD students, cybersecurity topics are introduced in the specialization module
(30ECP) as individual studies and special courses on cybersecurity. The remaining 180 ECP
are awarded for individual research work leading to the successful defence dfe thesis.

3. Informal education on cybersecurity

3.1 Professional trainings

One of the most trusted and the largest organization for providing information security
training and for security certification in the world is SANS Institute. More than 165 000 (12
000 per year in USA and internationally) ICT security professionals around the world
AOOAT AAA 3! .360 OOAETETCO8 4EAOA OOAEITEI GO
instructions and techniques for defending systems and networks against the most dangeis
treats to ICT staff. Trainings address botlz security fundamentals and awareness, and thein
depth technical aspects of the key areas of ICT security. SANS offer three different places for
training z in classrooms in Institute headquarters, inclientséheadquarters or online courses
which is the most costeffectiveness. SANS offers its clients a multitude of opportunities for
high quality security training in network, computer, management, auditand forensicsand
information security.

One of the mostinteresting trainings for companies that want to include network evidence
into their investigations and provide better findings, of overall nine course linaup for
mainland Europe's largest IT Security training event in 2014, which will be hold in
Amsterdam is Advanced Network Forensics and Analyses train{agronym FOR572)Duration
of training is six days, eight hours per dayand price is little less than 5000 EUR.

This training is focused on the knowledge necessary to expand the forensitind-set from
residual data on the storage media from a system or device to the transient communications
that occurred in the past or continue to occur and built from the ground up to cover the most
critical skills needed to mount efficient and effective posincident response investigations.
FOR572 covers the tools, technology, and processes required to integrate network evidence
sources into investigations and the full spectrum of network evidence, including higkevel
NetFlow analysis, lowlevel pcap exploration ancillary network log examination, and more.

544088-TEMPUS1-2013-1-SFTEMPUSIPHES
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Also training includes exercises how to leverage existing infrastructure devices that may
contain months or years of valuable evidence as well as how to place new collection platforms
while an incident is already under way. A wide range of tools are covered by this trainings,
such as the venerable tcpdump and Wireshark for packet capture and analysis; commercial
tools from NetWitness and NetworkMiner; and opersource tools including nfdump, tcpxtract,
Logstash,and more.

Primary toolkit for this training is Linux SIFT virtual machine with over 500 digital forensics
and incident response tools prebuilt into the environment, including specifically loaded set of
network forensic tools. Also, for all participants Vihdows 8 Standard Full Version License,
Key for the Windows VMware Image and 64 GB USB disk loaded with case examples, tools,
and documentation are provided.

This training enables ICT professionals to specialiZer:

1 Extract files from network packet captues and proxy cache files, allowing followon
malware analysis or definitive data loss determinations;

9 Use historical NetFlow data to identify relevant past network occurrences, allowing
accurate incident scoping;

1 Reverse engineer custom network protocolsto identify an attackers commandand-
control abilities and actions;

1 Decrypt captured SSL traffic to identify attackers actions and what data they extracted
from the victim;

1 Use data from typical network protocols to increase the fidelity of the investigatins
findings;

1 Identify opportunities to collect additional evidence based on the existing systems and
platforms within a network architecture;

1 Examine traffic using common network protocols to identify patterns of activity or
specific actions that warrantfurther investigation;

1 Incorporate log data into a comprehensive analytic process, filling knowledge gaps that
may be far in the past;

1 Learn how attackers leverage maiin-the-middle tools to intercept seemingly secure
communications;

1 Examine proprietary nework protocols to determine what actions occurred on the

endpoint systems;

Analysewireless network traffic to find evidence of malicious activity;

Use visualization tools and technigues todistil vast, complex data sources into

managementfriendly reports;

1 Learn how to modify configuration on typical network devices such as firewalls and
intrusion detection systems to increase the intelligence value of their logs and alerts
during an investigation;

1 Apply the knowledge you acquire during the week in a fullay capstone exercise,
modelled after real-world nation -state intrusions;

E

Table 10: Detailed plan and program of the training [2]

FOR572- Advanced Network Forensics and An alyses training

Day Course Content Topics
1 FOR572.1 - Off the Disk and onto the *Goals of Forensic Investigation
Wire

*Hypothesis Management Fundamentals
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2 FOR572.2 - Network Protocols and
Commercial Network Forensics

3 FOR572.3 - Netflow Analysis and
Wireless Network Forensics

4 FOR572.4 - Logging, OPSEC, an
Footprint

5 FOR572.5 - Encryption, Protocol
Reversing, and Automation

544088-TEMPUS1-2013-1-SFTEMPUSIPHES
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*Foundational Network Forensics Tools:
tcpdump and Wireshark

*Network Evidence Sourcesand Types

*Case Management and  Evidenc
Collection/Handling

*Web Proxy Server Examination

*Network Architectural Challenges and
Opportunities

*Packet Capture Applications and Data

*Dynamic Host Configuration Protocol
(DHCP) and Domain Name Service (DNS)

*Hypertext Transfer Protocol (HTTP)

*Secure HTTP (HTTPS) and Secure Socke
Layer (SSL)

*File Transfer Protocol (FTP)
*Network Time Protocol (NTP)
*Commercial Network Forensics
*Microsoft Protocols

*Simple Mail Transfer Protocol (SMTP)
* Introduction to NetFlow

*NetFlow Collection Approaches
*OpenSource Flow Tools

*Commercial Flow AnalysisSuites
*Visualization Techniques and Tools
*Wireless Network Forensics

*Syslog

*Microsoft Eventing

*HTTP Server Logs

*Firewall and Intrusion Detection Systems

*Log Data Collection, Aggregation,and
Analysis

*Investigation OPSEC and Footprin
Considerations

*Introduction to Encryption
*Man-in-the-Middle
*Encrypted Traffic Flow Analysis

*Payload Reconstruction
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*Network Protocol Reverse Engineering
*Automated Tools and Libraries

6 FOR572.6 - Network Forensics *Network Forensic Case

Capstone Challenge *Analysis using only networkbased

evidence

*Reporting

3.2 Domain specific training

As employees are often characterized as the weakest link in the company information security
link, special attention should be given to their education. Just by one clicking on a malicious
link that installs an exploit kit employee can make a million costfor defence mechanism of
company. On the flip side, securifgonscious employees can pick up the slack where the
technology and processes fail, acting as a last resort in the securiiefence mechanism.
Effective security awareness training is often reprsented as the one that can change
employees' behaviour throughout an organization. Traditional training approaches that are
simplistic and onedimensional have not proved adequate. In fact, an effective approach calls
for a multidisciplinary team and colleborative efforts of different subject matter experts
besides information security. Undoubtedly, this approach requires sufficient funding by the
management. Security awareness training should begin with the senior management. Once
they are clear how effedwe training ultimately mitigates the risks, they are more likely to
invest in it. The training content should be customize for departments/groups that have a
similar job function, and provide specific examples of what they encounter in their dap-day
adtivities. Employee motivation is a key prerequisite of successful training to a point that it
can make or break the effort. The key is avoiding those workers who participate merely
because it's required by organization's security policy and finish it withlittle knowledge
gained. To increase the training's effectiveness, the content should be broken down to
information nuggets focused on a specific subject, presented to the user community on daily
basis and repeated after certain period of time.

Institute of Modern Technology Montenegro in cooperation with our partners from
Macedoniaz O' AT 3A0 #UAAOOAAOOEOUS 1T OCAT EUA OOAETET C
type of training is adjusted to the company profile, and highlights security of the key aspects

of business[2].

Corporate and IT Security Training provides an overview of information security. It covers the
CISSP 10 security domains, Vulnerability Assessment, Information Security Risk Assessment,
privacy and EthicalHacking. We will also learn about the challenges of information security
and its overall scope.

Objectives of course, are to:

1 Allow learning and assimilation of security fundamental, risk management, security
policies, standards of safety, security goverme, privacy, operational security
management and Ethical hacking;

1 Offer a comprehensive and interdisciplinary vision issues related to current information
security challenges, and the control of information security for organizations;

1 Provides understandng of methodologies, processes and solution components to ensure
safety IT and telecom environments;
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I Focuses on the managerial aspects of the security of digital information and the business
tools and safety management;
1 This course will focus on developing@nd to adopt entrepreneurship approach.

The outcome is to understand and explain the major goals of information security, moreover,
to identify the major types of threats to information security and the associated attacks. As
well as, to explain why secuty and its management are important for any modern
organization. Further, to recognize threats to information systems and privacy and how an
information security management system should be planned, documented, implemented and
improved, and aligned with nformation security management standards. Furthermore, assess
information security risks that concern integrity of data and systems availability is important,
and to identify the major techniques, approaches and tools used to discover network and
system vudnerabilities. Last, develop strategies to protect organization information assets
from common attacks and to protection of personal data and confidential information and
intellectual property, as well as to prepare a vulnerability assessment report, risassessment
report, security policy.

This training is basic and intended to all employees, aiming to gain basic knowledge about
cyber-attacksand how to react in case of some attacks. Training covers thirteen modules, with
plan presented in the following tele:

Table11: Module plan

Corporate and IT Security Training
Module Course Content Topics
1 Information Security Governance and * Fundamental principles of security
Risk Management Module o
Risk management concepts
*Security Frameworks

*Security Policies, Standards, Procedure
and Guidelines

*Risk management and Analysis
*Information classification/ownership

*Security  education, training and
awareness

*Baselines
*Certification and accreditation

2 Information Systems Access Control *|dentification, Authentication,
Authorization and Accountability (IAAA)

*Discretionary VS  Mandatory Acces:
Control Models

*Role-based Access Control (RBAC)
3 Security Architecture and Design *Critical Componentsof Every Computer
*Access Control Models

*Certification and Accreditation
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4 Physical (Environmental) Security

5 Telecommunications and Network
Security

6 Cryptography

7 Business Continuity and Disaster

RecoveryPlanning

8 Legal, Regulations, Investigations ant
Compliance

9 Software Development Security

10 Security Operations
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*Countermeasures principles

*Fundamental Concepts of security
models

*Capabilities of information systems
*Vulnerabilities and threats

*Facility Location and Construction
Issues

*Physical Vulnerabilities and Treats
*Internal Security

*Facilities Security

*TCPSuit

*LAN, MAN, and WAN Topologies an
Technologies

*Firewall Types and Architectures
*Network Attacks

*Encryption Concepts

*Digital Signatures

*Cryptanalytic attacks

*Public Key Infrastructure

*Symmetric &  Asymmetric Key
Algorithms

*Planning

*Roles and Responsibilities
*Recovery Strategy

*Business Impact Analysis
*Disaster Recovery process
*Exercise

*Privacy Laws and Concerns
*Compliancerequirements/procedures
*Types of Evidence and Collection
*Models

*Database Models & Security

*Application environment and security
models

*Effectiveness of application security

*Operation Departments Responsibility
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*Incident response and attack prevention
*Patch and vulnerability management
11 Risk Management *Vulnerability Assessment
*Information Security Risk Assessment
12 Privacy *Confidentiality, Privacy andSecurity
*Data Privacy
*Privacy Policy

*Explanation of treats to personal
privacy posed by computer and the
Internet

*Social Networking and privacy issues
13 Ethical Hacking

The cybersecurity training for nortIT professionals differs greatly from the professional
trainings discussed above. This training audience (the end user) generally has knowledge
about the use of standard office software, web browsing,-mail, etc. As such, their training
should cover the applicable organizationakecurity policy (for example, what are the rules
concerning passwords), general threat awareness (for example, how to recognize phishing e
mails), how to use the security solutions implemented by the organization (for example, a
corporate virtual private network), etc. Such trainings are often conducted Hhouse.

Various domains do, however, have the need for more specialized cybersecurity training. For
example, the banking sector may need additional training on detecting dime fraud and
money-laundering, security auditing, risk management, etc. These courses can combine some
aspect of cybersecurity with a topic from a different field.

Examples of specific training include:

T 3#1$! 3AAOOEOU 40AETETC AU 3! .3F72AA 48eCAO 3A
OEA OEEI T O OAOO T &£ #1171 0011 3UOCOAT %l CcEB] AAOON
Such courses are relevant for a wide variety of domains, such as utilities (power
generation, water treatment, etc.), manufacturing (cars, electronic devices, etc.), traffic
control, food processing, etc.

f Law of Data Security and Investigations by SANS,EEAE OAIT OAOO OEA 1 Ax
contracts, fraud, crime, IT security,IT liability and IT policy all with a focus on
electronically stored and transmitted records. The course also teaches investigators how
to prepare credible, defensible reports, whethe for cyber, forensics, incident response,

EOI AT OAOT OOAAO 1 0 [4O0%suBhOcouttsCabeOr@ievgnA OF law O 8 6
enforcement, as well as incident handling communities across all sectors, and they can be
complementedwith various forensics courses.

1 Joint C4l/Cyber Staff and Operations Course by the Joint Forces Staff College (US) aims to
OAAOAAOA AT A OOAET ETETO #t1v) AAAEOEIT 1 AEAOO
interagency/multinational environments, the DoD's organization and how it supports the
#1) DOT AAOGORh AT A OEA 1 AT ACAT AT O A1l B WhitAOAOQEI
this course is aimed at the military, there is a need for similar courses in other domains as
well.
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i ECDL IT Security modulg6]. This module allows candidates to understand the main
concepts underlying the secure use of ICT in daily life and to use relevant techniques and
applications to maintain a secure network conneabn, use the Internet safely and
securely, and manage data and information appropriately.

Training modules in Estonia
Introductory course for law enforcement (3 _-days)

Organized by Tallinn University of Technology for law enforcement. It is one of the adties
of 2Centre Estonia.

The goal is to give an overview of the IT aspects that may be relevant for law enforcement
(investigators, policeman, prosecutors, judgesetc) in their work of handling crime and
offense. The programme:

1. Dayz The principles ofInternet
Basics of Internet
Different services in Internetz client-server, P2P, clouds
Locatinginternet addresses
CERT, solving incidences
Payments in Internet
f. Malware z viruses, Trojans, botnets
2. Finding evidence
a. Finding evidence from devices, disksnobile devices
b. Finding evidence from emails
c. Cryptography z passwords, accessingencrypted devices and medium, digital
signing
3. Dangers and crime
a. Searching Internet and social networks
b. Typical fraud and crime in the Internet
c. Digital evidence, relevant law

®oO0oTY

Introduction to information Security (1 -day)
| OCAT EUAA AU %OOI T EAT )1 /Aénploykr®&thel pubBcdeatordr] 6 O
The module gives basic knowledge and terminology for information security. The participan

is able to understand the role of IT security in the organization, find the critical aspects in the
organization and plan the risk mitigation. The programme:

1 The methods of information security management, best practices, mapping the critical
assets andveaknesses

1 Risk estimation and management based on case analysis and practical exercises

1 Physical, organizational and technical means of information security. Prevention,
discovery and incidence handling.

1 Planning mitigation techniques and priorities.

4. Cybe security education for the broader public

4.1 Rising awareness campaigns
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The European Union has published its goals for the digitalization in the Digital Agenda for
Europe[8].

The goals are resumed in 7 pillars:

Pillar I: Digital Single Market

Pillar 1I: Interoperability and Standards

Pillar 11I: Trust & Security

Pillar IV: Fast and ultrafast Internet access

Pillar V: Research and Innovation

Pillar VI: Enhancing digital literacy, skills and inclusion
Pillar VII: ICT-enabled benefits for EU society

Part of these goals and objectives are under the responsibility of EU Member States activities
and investments such as, for example, broadband coverage and to double public investment in
ICT & R&D.

Governments could only foster lhe other objectives, such as: 50% of the population to buy
online by 2015; 33% of SMEs to make online sales by 2015, to increase regular Internet usage
from 60% to 75% by 2015, internet.

For what is concerning the growth of Internet usage, it will be essdial to attract public and
to guarantee their security on line.

= =4 =4 a8 _a_9a_2

4EA ))) OEITAO 040000 [9DmedtibrAtdaOdBIDtbed1294df Burope@E O AT A
web users feel completely safe making online transactions.

EuropeanCommission has planned specific actions to strengthen the fight against cybercrime

and support reporting and initiative on illegal content online and awareness campaigns,

above all for children (Actions 28-41; 123- 125) [10].

In the last few years, many initiatives have been undertaken to increase public awareness in
using internet.

The main targets of the initiatives are safer Internet usage for young people and online
banking transactions.

Most of initiatives and campaignshave been created by national governmental agencies (i.e.
O' A0 3AZEA /1T1ETAQqh OO0PBPI OOAA A UundedtyEddpdan OAAOI
Commission (i.e. Sicuri in rete)

Some Member States have developed online portal containing information, bimares, video,

guidelines on several topics related with information security.

The first educational achievement will be to increase the trust of citizens in digital means.
This is also the goal of the initiatives below reported.

4.1.1 CampaignSafer Internet @y

Safer Internet Day (SID) is organized by Insaffl1], a European network of 31 national
awareness centres, each year in February.

The objective is to facilitate and to increase online surfing above all for young generatidn.

¢npth OEA OT PEA EAO AAAT O, A060 AOAAOA A AAROOA
this initiative in Europe and worldwide. 19.000 schools and 54 million people were involved

in SID actions across Europe
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4.1.2 CampaignEuropean Cyber Securitlonth

European Cyber Security Month (ECSM) is an EU advocacy, aiming to promote cyber security
among citizens[12].

The objectives are:

Generate awareness about cyber security;

Generate specific awareness on Network andformation Security;
Promote safer use of the internet

Build a strong track record to raise awareness

Involve relevant stakeholders

E R I E

The initiative is supported by private and public stakeholders such as ISACA, Clusit, Belgian
Internet Security, CASES, ltian Ministry of Economic Development, Intecoand. You can find
the complete list of partner in[13].

4.1.3 CampaignGet Safe Online

Get Safe Online is a website providing practical advice on how to protect yourself, your
personal information, your business and your internet devices against viruses, identity theft,
frauds and other issues that could be encountered onling4].

In the website, there are 7 areas:

Protecting your computer;

Protecting yourself,

Smartphones & Tablet;

Shopping, Banking & Payments;

Safeguarding Children;

Social Networking;

Business.

In each area there are suh OAAO xEOE Oi i A OPAAEZEZEA OEDPO8 &
AT i DbOOAOS ETAI OAAOY AOT EAET Cckupd Ocdvildading @ Alé T OA A
sharing, firewalls, online gaming, passwords, physical security, ransomware, replacing
windows XP, safe computer disposal, safe internet use and so on.

E R

Moreover there are some quiz that internet users could do in order to understal their level
of vulnerability online

4.1.4 CampaignSicurinrete.it
)y 0660 A Ui o6i¢c TTTETA AAT OOA AOAAOAAfunded by! AEAT 1
European Commission inside the programme Safer Interngt5].

The audienceare young people, parents, teachers and all people that want to have more
information on a safer internet.

The objectives are:
1 Promote a safer use of internet and digital media and contrast illicit online activities;
1 Increase awareness of Under 18 on thenights and responsibilities using digital
devices;
1 Make parents and teachers feel responsible for children;
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1 Realize communication, educational and awareness campaigns;
1 Support people through the helpline to inform about issues or illegal contents found
online.

The initiative includes brochures and videos to face issues such as pedopornography and
cyber bullying.

There is a specific channel with interactive videos for children, in order to convince kids to
denounce online behaviours that could offend them.

4.1.5 CampaignBe Cyberstreetwise

The promoter is the UK Governmenfl6]. The campaign aims to:
1 Change the way people view online safety
1 Provide the public and businesses with the skills and knowledge they need to take
control of their cyber security.

The project has been set up with the Department for Business, Innovation ar&kills, the
private sector, the campaigns from the National Fraud Authority and the portal
O' AO3ZAZEA/T1 ET Aos8

The portal cyberstreetwise presents a series of tipfor: avoid phishing attacks, avoid common
passwords, bank safely on your mobile, bank safely online, create a safe wireless network,
create a secure password, cyber safety resources for teachers and parents, identify insecure
x AAOEOAOhR E Aidentity SdfeQk@ep Adtitcbnibdtad healthy, keep your devices safe
and up-to-date, keep your identity safe, keep your smartphone healthy, make payments safely,
protect sensitive customer and business information, sell products online safely, sep a
securewebsite, shop safely online, stay on the right side of the Data Protection Act, store your
DAOOxT OA OAAOGOAI Uh OOA OI AEAT 1T AAEA OAODPI T OEAI
For each tip, there are a series of information and stepy-step guideline, explanatoryvideos
and so on.

4.1.6 Campaign: Data Privacy Day

On 26 April 2006, the Committee of Ministers of the Council of Europe decided to launch a
Data Protection Day, to be celebrated each year on 28 January. The purpose of Data Privacy
Day is to raise awareness ahpromote data privacyeducation. It is currently 'celebrated' in

the United States, Canada, and 27 European countries. In Europe this holiday is referred to as
DataProtection Day[17]

Data Privacy Day's educational initiative originally focused on raising awareness among teens
and young adults about the importance of protecting the privacy of their personal information
online, particularly in the context of social networking. Data Privacy Day promotes events and
activities that stimulate the development of technology tools that promote individal control
over personally identifiable information; encourage compliance wittprivacy lawsand
regulations; and create dialogues among stakeholders interested in advancing datafgction
and privacy.

4.1.7 CampaignData Protection Day 2014
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The 28th January is the date corresponds to the anniversary of the opening for signature of
the Council of Europe's Convention 108 for the Protection of individuals with regard to
automatic processng of personal data which has been for over 30 years a cornerstone of data
protection, in Europe and beyond.

The aim of the Data Protection Day is to give European citizens the chance to understand
what personal data is collected and processed about theand why, and what their rights are
with respect to this processing.

They should also be made aware of the risks inherent and associated with the illegal
mishandling and unfair processing of their personal data.

The objective of the Data Protection Day iderefore to inform and educate the public at large
as to their dayto-day rights, but it may also provide data protection professionals with the
opportunity of meeting data subjects.

This year they are celebrated the 8tledition of Data Protection Day. Lik every year, a

compilation of the awarenessraising activities organised on this occasion by data protection
supervisory authorities and some public or private sector stakeholders is available on the
website starting 24 January 2014 and informed on the @nts taking place in each country.

4.1.8 Campaign: National Cybersecurity Awareness
U.S. Department of Homeland SecurityWhite House Cyberspace Policy Review

The Stop. Think. Connect. Campaign is a national public awareness effort to guide the nation

to a higher level of Internet safety by challenging the American public to be more vigilant

AAT 0O POAAOGEAEIC CiTA OAUAAO EUCEATA86 )OO xEII
shared responsibility? at home, in the workplace, and in our communities and demonstrate

that shared responsibility by bringing together a coalition of federal, state and local

government, as well as private sector partners. Led by the Department of Homela8dcurity.

The Stop, Think. Connect program is an opportunity for people to spread the word of cyber
security and do to enhance the safety and security online. It is work like a toolkit that all
Americans have a ra¢ to play in Stop.Think.Connectoolkit. In collaboration with National
Centres of Academic Excellence, forums will be hosted across the country at community
centres, town halls, colleges and universities to prompt dialogue and inspire action to pport

the goals ofStop.ThinkConnectin communities from Washington, D.C., to Seattle. By
becoming a member of the Cyber Awareness Coalition, organizations can help the Department
in getting the word out aboutStop. Think. ConnecfThe Coalition is currently open to all
Federal agencies and State, ibal and Territorial governments. As a member, organizations
will receive access to Campaign materials, templates, resources, and tips to assist with
promoting cybersecurity andStop. Think. Connect. The Department of Homeland
Security'sUnited States Computer Emergency Readiness Team (OBERT)eads efforts to
improve the nation's cybersecurity posture, coordinate cyber information sharing, and
proactively manage cyber risks to the Nation while protecting the constittional rights of
Americans. Four products in theNational Cyber Awareness Systemffer a variety of
information for users with varied technical expertise. Those with more technical interest can
read the Alerts, Current Activity, or Bulletins. Users looking for more generahterest pieces
can read the Tipq18].
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4.1.9 Campaign: National Cyber Security Awareness Month (NCSAM)

Celebrated every October was created as a collaborative effort between government and
industry to ensure every American has the resources they need to stay safer and more secure
online. In 2013 they celebrate the 10th anniversary of National Cyber SectyriAwareness
Month. U.S. Department of Homeland Security and the National Cyber Security Alliance,
NCSAM has grown exponentially, reaching consumers, small and medisine businesses,
corporations, educational institutions, and young people across the nati [19].

Responsibilities

They lead Internetconnected, digital lives. Even if not directly connected to the Internet, the
critical infrastructure and the vast, worldwide connection of computers, data, and websites
supporting everyday lives through financial transactions, transportation systems, healthcare
records, emergency response systems, personal communications, and more impacts everyone.
The Internet is a shared resource and securing it iore responsibility of this evert. Shared
Responsibility is the theme for National Cyber Security Awareness Month 2013.

Individuals, organizations, and communities throughout the United States are promoting
National Cyber Security Awareness Month (NCSAM) and letting others know that afl us
have a role in protecting our digital lives. Tens of thousands of NCSAM patrticipants across the
country will be doing their part by posting safety and security tips on social networks,
educating their customers and employees, engaging in traditionahedia, displaying posters,
posting tips, holding events, and much more.

4.1.10 Campaign: UK launched public cyber security awareness campaign

The Cabinet Office is launched a public cyber security awareness programme early 2013 year

aimed at improving the online security of consumers and small and medium enterprises

i 3-%0Q8 4EA EIT EOEAOQE O AyberGeclith SirGegy, #nedd Ansu@rig O A O 1 .
the UK can manage the risks and harness the benefits of cyberspace. The new programme is

aimed at raising public awareness about threats online and where to go for more information.

The programme will specifically target school chidren, as well as adults who take a reckless

attitude to posting personal details online, according t@he Guardian

The new public awareness programme will add to existing initiatives such as Get Safe Online
Week and technology being rolled out by HMRC to alerts visitors to their website when they
have an outof-date browser which may pose a security risk to theri20] .

4.1.11 Campaign: European Cyber Security Month (ECSM

European Cyber Security Month (ECSM) is a European Union advocacy campaign that takes
place in October. ECSM aims to promote cyber security among citizens, to change their
perception of cyberthreats and provide up to date security information, through education
and sharing good practices.

In 2014 ENISA will seek to increas¢he involvement of the private and public sectoin this
initiative by working together. The priority pil lars of the planning:

1 Enhanced content of ECSM
9 Building synergies
9 Evaluate and scale up the results
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The objectives

1 generate general awareness about cyber security, which is one of the priorities identified
in the EU Cyber Security Strategy;

1 generate specific awareness on Network and Information Security (NIS), which is

addressed in the proposed NIS Directive;

promote safer use of the Internet for all users;

build a strong track record to raise awareness through the ECSM,;

involve relevant stakeholders;

increase national media interest through the European and global dimension of the

project;

1 enhance attention and interest with regard to information security through political and
media coordination.

=a = -8 -9

International Context

This European Cyber Security Month (ECSM) was inspired by similar projects that were held
successfully in other places of the world for some years now. The patrticularities of the
European territory compared to other areas in the world suggest that significant amount of
effort will be required in order for this idea to deliver its full potential across Europe. To this
effect, one of the most critical elements for the success of this activity would be to develkap
effective structure and coordination schene among participating entities[21].

4.1.12 Campaign: Council of AnRhishing Japan

First in Asia to join nations in North America, Central America, and South America to have
adopted the globalcyber safetycampaign. To raise cybemscurity and cybercrime awareness
in Japan during Information Security Awareness Month and beyond, the Council of Anti
Phishing Japan joined theSTOP.THINK.CONNECTMessaging Convention to bring the
STOP.THINK.CONNEC®ybersecurity campaign to Japan as apnanent public awareness
resource promoted jointly by government and industry.

The organization will work to promote cybersecurity awareness at the individual user level in

Japan and to promote the use of the MesshgC #1 1 OAT OET 180 34slag®4 () . +
and associated logo as well as its cybersecurity messaging assets suite. The campaign has

been adopted by dozens of multinational corporations, NGOs and, to date, four national
government ministries in addition to Japan[22]. The Memorandum of Understanding signed

with the Council of AntiPhishing Japan fo promotion of the STOP.THINKCONNECT.
campaign is the first that the messaging convention has entered into with a national
government agency from Asia.

4.1.13 Campaign: ASEABgan Cyber Security International Symposium

While the information and communications technology such as smartphones and personal
computers is socially and economically benefiting to lives amongst the world, Japan are facing
a borderless information security threats such as information leakage caused by suspicious
emails. Such threats are common problem which has no national boundaries and need to
tackle this in cooperation with other countries.

Therefore, the Japanese government sets up the "Internationayléer Security Campaign” to
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be conducted every year in October in addition to the "Information Security Awareness
Month" which is implemented every year in February. As a part of the campaign, they
organize events utilizing international collaboration with other countries, and provide
information on information security measures. In that way, Japan is facilitates international
collaboration and raise domestic awareness of information security measures.

Since 2009, ASEAN member states and Japan have be@ding the ASEANJapan Information
Security Policy Meeting. At the fourth meeting held in November 2011, it was agreed to
implement joint information security awareness raising initiatives. On the basis of this
agreement, it was decided that from October2012, annual joint information security
awarenessraising activities are held.

4.1.14 CampaignBe Cyber Streetwise!

The promoter is the UK Governmenfl6]. The campaign aims to:
1 Change the way people view online safety
1 Provide the public and businesses with the skills and knowledge they need to take
control of their cyber security.

The project has been set up with the Department for Business, Innovation and Skills, the

private sedor, the campaigns from the National Fraud Authority and the portal

O AO3ZAZEA/T1ET Aos8

The portal cyberstreetwise presents a series of tips for: avoid phishing attacks, avoid common
passwords, bank safely on your mobile, bank safely online, create a safe eléiss network,

create a secure password, cyber safety resources for teachers and parents, identify insecure
xAAOEOAORh EAAD UI OO AEEI A6O EAAT OEOU OAEAh EAR
and up-to-date, keep your identity safe, keep your snrgphone healthy, make payments safely,

protect sensitive customer and business information, sell products online safely, sep a

secure website, shop safely online, stay on the right side of the Data Protection Act, store your
password securely, usesocla | AAEA OAOPT 1T OEAI Uh xEAO Al EA&A& UI
For each tip, there are a series of information and stepy-step guideline, explanatory videos

and so on.

New campaign urges people to be 'Cyber Streetwise'. With over 11 million devices received as
gifts during the Christmas period, Cyber Streetwise is urging people and small businesses to
protect themselves online. A government public awareness campaign has launched in the UK
to help educate consumers and small businesses on online security.

4 E Be @ber Streetwis?d AAI DAECI h OOTTETC &£ O OEOAA 111 OE
advertising, aims to change the way people view online safety and to provide the public and
businesses with the skills and knowlede they need to take control of their cyber security. The

campaign includes a new easyo-use website and online videos. The launch of the campaign

EO PAOO T &£ OEA Cci OGAOT I AT 660 . AOCETT Al #UAARO 3AA
increasing numberof people use the Web on laptops, tablets and smartphones. Findings from

OEA CI OGAOT i AT O8O0 1100 OAAAT O . AOEIT Al #UAAO 3}
half the population are not taking simple actions to protect themselves online. With more than

11 million Internet-enabled devices received as gifts during the Christmas period, Cyber
Streetwise will help in the fight against online criminals. People are encouraged to protect
themselves and their families online by visiting the website for tips anddvice. The new
xAAOEOA T EEAOO A OATGCA T &£ ET OAOAAOEOA OAOI OOA/
advice on the essentials for enjoying a safe experience online.
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The objectives

Cyber Streetwise is advising people in the UK to adopt sormaline behaviour to make people
safer online. By taking a few simple steps while online the public can keep cyber criminals out
AT A PAT Pl A6O [Rd.A£ Oi ACETT OAEZEA

Using strong, memorable passwords

Installing internet security software on new devices

Checking privacy settings on social media

Shopping safely onlinez by checking that online retail sites are secure

Downloading software and patches when prompted

arwdPE

4.1.15 Campaign: Alert Online, Netherlands

Since 2012, Kingdom oftte Netherlands has designated "Alert Online" campaign, and carries
out "Alert online 2013"from 28th October to 5th November, 2013. Therefore, the NCTV Alert
Online introduced in 2012. Participants come from industry and the public sector. Together
they draw attention to cybersecurity. Alert Online is a campaign to make their Internet and
mobile use and the risks that this entails. Conscious people and organizations will campaign in
2014 for the third time. From October 27 to November 6 different parties jai forces through
the campaign and all kinds of activities to ask for awareness and safe use of the Internet and
mobile communications. Preparations for Alert Online are now in full swing.

4.1.16 Campaign: APEC Cybersecurity Awareness Day

In October 2010, the AsiagPacific Economic Cooperation (APEC) held the "2010 APEC
Telecommunications and Information Ministerial Meeting" in Nago, Okinawa. October 29,
2011 was designated as "APEC Cybersecurity Awareness Day" and awareness raising efforts
would be conducted. Online efforts have been implemented since 2010.

This symbolic effort reflects the continued commitment of APEC TEL economies to advancing
cybersecurity domestically, within the APEC region, and with other partners globallyAPEC
leaders endorsed the APEC Strategy to Ensure a Trusted, Secure and Sustainable Online
Environment in 2005 and have since developed a Strategic Action Plan that carriers forward
many of the principles. These strategic documents have, over the past few yeartronly
highlighted the importance of safe and trusted ICT, but also guided member economy
projects, domestic initiatives and programs, collaboration, and capacity buildindhPEC
Cybersecurity Awareness Day can serve as a reminder to all that have a sharesponsibility

to protect cyberspace.

4.1.17 Web Campaign: Get Safe Online
A0 3AZEA JTTETA EO OEA 5+60 1 AAAflugers@hddOAA |
information on online safety. Get Safe Online website providing practical advice on how to

protect yourself, your personal information, your business and your internetlevices against
viruses, identity theft, frauds and other issues that could be encountered onlirj24] .

In the website, there are 7 areas:

1. Protecting your computer;
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Protecting yourself;

Smartphones & Tablet;

Shopping, Baking & Payments;

Safeguarding Children;

Social Networking;

Business.

In each area there are suAOAAO xEOE Oi i A OPAAEZEA OEDPO8 &
Al i pOOAOS ET Al OAAOg AOI EAET C OAOOEIT ¢ OAITOA A
sharing, frewalls, online gaming, passwords, physical security, ransomware, replacing

windows XP, safe computer disposal, safe internet use (See figtre

Nogs~wWN

Home | About Us | Partners and Supporters | Get Behind Us | Press | News | Blog
m Get Safe Online Jargon Buster |
Free expert advice
Follow us |} |& “ l l n
Protecting Protecting Smartphones & Shopping, Banking Safeguarding Social Businesses
Your Computer Yourself Tablets & Payments Children Networking

y Swi ~
oA a0 — g

- = ‘ 2 ’ - "‘"’m‘n’
Northern Ireland parents urged to get ‘switched on 5 | Readmoren

Figure-1:7 AA DACA 1T £ OEA 0O' AdQGwea.dedsdeonlidebrgT Ad AAIT B/

4.1.18 Web Campaign: BEE SECURE

The BEE SECURE initiative sees all actions in the arearafsing awareness of safer use of
information and communication technologies (see Figur®). The Initiative has been
coordinated by SMILE (Security Made In LEtzebuerg), Service National de la Jeundsaaner
Jugend Telefon, supported by Luxemburg Government and partners like CIRCLE and CASES.

The objective is to raise awareness on a safe use of the modern technologies. Inside the
ipitjagive Qeg SeAcu,re, trjereAis a §p~ecjﬁc ir)iti\ativei for kids gove[ 3:eﬁrs oId),’ pglleq_qu.lu._Thg, o
AAT DPAECI O AT T AOAO AU AAA OAAGAA AAE OB"hA A0 3MAMEANT A
O01 1 ARBEAQSG

The Initiative has been coordinated by SMILE (Security Made In LEtzebuerg), Service National

de la Jeunesse, Kanner Jugend Telefon, supported by Luxemburg Government and partners
like CIRCLE and CASHE®].

The objective is to mise awareness on a safe use of the modern technologies. Inside the
initiative Bee Secure, there is a specific initiative for kids (over 3 years old), called Bee.lu.
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Inside the portal there are information and videos dealing with:
1 Computer vulnerabilities
 Human vulnerabilities
1 Threats on digital communication
1 Online banking

youth.lu cases.lu circl.lu

B E E m . i: : : I ’AGENDA PUBLICATIONS VIDEOS CONTACT ‘ 'e
ol

NEWS | THEMES | OUTILS | A PROPOS

BEE SECURE STOPLINE

Bee Balanced - ONLINE & OFFLINE Be balaneed SIGNALER UN CONTENU ILLEGAL
stopline.bee-secure.lu

* A

see s TR (ﬂ |
n »\ o )

PUTOACTUNLTE ]} OVEST-CE UE BezsecuRe. | &_—J@’

L'initiative BEE SECURE englobe les
e rcer r [ { SEX‘"NG actions au niveau de la 8ID 2014
Not funny - Bee fair \ { sensibilisation a une utilisation plus
SHEDREG sécurisée des nouvelles

Droit a I'image

technologies de l'information et
DERNIERES NEWS L@  communication. SAFER
‘ INTERNET
bt 13.05.2014 ONLINE KIDS
.. Youth on the net: wm nalort

il aabiiites ' 1 Find your balance Le site bee.lu est -
ordinateur - destiné aux enfants ?“. )

Virus & Cie 29.04.2014 apartirde3ans. A|l W — /|

Mesures de protection @ Vulnérabilité dans travers des % =1-..ij‘

Internet Explorer iatol >

Vulnérabilités C (patch hEtodes ¢ae ~BE
humaines disponible) Jeux, les jeunes 15.05.2014

naiivant e'hahitiiar a itilicor 'intarnat [T PR R o

Figure-2:7 AA DPACA 1T £ OEA O*vAvk.bez-dedué@@MA 6 AAI PAECI

4.1.19 Web Campaign: Be Cyberstreetwise

The promoter is the UK Government. The campaign aims to: Change the way peogew
online safety

Provide the public and businesses with the skills and knowledge they need to take control of
their cyber security.

The project has been set up with the Department for Business, Innovation argKkills, the

private sector, the campaigns from the National Fraud Authority and the portal

O AO3AEA/ 11 ET Ao 8

The portal cyberstreetwise (see Figure3) presents a series of tips for: avoid phishing attacks,

avoid common passwords, bank safely on your mobile, bank safely online, create a safe
wireless network, create a secure password, cyber safety resources for teachers and parents,
EAAT OEZAU ET OAAOOA xAAOGEOAOh EAAD Ui OO AEEI AGO
your devices safe and ugio-date, keep your identity safe, keep your smartptne healthy,

make payments safely, protect sensitive customer and business information, sell products

online safely, setup a secure website, shop safely online, stay on the right side of the Data
Protection Act, store your password securely, use social ARcE A OAODPT 1T OEAI Uh xEA
infected.
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For each tip, there are a series of information and stepy-step guideline, explanatory videos
and so on[27].

CYBER STREET

CYBER STREET INDEX

i Avoid phishing attacks

--Avoid these common
passwords

--Bank safely on your mobile

Keep your child's identity
safe

-- Keep your computer healthy

-- Keep your devices safe and

é--Sat—up a secure website

Shop safely online

Stay on the right side of the
Data Protection Act

Discover and learn

up-to-date :
:-- Store your password

--Bank safely online E
: securely

-- Keep your identity safe
- Create a safe wireless i
: network i-- Keep your smartphone i--Use social media

i healthy : responsibly
“..What o do if you're infected

—

Get relevant content fast

--Create a secure password
--Make payments safely
--Cyber safety resources for

teachers and parents -- Protect sensitive customer

: and business information |-8( -
; PARENT-FRIENDLY ;

*--|dentify insecure websites
*- Sell products online safely

i

[} [CHES
CYBER STREET: 5 ESSENTIAL TIPS i 3

i Read all about it! == i

Figure-3:7 AA DACA 1T £ OEA O" A #-uwhAQeGiedlisd.somOAd AAI

4.1.20 Web Campaign: Watch your web

The promoter is the IJAB, supported byBundesministerium der
Verbraucherschutz. The project has been developed
Checked4you, klicksafe.de and other private compées.

Justiz um fur
in partnership with Juuuport,

The portal aims to raise the awareness of the young public on the threats they could face on

internet. There are some tips in general on intellectual property, mobile security, information .
OAAOOEOURh AOOOT I AOOG O mpadidlGniormAtionito rahaljeall thesé A O x | C
topics (see Figured).

There are also video clips oriented more to young peop|@8].

Figuret g 7AA DACA 1T £ OEA O7wadnaichyblir@ed.dex AA6 AAI D

° WATCH o) °
o) o]

WATCH YOUR WEB ... CLEVER DURCHS NETZ
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4.1.21 Web Campaign: Se rposti ti cancello
O3A T E DiOOE OE AATAAI 116

Cartoon Network Channel.

Tempus

EO A AAI PAECT 1 £
responsible use of digital media (see Figur®). The partners are MTV, Boing channel and

The objective is to push young peopleottell their survival strategies on internet in an ironic

way.

Young people can post a short video of 2 minutes answering to some questions about

cyberbullying, use of social network and privacy29].

i Yo L& ol
SE MI POSTI
OEE T ,

=

-"‘i

PARTECIPA

Conosci gioie e dolori di internet?
Raccontalo con una video-intervista e recita in una web
serie al fianco dei nostri testimoniall

&EGCOOA vg FAAI PABRAOOE OE

4.2 Informative campaigns on cybersecurity
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4.2.1 Campaign: Universally ChallengedA national competition between UK universities to

test cyber security skillsCybersecurity Challenge UK

The Cyber Security Challenge is a national programme of competitions designed to attract and
inspire new talent into the cyber security profession. The main sponsor and backed by UK
government and some industry sponsors. The Challenge sets competitions thast existing
cyber security skills; runs residential cyber camps that help individuals develop new skills;
and provides information through networking events and its website that helps guide

potential employees on ways to secure jobs in the sect{30].
What is University Challenged?
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The university challenge is a national competition between UK university departments that

provides them a way to benchmark their cyber security skills, and pit their brightest cyber

talent (including international and overseas) against budding professionals from other
institutions. Each university department or team that wish to take part in the competition

must design a code breaking puzzle/ciphera digital puzzle designed to mystify and flummox

other participants, which requires a combination of cyber relevant skills to crack and which

AEOO xEOEET OEA AT i PAOEOEITT 0OI A0G8 %AAE OAAI
registered University team and the challenge is to crack as many ciphers passible before

the competition ends. The winner is the team judged to have successfully cracked the most

code breaking puzzles/ciphers.

Competition: the first Regional Cyber Event on Friday 4th July 10am 5pm at the
Buckinghamshire New University, High Wcombe, UK.

4.2.2 Campaign: Asidacific and MEA Round 2014

Cybersecurity £ O OEA . A@O0 ' AT AOAOGEIT 16 EO Al AlT1 OAI
organized by Kaspersky Lab. This lonterm project brings together students, young scientists

and researchers, leathg IT security experts and university professors from across the world

in a collaborative environment to present and discuss topical cybersecurity issues. It provides

the next generation with an opportunity to share knowledge and experience, to develop we

ideas and improve the level of IT securityCybersecurityfor the next generation program is an

annual worldwide event Cybersecurity for the Next Generation (CSNG), for which Kaspersky

EO EITTOOAA OF CAOEAO OiI CAOEAO QOBEAhav® hdl) AAOGC
knowledge of and experience in information security.
4EA 1 AOAOO ybeRdcdity FEIEO OGRA 0. AgO ' AT AOAGEIT ¢mprt.

student conference was held in South Korea on March 4113, and was hosted by Korea

University. Students from Hong Kong, Korea, India, Indonesia, Philippines, Malaysia, and
South Africa were selected to attend the conference and present their work.
Thejudgesincluded Kaspersky Lab experts, leading academics from the field of IT security,
key decisionrmakers from IT businesses, and media representatives.

The conference presentations mainly covered cybeunderground evolution; network
security; Bitcoin; Cassandra; multitouch behaviours on Android unlock patterns; IT security;
BYOD; biometrics; cybercrime detection and online security education tooJ31] .

4.2.3 CampaignCybersecurityfor the Next Generatiorg European Round 2014

The European round took place on December 102 at thePolitecnico di Milano 15
representatives of the best universities from all over Europe showcased their research papers

to a program committee of Kaspersky Lab experts, respected university professors, renowned

industry experts and media. The jury sele&d the authors of the most interesting, strategically

important and innovative cybersecurity projects. The winners have received cash prizes as

xAll AO Al EIT OEOAOQEIT 1T Cybérsedu@yH 10A OERA . QIGIOA ATAT A/
in Stockholm.

AEEO UAbeodawity & O OEA . Agd ' AT AOAGEI T 6 ETAI OAA
European Cup, the Russia & CIS Cup, the ABecific & MEA Cup and the Americas Cup. The
winners of each contest will be invited to tha=inal Roundwhich will be hosted in Stockholm,

Sweden, in June 201431].
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4.2.4 Campaign: Stay Smart OnlinAustralia

The Australian Government providing online safety and security information for Australian
internet users on the simple steps they can take to protect their personal and financial
information online. Stay Smart Online Week, formerly Nationalyber Security Awareness
Week, aims to help Australians using the internet whether at home, the workplace or school
understand the simple steps they can take to protect their personal and financial information
online.

The 2014 Stay Smart Online Week is ¢hseventh consecutive annual event conducted by the
Australian Government in partnership with industry, the community sector and all levels of
government. A range of activities are taking place around Australia, including seminars,
industry events and comnunity activities which you can attend or participate online.

Stay Smart Online provides top tips for all Australians to improve their online security under
the following themes:

5. Securing your mobile device

6. Securing your desktop or laptop computer

7. Protecting your online accounts

8. Safely connecting and sharing

9. Protecting your child

10. Buying online

11. Selling orline

4.2.5 CampaignCybersecurityfor the Next Generatiorg Russia & CIS Round 2014

The Russia & CIS round took place on February -2 at the Moscow,Russia. This conference
is a forum where students can demonstrate their specialized abilitieand skills and, just as
importantly, provides an opportunity to discuss and share experiences with both industry
experts and renowned professors.

Conference covered wide variety of Cyber Security topics and systems. The first prize goes to
Artem Shumilov or "Using 3D Animated Hand Gestures to Create a New Type of CAPTCHA".
The second prize goes t&evak Harutyunyan for "Secret Sharing System Based on Ewror
Correcting Codes" andhe second prize goes t&evak Harutyunyan for "Secret Sharing System
Based onError-Correcting Codes".

4.2.6 CampaignCybersecurityfor the Next Generatiorg The Americas Round 2014

The Americas round took place on April 22, 2014 at Georgetown University in Washington,
D.C.Cybersecurity for the Next Generation 2014 consisted of fouregional rounds: the

European Round, the Russia & CIS Round, the ABicific & MEA Round and the Americas

Round. The winners of each local contest earned a spot in the Final Round as well as cash

prizes to help further develop their projects. Topics suggeed to participants this year

ET Al OAAAd Ai AOCET ¢ OEOAAOO &I O Ai AOCERAEAOMI AOA
infrastructure; future protection technologies; securing corporate infrastructure; and security

education.

The winners of the Americagound were:
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First place z Danny Brothers from Georgetown University, Washington, D.C. for the
DOAOAT OAGETT O.3!'h 4EA -AOEAO -AEAO86 (A Al Ol
presentation skills

Second placez Kangkook Jee from Columbia University, &lv York, for the presentation

O3EAAT x2APl EAAd WAEAEAEAT O 0AOAIT T AT EUAQGETT T £ $
Third place z Sarah Nance from Lipscomb University, Nashville, Tennessee, for the
DOAOGAT OAOQGET 1T O4EAz- ENEEANOETG 50MR000KRATU ECAT AA86

Cybersecurity for the Next Generation is an annual international event financed and organized
by Kaspersky Lab. This longerm project brings together students, young scientists and
researchers, leading IT security experts and university professors from amss the world in a
collaborative environment to present and discuss topical cybersecurity issues. Kaspersky Lab
is pleased to congratulate all the winners of regional rounds of the conference and welcomes
them to the global finals taking place in June 201 Stockholm, Sweden. In addition to the
main competition in which participants presented their projects, theCybersecurity for the
Next Generation program included activities such as expert presentations; panel discussions,
presentation skills training and a cybersecurity quiz[31].

4.2.7 Campaign: New Malware Campaign Uses Fake -Xiris Update Email

As reported bySymante¢ adversaries are using social engineering tactics to send employees
personalized emails that appear to be from their antvirus vendor (e.g. Norton, McAfee,
Kaspersky, Trend Micro, Avira, ESET, Avast, AVG, Baidu, and others), in which they are
urgently advised to download an attachment and install a security update.

However, instead of downloading the promised security patch, employees unwittingly

AT x11TAA [ Al xAOA OEAO Aii11AAOO Oi OEA AAOAOO,
malware that is used to steal sensitive information, |nclud|ng banking dat§32]. So far, this

malware campaign appears to be targeting enterprises primarily in the US and UK, although it

has been spotted in several countries around the world. il regardless of its ultimate reach

and scope (researchers have spotted more than 50,000 of these emails already), enterprises

should keep in mind that it only takes a single employee to open the door for a malware
campaign to infect a network.

4.2.8 CampaigneSkills UK; DMA cyber security

E-skills UK recently launched the Secure Futures campaigna governmentbacked initiative
to address the alarming levels of youth unemployment as well as the current crisis in
recruiting UK cyber security professionals. DM Media was asked to produce a film to
promote cyber security as an exciting and lucrative career option.

The film will be part of a suite of innovative classroom resources available to schools

through securefutures.organd will tie in with lesson plans and an interactive, educational
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E-skills UK works on behalf of employers to develop the software, internet, computer gaming,
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economy.
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http://www.symantec.com/connect/blogs/fake-av-software-updates-are-distributing-malware
http://securefutures.org/
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Enterprise Risk Managemehencourages people to share their videos with everyone in their
organizations: As valuable and engaging learning tools, they'll not only help spread security
awareness, but also that critical diligence for data protection that today's organizations need
to thrive.

When a company suffers a data security breach, everyone hears reads and talks about it. But
the bad press, sociamedia assaults and viral word of mouth are just the tip of that ship
impaling iceberg.

But ERM's cyber security awareness campaignrgdduce and published videos to educate
yourself and your team on the implications of poor cyber security the real stories under
those BIGbold headlines- and implement the provided practical steps to prevent "thabne
mistake" that ruins companies, cagers and reputations.

Videos are:

Email Security: When Good News Goes Bad

Smartphone Security: When "Bring Your Own" Brings You Down
Data Security ROI: When Measurements Matter

Security Vs. Compliance: When Regulations Run Things

#1171 OA 3AAOOOCHYy IbThd Gold ' A O

Laptop Security: Convenient WiFor Rogue Hotspot?

Data Leaks: Don't Ignore Those Data "Drips"
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Social Engineering: Don't Trust Fancy Ties & Polished Lies
Business Continuity: Mother Nature, Not Alwgs Your Friend
Multi-Network Security: The Risk Exposure of A Merger

Sly Security Breaches: What You Don't Kno@ANHurt You
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4.2.10 Campaignina vita social (A social life)

The promoter of the initiative was Polizia Postale e delle Comunicazioni (Italian Postal and
Telecommunication Police Departmenf{33].

The target was 500.000 Students ang@arents of primary and secondary schools (8.9 years
old)

The project had also the supporbf some Sponsors and Partners: Ministry of Education; Poste
Italiane, Facebook, FastWeb, Google, Tre, Libero, Vodafone, Telecom, Wind, Norton,
Skuola.net; Youtube, Virgilio, H3G, Symantec.

The project objectives are: to develop a tool to promote an awanese of social network to
prevent compulsory and illicit behaviors; to inform parents and teachers of parental control
tools for internet; to provide instructions on the installation and use of software for security.
For the project has been prepared a trek that visited 39 cities in Italy.

In each stopover, there had been organized meetings composed of 3 modules (60 minutes
each): one for student, one for parents and one for teachers. The topics were: use of Internet
and associated risks and opportunity vth special focus on social network, bullying and
enticement.
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The promoter is the UK Government through its National Fraud Authority. The target are the
citizens [34]. The campaign has theupport of Action Fraud, The Telecommunications UK
Fraud Forum (TUFF) and Financial Fraud Action UK, Vodafone, 02, Get Safe Online, Sky, Virgin
Media, Carphone Warehouse and T Mobile.

The objective is raising awareness of the importance of protecting pessal information. It

aims to remind and to check to citizens who they share personal information with on phone

or online. The hope is to incentivize reporting of fraud and male harder for fraudsters to
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minutes circa) on online and mobile frauds.
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4.2.12 CampaignSafe Internet Banking
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